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1 leaun ocBOEHUS AUCHHUIIIHHBI

[lenpto ocBoeHMst AUCUHUIUIMHBL «MHpOpMaloHHas 0e301IacHOCTh) SIBIISETCS
GOopMHpOBaHHME Y CTYACHTOB CHCTEMBbI 3HAaHMH B 00NacTM HMH(OPMALMOHHOH
6e30macHOCTH M [pPHMEHEHWs Ha TPAaKTUKEe METOJOB W CPEICTB  3aALIUTHI
uHpOopManUu

[ToBsieHe 6€30MaCHOCTH B TPAHCIIOPTHBIX CHCTeMax Bcerja ObLIO OJHOM u3
Ba)KHEHIIMX 3a7a4. AKTYalbHO 3TO M Ul CUCTEMBI BO3AYIIHOTO TPAaHCIOPTa, 4YTO
TIOATBEPKAAETCS Pa3BUTHEM COOBITHH B ITOCTIEIHEE BpEMsL.

HarnpapyieHus, [0 KOTOPBIM IPOBOKTCS MIIaHOMepHas paboTa IO MOBBIIIEHUIO
YPOBHsI aBHALMOHHON 0€30MacHOCTH, OXBATHIBAIOT OTPOMHBIM KPYT' BOIPOCOB — OT
COBEpILEHCTBOBAHKS MPABOBOM M HOPMATHBHOW 0asbl, 10 KOHKPETHBIX MEP, B TOM
qUClie COBEPIIEHCTBOBaHNME MH(MOPMAIIMOHHON MOIJIEPKKH CHUCTEMBl U BHEIPEHHS
COBPEMEHHBIX TEXHUUECKUX CPEICTB.

B 3amauy OUCHUIUIMHBI BXOAUT IMO3HAKOMMTEL CTYAEHTOB C COBPEMEHHBIM
COCTOSSHHEM  OOecliedeHMsl ~ pa3jIMuHbIX  HampaBIeHUH  MHQOPMAIMOHHOH
0e30macHOCTH.

3aayamMy OCBOEHHS JUCLMILTHHBI (MOIYJIs1) SIBIISIOTCS:

- ocBOeHMe 6a30BOM TEPMUHOJIOTHMH, WCIOJbB3YIOIeHcs B chepeodecredeHus
UH(POPMALMOHHOH 0€30M1acHOCTH,

- OCBOGHHE HOPMATHBHO-TIPABOBOW 0a3bl M0 oOecredeHto HHPOPMaLMOHHOK
0€e30MacHOCTH;

- hopMHpOBaHUEe 3HAHHIl O CTPYKTYype M OCHOBHBIX TpeOOBaHHAX CTaHIAPTOB,
B chepe MHPOPMAIIMOHHON 0€30I1aCHOCTH;

- (opMHpOBaHHE TIPEJCTABICHUI O MexaHu3Max (OPMHUPOBAHMS MOTUTHUKH
MH()OPMAIIMOHHOM 6€30IIaCHOCTH.

JucuumniuuHa o0ecrednBaeT MOArOTOBKY — BBIIYCKHHKA K TPaMOTHOMY
UCTIOJIE30BaHUIO 3aIUTHBIX MeXaHU3MOB o0ecreYnBarOIIUX 3aIUTy
MHGOPMALMOHHBIX PECYPCOB B HHPOPMAIIMOHHBIX CUCTEMAX.

2.MecTto aucuunaunsl B crpykrype OIIOII BO

JlanHas y4eOHas QUCUUIUIMHA OTHOCUTCA K OOUIEHAyYHBIM AMCHMIUIMHAM H
TpeOGyeT OT CTYAEHTOB 3HAHMH 1O JWCUMIUIMHAM  MAaTEMaTHYeCKOro H
€CTeCTBEHHOHAYYHOro LMKIa B 00BEME, ONpenesieMOM COOTBETCTBYIOIIMMU
IporpamMmamu.

JlaHHas MUCIMILTMHA MO3BOJSET CTYACHTY 0000MIMTE pasHOOOpasHble 3HAHHS,
MOyYeHHBIE B  TpOLECCe W3YYeHMs JIMCUMIUIMH  [PO(QECCHOHANBHOTO M
€CTeCTBeHHOHAYYHOTO LUKIIOB, U UCIIOIB30BaTh MX JUIsi OpraHNU3allui U NPOBEICHHS
paboT MO CO3JaHUIO HEOOXOAMMBIX YCIOBHH, HalpaBIE€HHBIX Ha dbopmMupoBaHue
3aaHHOI TIOJUTUKKA MHGOPMAIMOHHON 0€30IacHOCTH Ha MPeANPUATHAX CHUCTEMBI
BO3/IYLIHOTO TPaHCIOPTA.

Juctmruinaa  «MHOpMANHOHHas — Ge30I1aCHOCTEY  TPEJICTaBIsgeT  COOOM
JQUCLUILIMHY 110 BBIOOPY BapUaTHBHON 4acTH OOIIEHAYYHOTO LUKIIA JUCIIUTIIUH.




JucuurnHa «MHpOopManonHas
ceMecTpe U 0Oa3upyeTcss Ha 3HAHUSAX,
COOTBETCTBYIOIIUX JUCLUIUIMH  IIpH
OakayaBpuara.

0e30macHOCTh» U3ydaeTcss BO BTOPOM
MOJTyYeHHBIX CTYJE€HTaMH IpU W3YYEHUU
MOJIydeHUH 00pa3oBaHUS B paMKax

Jucrumnnuba «MHbopMaronHas 6e30MacHOCTb» SBISETCS 00ecleYrBarOIIEH
VIS TIPEIATUIOMHOM MPAKTUKU U JUIZIOMHOTO ITPOEKTUPOBAHMS.

3 KomnereHnun o0y4aromerocs,
AHCUHIIHHBI (MOAYJIs1)

[Tpouniecc ocBOeHUs IUCLHUIIIHHBI
CIIEAYIOIINX KOMIIETEHLIHM:

¢opmupyembie B pe3y/ibTaTe OCBOCHHS

(Momynsi) HampaBlieH Ha (OpPMHUPOBaHHE

[TepeueHs u KOI
KOMIIETEHLIUI

[lepeueHb MIIAaHUPYEMBIX PE3YJIETATOB
00Oy4YeHHs 10 JUCIUILINHE

- CIIOCOOHOCTh COBEPLIEHCTBOBATb U
pa3BUBaTh CBOW WHTEJUIEKTyaJbHBIA U
001eKynbTypHBINH ypoBeHb (OK-1);

- BIIQJIcHUE HaBBIKaMHu (opmanu3alnuu

npobiem, TOJIKOBaHUS u
KpUTEepUAIbHON OLIEHKH
PO eCCHOHATIBHBIX CUTYalHii,

NPUHATHS U peaqu3alliy peEIleHUH B
cormoTexundeckux cucremax (OK-8);

- CIOCOOHOCTh  KJIacCHU(ULIMPOBATH,
ompenenst  QyHKOMM M LEIH
nosenenus cuctem (OK-11);

- CITIOCOOHOCTH O0CO3HABATh, KPUTUYECKHU
OLIEHWBAaTh M AaHAJIU3UPOBATh BKIIAJ
CBOEM MpeIMeTHOW 001acTU B pellIeHUn
SKOJIOIMYECKUX TpodIeM M Ipodiem
6e3omacHoctu (OK-22);

-  CIIOCOOHOCTP W  TOTOBHOCTb K
[IOJATOTOBKE MJAHHBIX [ IPUHATHA

pelIeHui npu yIpaBIeHUH
TPaHCIIOPTHBIMU cUCTeMaMu B
paznuunbIx yeraoBusx (I1IK-1);

- CITOCOOHOCTH U TOTOBHOCTD
pacCUYMTHIBATh M OLICHMBATH YCJIOBHUS W
MOCJIeICTBUSA (B TOM qHCIIe
HKOHOMHUYECKUE) MIPUHUMAEMBIX

OpraHU3aI[IOHHO-YTPaBIEHYECKUX
pemenwuit (I1IK-18);

- yMEHHe HaXOAWTh KOMIIPOMHCC
MEXIy pPa3TUYHBIMU  TpeOOBaHUIMMU
(CTOUMOCTEIO, Ka4eCTBOM,

3HaTh:

- OCHOBHBIE IIyTH M  METOIBI
peleHuss 3axad B OOJACTH CO3JaHHS
pexumMa HHGOpMaIMOHHON 6€30MacHOCTH
CHUCTEM  aBTOMATHU3alM¥d  BO3IYIIHOIO
TPaHCIOPTa;

- TpeOoBaHUs HOpPMaTHBHO-
npaBoBOil Ga3bl B 001acTu obecreYeHus
HHGOpPMAITMOHHOW  0€30IacHOCTH  Ha
NPEANPUITHIX TPAXKIAHCKOH aBUALINH,

- OCHOBHBIE  BO3MOXHOCTH H
XapaKTePUCTUKH MPOTrPaMMHEIX CPENICTB
obecrieyeHHs 3alUThl HH(POPMALIUU.

VYMeTs:

- OTpeeNsaTh «y3KHe» MecTa B CHCTEME
oOecrieueHus UH(}OPMAaLIMOHHOM
0e30IacHOCTH, W TpeyaraTe IyTH HX
yCTpaHeHUS,

- IpaMOTHO 9KCILTYyaTUpPOBaTh
porpaMMHbIE cpencTBa

HH()OPMALIMOHHOM 6€30MacHOCTH,

Branets:

- METOIUKOU pa3pabOTKU U BHEIPEHUS
cucteM HHGOPMAaLMOHHON 0€30IacHOCTH
B CTPYKTYPHBIX MoIpa3aesIeHUsIX
CUCTEMBI BO3IYIIIHOTO TPAHCIIOPTA;

- MPOTrPaMMHBIMU CpPEJCTBAMM 3alllUTBHI
uHbOpMaLNH IpH pabote ¢
KOMITBIOTEPHBIMU CUCTEMaMH, BKJIHOYas




IlepeyeHs u ko

HepequL INIAHUPYEMBIX pE3YJIbTaTOB

KOMITETeHLIUN 00yd4eHus 0 JUCLHUIUIMHE
0e301acHOCTBI0 U CpOKaMH | MPUEMBI aHTUBUPYCHOM 3aLIUTHL.
UCITOJIHEHHsI) KaK MpPHU JOJTOCPOYHOM,

TaK u npu KpPaTKOCPOYHOM
TUTAaHUPOBAHUH, U NPUHUMATh

paumonanbsHble pemenus (11IK-39);
-  yYMEHHMEeM  OpraHU30BBIBaTbH U
IIPOBOJUTh MapKeTHHT, pa3padaTbIBaTh

Ou3Hec-TUTaHbl peanu3anuu
TIEPCIIEKTUBHBIX "
KOHKYPEHTOCTIOCOOHBIX PadOT M yCIIyT
(IIK-41);

- CIIOCOOHOCTH OpraHU30BBIBATH U

COBEpIIIEHCTBOBATh CHUCTEMBI YydeTa H
nokymenroobopora (I1K-45);

-  CIIOCOOHOCTh OpPraHU30BBIBATE U
OCYLLECTBIISATH pa3paboTKy
METOANYECKUX " HOPMAaTHUBHBIX
JIOKYMEHTOB, TEXHUYECKOU

JOKYMEHTAalluH, a TaKXe npezmomeHHﬁ

U MEPOTPUSATHA IO  IOBBILIEHUIO
a¢hpexTUBHOCTH IKCIUTyaTaluU
BO3AYIIHBIX  CYAOB U  OOBEKTOB
aBUALIMOHHOMN HHPPACTPYKTYPHI,

obecrnieyeHn0 0€30MacHOCTU IIOJIETOB
BO3IYIIHBIX CYyJOB U 0€30IacHOCTH
HCITOJIb30BaHUsA BO3IyIIIHOT'O
MIPOCTPAHCTBA, obecrnieyeHuto
aBUALIMOHHOM 0€30MacHOCTH U Ka4ecTBa
pa6ot u ycuyr (IIK-51);

4 O6beM AHCHHIIHHBI (MOYJIs1) H BHABI y4eOHOH paboThbl

O6mias  TPYJOEMKOCTh JMCHMIUIMHBI (MOMYJs) COCTaBJIAET — 23a4eTHBIX
eIMHUIIBI /2 aKaJIeMUYeCKUX Jaca.
HaumenoBanue i kype
4acoB 1

OO01mas TpyA0€MKOCTb JUCLHUILITHHBI 72 72
KonTakTHas pabora 8,3 8,3

JIEKIUH, 4 4

IPaKTUYECKUE 3aHATHS, -+ 4

CEMUHApBI,




nabopaTopHble paboThl,

KypCOBOil MpoeKT (paboTa)

JpyTHe BUBI ay IUTOPHBIX 3aHATHH.

CamocrosiTenpHas paboTa CTyJAeHTa 55 55
KoHTpoibHBIE pabOTEHI
B TOM YHCJIe KOHTaKTHas pabora
IIpoMexxyTouHasi aTTECTaLUS 9 9
KOHTaKTHasi paboTa 0,3 0,3
camocTosiTelbHass paboTa MO MOATOTOBKE K R 7 8.7
(3auéry, 9K3aMeHy) Heobxo0umo  yKazame 3a:1eT 3a:{eT

KOHKpemHblll U0 NPOMEIHCYMOYHOU ammecmayuu
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5.2 Tembl (pa3aesibl) AHCHUNJIHHBI H BUbI 3aHATHH

HaumenoBanwue paznena aucuurummasl | JI | W | 13 | UII3 | CPC E:fgg
Tema 1. O61ue nousTus 06 6 5
UHGOPMAIIMOHHON 06€30I1aCHOCTH.

Tema 2. YpoBHU oOecnieyeHus
. 1 6 7
MHbopmanoHHON 6€30MacCHOCTH
Tema 3. Yrpo3sl HHGOPMALIMOHHON 7 -
0€30IacHOCTH.
Tema .4. TakcoHOMUS KpUTEPUEB
. 1 1 12 14
MHGOPMALIMOHHOH 6€30I1aCHOCTH.
Tewma 5. IIpoTuBoaelicTBHE
HECAaHKIIMOHUPOBAHHOMY MeXceTeBoMy | | 1 1 12 15
JOCTYyIy.
Tema 6. BpenoHOCHOE porpaMMHoOe
obecneuenue. CpencrtBa 60pHOBI € 1 1 12 14
BpenoHocHbIM [10
HUtoro: | 2 2 2 2 55 63
[TPOMEXYTOYHAS ATTECTALMA: 9
BCET'0 IO TUCLIUITJIMHE: 72

5.3 Coaep:kaHue JHCLHHIIHHBI

Tema 1. O0mue noHsiTHs 00 HHPOpMALIHOHHOH 0€30MaCHOCTH.

3Hauene WH(DOPMAIIMOHHOW OE30MacHOCTH KOMIIBIOTEPHBIX CHCTEM IS
CTaOMIBHOTO  (PYHKIMOHHUPOBAHHS IPENNPUATHH M  OpraHM3aldd  CHUCTEMBI
BO3/yIIIHOTO TpaHCIOpTAa. Omnpenenenue TIOHSI TS «MHGOpPMaLIMOHHAs
0€30I1aCHOCTEY, PAKTHYECKUE acMIeKThl HHPOPMALIMOHHON O€3011acHOCTH.

Tema 2. Tema 2. YpoBuu odecnedyenus UndpopmannonHoi 6e30nacHOCTH

3aKoHOAATENbHBIN, aIMUHUCTPATUBHBIN, MPOLUEAYPHBIA U IMPOrpaMMHO-
TEXHUUYECKHIM YpOBHHM oOecriedeHuss MH(GOpMalMoHHOM Oe3omacHocTH. IlomuThka
UHGOPMAITHOHHON 6€30I1aCHOCTH MPEeANPUSATHUS.

Tema 3. Tema 3. Yrpo3bl HHpOPMALUHOHHOH 0€30I1aCHOCTH
Knaccudukanus W aHamu3  yrpo3  UHPOPMALMOHHOM  0e301acHOCTH
KOMITBIOTEPHBIX cucTeM. OlLieHKa yrpo3 HHPOPMALMOHHON 0€3011acHOCTH.

Tema 4. TakcoHOMHUSI KpUTEepPHEeB HH(POPMALHMOHHON 0€30I1ACHOCTH
«OpaHxeBasi KHUTa», €€ 3HAYEHHE U colepkaHue. MexaHM3MBI CO3HaHus U
MOIIep KaHMs HaIe)KHON BIUUCIUTEIBHON Oa3bl.




Tema 5. [IIpoTuBoaeiicTBHE HECAHKLHOHHPOBAHHOMY MEKCETEBOMY
AoCTYymy

DTaJoHHAs MOJeb B3aUMOJEHCTBUSI OTKPBITBIX CHCTEM: €€ Ha3HA4YeHHE U
GyHKIHOHUpOBaHHe. KOMIUIEKCHBI MeXKCEeTeBOM SKpaH, COCTaB, Ha3HAYCHHUE
COCTaBIISOLLUX JIEMEHTOB.

Tema 6. Bpenonocnoe mporpammuoe oGecnedenne. CpeacrBa GopbObI €
BPEeI0HOCHBIM NPOrPaMMHBIM o0ecneyeHnem

Knaccupukanus BpeJOHOCHOTO IporpaMMHoro obecniedenus. KommeroTepHsie
BUPYCBI, TPOSIHCKHE IPOrpaMMBbl, CETEBbI€ KOMIIbIOTEPHbIC 4YepBH, M JApyroe
BpEIOHOCHOE TporpamMMHoe obecredenne. Knaccupukanus cpeacts GopbObl ©
BPEJOHOCHBIM IIPOTPAMMHBIM 00€CTIEYEHUEM.

5.4 IlpakTHYeCKHE 3aHATHS

Howmep temsl . Tpyno-
S TemaTuka MpaKTUYECKUX 3aHATUN el
(ceMHUHApOB)
(Momyns) (uacsl)
- TaxcoHOMUsI KpUTEPHEB MHPOPMALIMOHHON 6€30I1aCHOCTH 1
5 [TpoTuBoaeiicTBHE HECaHKIIMOHUPOBAHHOMY )
MEXCETEBOMY JIOCTYITY
6 BpenonocHoe mnporpaMMHoe obecnedenue. Cpenactsa 1
60prObI ¢ BpenoHocHbM [10
HTtoro no qucuuIInHe e
5.5 JlabopaTopHbIH NPAKTHKYM
JlaGopaTopHBIii MPaKTUKYM y4eOHBIM IIJIaHOM HE MPEayCMOTpPEH.
5.6. CamocTosiTesqibHas pabora
Ne
PARSERE, Buel caMOCTOSATEIbHOM paboThI TpFLOSMKOGTR
TEMBI (dace)
JUCUUTIIUHBI
1 CaMOCTOSATENIbHOE  OBJAJIeHHWEe  CTyJEeHTaMH 6
maTepuasa TeMbl.[4]
) CaMOCTOSATENIbHOE  OBJIAZICHWE  CTyJEHTaMH 6
marepHaia Temsl [2, 5]
3 CaMOCTOSTE/IbHOE  OBJIAZIeHHEe  CTyJEeHTaMH 7
maTepuaia temsl [1,2,3,6]
4 CaMOCTOATE]IbHOE  OBJaJeHue  CTyJeHTaMu 12
MaTepuasia TeMbl [3]




BBITTOJTHEHHE  3aJaHuWsi B  COOTBETCTBUH C
UHCTPYKLMUSIMHA M METOIUYECKMMHU YKa3aHUIMHU
npernoiaBares

CaMOCTOSTENIbHOE  OBJAQJeHHE  CTyJCHTAMH
MaTtepuasia TeMsl [2,4]

3 BBITIOJIHEHUE 3aJaHUsl B COOTBETCTBUHU C 12
UHCTPYKLUSIMA U METOAUYECKUMU YKa3aHHUIMHU
npernoiaBarelis

CaMOCTOATE/IbHOE  OBJIAJeHHWE  CTyACHTaMH
maTtepuasna temsl [1,3]

6 BBI[IOJIHEHWE 3aJlaHhsl B  COOTBETCTBUU C 12
HHCTPYKLUHUSMU M METOJMYECKHMMH YyKa3aHUSIMHU
npernoaaBaress

Bcero: 55

6 YueOHo-MeToqHYeckoe W HHpopMannoHHOe olecrnevyeHHe AHCHHIIHHBI
(Moay.ast)

a) OCHOBHasf JHTepaTypa:

1. llanbrun B.®. Uadopmarnontas 6e30MacHOCTb U 3alluTa HHGOpMaLKu
[Texct] / B. @. lllansrun. - M.: IMK Ipecc, 2014. - 702c. - ISBN 978-5-97060-
226-3.

2. Bapanosa E.K. Mudopmarrionnast 6e30macHOCTb M 3alMTa HH(YOpMAaLHH
:Yue6. noco6. mis By3os [Teker] / E. K. bapanosa, A. B. babaw, A. M. Iletpakos. -
2-e u3a. - M.: PUOP-Undpa-M, 2014. - 256¢.

0) 1oMOJIHMTE/IbHAsA JIUTEepaTypa:

3. Hectepos C.A. MHpopmanronHas 6€300acHOCTb: Y UeOHHK U TIPAKTHKYM
nu1st akagemudeckorobakanaspuara. Pexom. YMO [Tekcer] / C. A. Hecrepos. - M.
IOpaiir, 2016. - 321c. - ISBN 978-5-9916-7227-6.

4. Meabuukos B.I1. UndopmarmonHas 6e30MacHOCTb U 3alIUTa HUHYOPMAIHK:
Yue6.noco6. ans By3os. Jonyu. YMO [Teker] / B. I1. Mensnukos, C. A.
Kneiimenos, A. M. Iletpakos. - 2-e u3/1. crepeoTuIl. - M.: Akagemus, 2007. - 336¢.

5. bupokoB A.A. MHpopmallMoHHas 0€3011aCHOCTb: 3alllMTa U HanaJeHue.
[Texcr] / A. A. Buprokos. - M.: JIMK Ilpecc, 2016. - 474c. - ISBN 978-5-97060-226-
3

6. Sipouxun B.H. Mudopmanmonnas Oe3onacHocTs: Y4ed.1i1s By30B. Pexom.
Muno6p. PO [Teker] / B. . Slpoukun. - M.: AkazneMm. npocnekT, 2006. - 544c.

B) NepedyeHb pecypcoB HHPOPMALHOHHO-TEJEKOMMYHHKAIHOHHOH CeTH
«AHTEepHET»:

https://www.intuit.ru/studies/courses/10/10/lecture/296?page=1

https://www.intuit.ru/studies/courses/10/10/lecture/302

https://www.intuit.ru/studies/courses/3649/891/lecture/323367page=1

https://www.intuit.ru/studies/courses/10/10/lecture/306




https://www.intuit.ru/studies/courses/10/10/lecture/310
https://www.intuit.ru/studies/courses/10/10/lecture/312
https://www.intuit.ru/studies/courses/10/10/lecture/300
https://studref.com/325272/informatika/klassifikatsiva_ugroz_informatsionnoy
bezopasnosti#846
http://protect.htmlweb.ru/orange | .htm
https://studfiles.net/preview/3103252/page:8/
https://www.kazedu.kz/referat/84974/4
https://www.kazedu.kz/referat/84974/5
https://www.kazedu.kz/referat/84974/8
https://ocompah.ru/razlichie-mezhdu-kompyuternyj-virus-cherv-troyanskij-
kon.html
http://old.intuit.ru/department/security/antiviruskasp/2/
http://old.intuit.ru/department/security/antiviruskasp/2/2.html#sect3
http://old.intuit.ru/department/security/antiviruskasp/5/
http://old.intuit.ru/department/security/antiviruskasp/6/
http://old.intuit.ru/department/security/antiviruskasp/7/
https://www.itweek.ru/security/article/detail.php?ID=104405
https://studfiles.net/preview/5282711/
http://routeworld.ru/80-model-vzaimodeystviya-otkrytyh-sistem-osi.html
http://citforum.ru/nets/protocols/1_01_02.shtml
https://studfiles.net/preview/5970826/page:56/
https://studfiles.net/preview/5970826/page:57/
https://studfiles.net/preview/5970826/page:58/
https://studfiles.net/preview/5970826/page:59/
http://ypn.ru/322/osi-depended-firewall-functioning-features/
https://vuzlit.ru/986869/protivodeystvie_nesanktsionirovannomu_mezhsetevo

mu_dostupu

r) mnporpaMMHoe oGecneveHHe (JIMUEH3HOHHOe), 0a3bl  JAHHBIX,
MHPOPMALHOHHO-CNIPABOYHbIE H NOHCKOBbIE CHCTEMBbI:

1. CxanepysssumocteiiX SpiderdupmaiPositive Technologies ;

2. KommiekcHasicucTeMakoHTponszamuménnoctuMaxPatrol 8 dupmeiPositive
Technologies;

3. AutuBupycHbiiinakerKaspersky Endpoint Security Standard for Windows.

7 MaTepuaJbHO-TeXHHYECKOe ofecrevyeHHe THCUHILIHHBI (MOLYIs1)

JIns  yCIEIIHOTO OCBOEHHs IUCLUIUIMHBI HEOOXOIMMO WMETh ayIUTOPHIO,
000py1I0BaHHYIO:

- MyJIbTUMEIUHHBIMU CPEJICTBAMH,

- IIaKaTaMH, CTEHIAMH I10 TEMAaTHKH JUCLMIUIMHBI (WIM TpE3eHTAlMd C
uH(pOpMAaIKel 0 TEeMaTUKU AUCLHUILIMHEI);

- BUie0 GUOIMOTEKOMN (BMIEO3aNUCH YYEHHI U TPEHUPOBOK, BHACOPHUILMBI 10
TeMaTHKe JTUCIUILINHEI);

- HarJsigHble ocoOus, HeOOXOAUMBIE JUISl IIPOBEAEHUS 3aHATHHI 110 TUCIUIUIMHE.




8 O6pa3oBaTe/ibHbIe H HHPOPMALHOHHDBIE TEXHOJIOTHH

[Tpu U3ydeHUH TUCIUILTHHBI UCIIONB3YIOTCA KaK TPaJULMOHHBIE JEKIHH, TaK |
UHTEPaKTHUBHbIE JIEKLIUU.

HNHTepaKkTHBHBIE JIEKIHH ITPOBOISTCS B HECKOJIBKUX BapHaHTax

-npo6JieMHasi JIeKUHsl HAYWHAeTCsl C IIOCTAHOBKU NpOOJIEMBI, KOTOPYIO
HEOOXOMMO PEIIUTh B IMpOoIlecce U3NI0KEHUsI MaTeprala.

-IeKUHSA-BH3YAJU3aHsl YYUT CTYJEHTOB IpeoOpa3oBbIBaTh YCTHYIO H
NMCEMEHHYI0O HMHGOpPMAlUMI0 B BU3yalbHYlO (opMy, 4YTo (OpMHUpYeT Yy HHX
poQecCHOHATPHOE MBIIUICHHE 3a CYeT CHUCTeMaTH3alluM M BBIIEJICHMS HauOolee
3HAYUMBIX, CYIIIECTBEHHBIX JIEMEHTOB COICpXKaHUsI O0yYEHHS.

- JIeKIusi-0eceaa MpeanoiaraeT HermoCcpeACTBEHHbIN KOHTAKT IPENnoiaBareis ¢
ayIUTOpHEl, MO3BOJsIET MpHUBJIEYh BHUMAHHE CTYJIEHTOB K Haubojee BaKHBIM
BOIIPOCAM TEMBI, BOBJIEYb B IBYCTOPOHHUI 0OMEH MHEHHUSMHU, BHIACHUTH YPOBEHb HX
OCBEJIOMJIEGHHOCTH I10 pacCMaTpuBaeMoil Teme, CTEeNeHM HUX TOTOBHOCTH K
BOCIIPUSATHIO TOCTEIYIOUIero Marepuana, I03BOJISEeT aJpecoBaThb BOMPOC K
KOHKPETHOMY CTYJEHTY, CIIPOCHTh €r0 MHEHHUE 110 00CyK1aeMoi mpobiieMe.

-neknus-aucKyccus. [lperonaBarens NpH  M3JIOKEHHHM  JIEKIIHOHHOTO
Marepuaja He TOJIKO HCIOJb3yeT OTBEThl CTYJEHTOB Ha CBOM BOIPOCHL, HO U
OpraHusyeT CBOOOJHBIH OOMEH MHEHHSAMM B HWHTEpBajlax MEXIy JOrMYeCKUMHU
paszzenaMu.

IIpakTHYecKkHe 3aHATHS [IPOBOJATCA C HCIIOJNIL30BAHUEM CIIELHATIBHBIX
KOMIIBIOTEPHBIX MPOrpaMM U MpeAHa3HA4YeHbl JUIS 3aKpEIUIEHUS IOJIyYeHHBIX
3HAHWM, a TaK)Ke BEIPAaOOTKH HEOOXOIUMBIX YMEHUI U HaBBIKOB.

HNHTepakTHBHOE MNpPaKTHYeCKOe 3aHATHE IIPOBOJAUTCA C MCIOJIb30BaHKE
CPEICTB BBIUMCIIUTEIbHON TEXHUKU U CIEHAIBHOTO NPOrPaMMHOI0 00ecrieueH s, 1
TperoiaraeT BEITOJHEHUE BbITAHHBIX KOHKPETHBIX 3a/IaHHH.

CaMocTosiTe/IbHAsi paGoTa CTyJAeHTAa IPOBOAUTCS C IIENIBIO 3aKPEIUICHUs U
COBEPIEHCTBOBAHMS ~ OCBaMBaeMbIX KOMIIETEHLMH, IpeanojaraeT CoueTaHHe
CAMOCTOSITEJIGHBIX TEOPETUYECKUX 3aHSATUH U CaMOCTOATENIHOE BBINIOJTHEHHUE
NPaKTHYECKUX 3aaHUM, ONIMCAaHHBIX B PeKOMEHJ0BaHHOM auTeparype [1,2].

9. ®oH OLEHOYHBIX CpPeICTB /AJs1 MNPOBEIEHHS TEKYIIero KOHTPOJIA
yCIeBaeMOCTH H TMPOMEKYTOYHOH AaTTeCTAUMH MO0 HTOraM OCBOCHHH
AMCIHHIIHHBI (MOaYJIs1)

9.1. OueHkKa TeKyIlero KOHTpPOoJsl yCneBaeMOCTH H 3HAHHH CTY/IeHTOB

OueHka
[Tpy W3yYeHUH TUCIUIUIMHBI UCIIO0Ib30BaHHEe 0albHO-PEUTHHIOBOM CUCTEMBI He
peyCMOTPEHO.
OreHKa CTyIEHTY 3a ceMecTp Oe3 cauu 3adera - He IpeyCMOTpeHa.

IToka3aTe,in, KpHTEPHH H ONHCAHHE IIKAJbl OLlEHHBAHHUS
| TTokazaTeny oleHUBaHMUs] | Kputepnu olieHMBaHus!




3HaTh:

- OCHOBHBIE TIyTU M METOJBI
pewieHusi 3ajad B 0OOJacTH CO3JaHUsA
pexuma UH(GOPMALIMOHHOM
0€30MacHOCTH CHCTEM AaBTOMAaTHU3aLUU
BO3IYLIHOI'O TPAHCIIOPTA;

- TpeGoBaHUS HOpMaTHBHO-
nmpaBoBOit 6a3bl B 001acTU odecreyeHus
HHPOPMAIIMOHHON  0e30macHOCTH  Ha
MPEeANPUATHSIX IPaXKIaHCKOH aBUALINK;

[lepeuncnenue, CpaBHEHUE
METO/IOB pelleHus 3amad B obiacTu
CO3MaHus pexuMa HH(OPMaLMOHHOM
0e30macHOCTH CHUCTEM aBTOMAaTHU3ALUU
BO3JyIIIHOTO TPAaHCIOPTa, OCHOBHBIX
XapaKTePUCTUK MPOrPaMMHBIX CPEICTB
oOecrieyeHus 3alUTh UHPOpPMALUK.

AHanus, COIIOCTaBJICHUE
TpeboBaHMit HOpPMaTHBHO-IIPABOBOM
0a3bl B obJsact oOecrieueHus

- OCHOBHBIE BO3MOXXHOCTH W | HHGOPMALMOHHON 0€3011acHOCTH  Ha
XapaKTEePUCTHKHU MIPOrPaMMHBIX | IPEANPUATHAX I'PakJaHCKOH aBUaLUH,
CpeICTB obecrieyeHUs! 3alMThl | METOIOB pelIeHus] 3a7a4 B 001acTH
UHGOpPMAaLUH. Co3/laHus peXxuma HHGOPMALUOHHOM

0e30macHOCTH CHUCTEM aBTOMAaTHU3allUH

BO3/yIIHOTO TPAHCIOPTA.
YMeTsh: CaMOCTOSITEIBHOCTh B ONPEJECIIEHUH
- OIpEJEeNATh «y3KHe» MeCTa B CUCTEMe | y3KMX MecTa B CHCTeMe OOecredeHHs
obecnieueHus HHGOPMAIIMOHHOM | UHPOPMALIMOHHON 0e30MacHOCTH,
0€e30MMacHOCTH, W MpeajiaraTh MyTU HX | MPEeJI0KEHUH IIyTH UX yCTPaHEHUS.
YCTpaHEeHHUS; [TpodeccronanpHas T'paMOTHOCTH B
- IpaMOTHO SKCIUTyaTHPOBATh | OKCIUTyaTallMd IPOrpaMMHBIX CPEJICTB
IIporpaMMHbIe cpezcTBa | MHGOPMaIMOHHON 0€30I1aCHOCTH.

HHGOPMAIIMOHHOHN 0€30M1aCHOCTH.

Bnanets:
- METOIHMKOH pa3pabOoTKH U BHEAPEHUS

CUCTEM UHGOPMaLMOHHOH
0e30macHOCTH B CTPYKTYPHBIX
MOJpa3IeIeHUsIX CHUCTEMBI BO3yLIHOIO
TpaHCIOPTa;

- MPOTPaMMHBIMHU CpEICTBAaMH 3allUThI
uHpopMaLuu npu pabore c

KOMITBIOTEPHBIMU CHUCTEMaMH, BKIIIOYast
NpUEMBI aHTUBUPYCHOM 3aLIMTEL.

BiageHue MeTOIUKOW pa3pabOTKU U
BHEJIPEHUsT CUCTeM WH(OPMaIlMOHHOM
0e30macHOCTH B CTPYKTYPHBIX
noJipa3IeJeHUsIX CUCTEMBI BO3IYIIHOTO
TPaHCIIOPTa;

- TPOrpaMMHBIMU CPEACTBAMH 3allUTBI
UH(hOpMaLUH pH pabote c
KOMITBIOTEPHBIMU CHCTEMaMHM, BKITIOYast
NpUEMBI aHTUBUPYCHOM 3aIIMTEHI.

Onucanye HIKaIbl OLIEHUBAHUA:

3aver: CpaBHUBACT METO/JbI PCIICHHA 3aJa4d B 00JIacTH CO3/1aHUA

UH(OPMAIIHOHHOW 0€30TaCHOCTH CHUCTEM aBTOMATH3AalMK BO3IYLIHOTO TPAHCIOPTA,

OCHOBHBIX  XapaKTEPUCTHK
uHopMaLuu.

AHanu3upyeT, COIOCTaBJIseT TpeOOBaHWS HOPMATHBHO-NIPABOBOM 0a3bl B
UH(MOpPMaLIMOHHON
rpaKJaHCKOW aBHALlMKM, METOJbl peIlleHUs 3aJa4 B OO0JIaCTH CO3MaHMs

obOjlactu  ofecrieueHus

IPOrpaMMHBIX

cpencTtB  obecredeHus

0€e30MacHOCTA Ha

HH(bOpMaHHOHHOﬁ 0e30MacHOCTH CUCTEM aBTOMATU3ALUHU BO3QYIIHOT'O TpaHCIIOPTa.

pexxuMa

3allUThI

IpeIIPUATUSIX
pexuma



CaMOCTOSTENBHO ~ ONpeleNseT y3KHe MecTa B CHCTeMe oOecredeHus
HH(POPMALIMOHHOM 6€30MacHOCTH, MpeUlaraeT IyTH UX YCTpaHEeHHMS.
[TpodeccHoHaBHO ~ TIPaMOTHO  JKCIUIyaTHPYeT  IPOrpaMMHBIE  CPEACTBa
HHGOPMAIIMOHHON O€30I1aCHOCTH.

Bnageer MeTOAMKON pa3paOOTKM W BHEApPEHUs CHCTeM HHGOPMALMOHHOM
0€30MacHOCTH B CTPYKTYPHBIX MO/Ipa3/IeIEHUsAX CUCTEMbI BO31yIIHOIO TPAHCIIOPTa;

- IPOTrPaMMHBIMH CPEICTBAMH 3aIIUTH UHPOPMALUH ITPU paboTe ¢ KOMIIBIOTEPHBIMU
CUCTEMaMH, BKJIIOUasi IPUEMBI aHTUBUPYCHOM 3aIlUTHI.

He 3a4eT: mepedncisieT METOBI pellieHHs 3a7ad B 00IaCTH CO3/IaHUs pPeXHUMa
HH(POPMALIMOHHOM 0€30MacHOCTH CHUCTEM aBTOMATH3allM¥ BO3YILIHOI'O TPAHCIOpTa,
OCHOBHBIE  XapaKTEPUCTUKU TMPOTPAMMHBIX CpPEACTB  OOecreueHus  3allUThI
uHpopmarur. CaMOCTOATEIBHO HE ONpe/ielsieT y3KUe MeCTa B CHCTEME 00eCIeueHHUs!
UH(OPMALIMOHHOM 0e30MacHOCTH, He TIpe/ularaeT IIyTH UX YCTPaHEHHS.

He Bnazeer MeTOAMKOM pa3pabOTKM M BHEJIPEHHUs] CUCTEM HH(YOPMaIMOHHON
6€e30MacCHOCTH B CTPYKTYPHBIX MOJpa3feNeHUsIX CUCTEMbI BO3AYIIHOIO TPAHCIIOPTa,
IIPOrPaMMHBIMH CPEACTBAMH 3aIUTHl HHYOPMAIMU NTPU paboTe ¢ KOMIBIOTEPHBIMH
CHUCTEMaMH, BKIJTIOYast PUEMbI aHTUBUPYCHOM 3alLUTEI.

9.2. TunoBble KOHTPOJIbHbIE 3aJaHHsl /JIsi NpPOBeIEeHHs TeKYyLlero
KOHTPOJIS M MPOMEKYTOYHOIH aTTeCTAllHH MO0 UTOraM o0y4eHHsl M0 AHCUHILIHHE
(Moay.10)

1. Jlats onpenenenue nousTuro «MHpopManonHas 0€30IacHOCTDY;

2. OOBACHUTH IIOHATHE MPAKTUYECKOTO  aclekTa HH(OPMAllMOHHOH
6e3omacHOCTH «Jl0CTyITHOCTBY;

3. OOBSACHUTH TMOHATHE IPAKTHYECKOro  acrekra HH(OpMAalMOHHOM
6e3omacHoCTH «LlemocTHOCTEY;

4. OOBACHUTH TIOHATHE IPAKTUYECKOTO  acrekTa HH()OpMAlMOHHOM
6e3onacHoCTH «KOH(DHIEHIMAIBHOCTDY,

5. 3aKOHOJATENbHEINH YpOBEHb obecreveHns HHPOPMALMOHHON 6€30IacHOCTH.
Yro 310 Takoe? Yto BXOaUT B 3TO noHsTUE? [IprMepbl 3aKOHOJATEIBHBIX aKTOB,

6.  AIMHHUCTPAaTHMBHBIM  ypOBeHb  oOecreueHHss  MHGPOPMALMOHHOM
oe3zonacHocTd. Ilonstue «llonmuTuka Oe3omacHOCTH». YPOBHH JIeTalW3alUU
aJMHHHCTPATUBHOT'O YPOBHS, UX COJIEPIKAHUE,

7. Ilporpamma 6e3omacHocTH. EE€ CHHXpOHM3aUMs C JKM3HEHHBIM IHKIIOM
UH(POPMAIIMOHHBIX CUCTEM;

8. INpoueypHbIil ypoBeHb ObecreueHus: HHPpOpMalOHHON Ge3omacHocTh. HYTo
510 Takoe? Kitacchl Mep MpoueaypHOro ypoBHS;

9. IlpouemypHblii ypoBeHb oOecredeHUs] HHPOPMALMOHHOM O€30MacHOCTH.
YnpasiieHHe IIepCOHAIOM;

10. IlpouenypHblii ypoBeHb obecredeHHs WHGOPMAIMOHHON O€30MacHOCTH.
dusuyeckas 3aluTa.

11. IpoueaypHblii ypoBeHb ObecrieueHHs WH(MOPMALMOHHOM O€30IaCHOCTH.
[TonneprxaHue paboTOCIIOCOOHOCTH;




12. TpouenypHblii ypoBeHb OOecrieueHUss WH(POPMALUOHHOH 0€30MacHOCTH.
PearnpoBaHue Ha HapyLIEHHs pekuMa 0€30MacHOCTH;

13. TlpouenypHblii ypoBeHb oOecriedeHUs: MH(POPMALMOHHOM 0€30MacHOCTH.
[T1aHUpOBaHUE BOCCTAHOBUTEIBHBIX PA0OT;

13. TIporpaMMHO-TEXHHYECKUI YpOBeHb obecreueHus HHGPOPMAIMOHHOM
6e3omacHOCTH. CepBUCHI TPOrPaMMHO-TEXHHYECKOIO YPOBHS:

- UaeHTH(UKAIUS U ayTeHTU(DUKALINS,
- yIpaBJIeHUE JOCTYIIOM;

- MPOTOKOJUPOBAHHE U Ay JIUT;

- WK poBaHUE;

- KOHTPOJIb LIEJIOCTHOCTH;

- SKpaHUPOBAHUE;

- aHaJIU3 3aLUILIEHHOCTH;

- obecrnevyeHre 0TKa30yCTOMYNBOCTH;
-obecrieyeHre 6€30MacHOro BOCCTaHOBIIEHHNS,
- TYHHEJIUPOBAHHUE;

- yIpaBJIeHHE.

14. «KpuTepun 6e30MacHOCTH KOMIIBIOTEpHBIX crcTeM» (OpamkeBas KHWIa).
TakcoHomus TpeboBanuii. O01IME TOHATHS.

15. «Kputepun 6e30MacHOCTH KOMIIBIOTEPHBIX crucTeM» (OpaHKeBas KHHIA).
Takconomus tpeboBanuii. [Tonstue «IlonmuTnka 6€30MaCHOCTUNU €€ MEXaHU3MBI;

16. «Kputepun 6€30MacHOCTH KOMIBIOTEPHBIX cucteM» (OpaHxkeBas KHHUIa).
Takconomus TpeboBanuil. [ToHATHE «AYIUT» U €r0 MEXaHU3MBI,

17. «Kputepun 0e30MaCHOCTH KOMIIBIOTEPHBIX cucTem» (OpaHkeBas KHHUIa).
Takconomust Tpebopanuii. [Tonstue «KoppekTHocTb» (I"apaHTUPOBaHHOCTH) U €€
MEeXaHU3MBbI;

18. «Kputepun 6e30MacHOCTH KOMIIBIOTEPHBIX cHucTeM» (OpanKeBas KHHIA).
TakconoMus tpeboBanwmii. [TonsTue «JlokyMeHTaus» U €€ CONlepIKaHue;

19. Knaccudukaius yrpo3 HHGOpMalMOHHON 0€30IaCHOCTH;

20. DTanoHHas MOJIENb B3aMMOAEHCTBUS OTKPHITBIX cucTeM. HasHaueHue.

21. DTanoHHas MOJEb B3aUMOIEHCTBUS OTKPBITHIX cucTeM. CTpyKTypa.

22. DTajnoHHas MOJEIb B3aUMOJEHCTBUS OTKPBITHIX cHUCTeM. DyHKIUH
YPOBHE.

23. DTajnoHHas MOJENb B3aMMOJEHCTBHUS OTKPBITHIX cHcTeM. IIpoxoxaeHue
naketoB yepe3 DMBOC npu nepenaye 1aHHBIX.

24. KoMIIJIEKCHBIN MexceTeBoi skpaH. HasHaueHue.

25. KommekcHbIM MexceTeBoi 3kpaH. CocTas.

26. KOMIIIEKCHBIH MeceTeBOl 3KpaH. DKpaHUPYIOIIUH MapipyTu3aTop. Ero
Ha3HaA4YCHHUC.

27. KoMIUIEeKCHBIH MEXKCETEBOH OJKpaH. ODKPAaHUPYIOLIMKA MaplIpyTH3aTop.
BerImonHseMble 3alUTHBIE (QYHKIUH.

28. KommiekcHbIi MeXCETeBOH JKpaH. DKPaHUPYHIOLIMA MapIipyTH3aTop.
JIoOCTOMHCTBA U HEIOCTATKH.

29. KoMiuiekcHBIM MexceTeBoW dkpaH. [llnro3 ceaHCOBOro  ypoOBHS.
Ha3nauenue.




30. KommuekcHbiii MexceTeBoM dkpaH. I3 ceaHCOBOro  ypoBHS.
BEITOTHAEMBIE 3aIIUTHBIE QYHKIUH.

31. KommuiekcHbBIN MexceTeBo# 3kpaH. 1103 ceaHcoBoro ypoBHsA. DyHKUHMS
obecrieueHus BUPTYyaJIbHOI'O COEUHEHUS.

32. KoMmiekcHbll MexceTeBoi 3kpaH. 1LImo3 ceancoBoro yposHs. [Iponenypa
KBUTHpOBaHUs cBs3u 1o npotokory TCP/IP.

33. KommiekcHbIN MexceTeBoit akpaH. 11Inro3 ceancoBoro ypoBHs. TpaHCIsIus
BHYTpeHHUX [P-anpecos.

34. KoMmmuekcHbli MexceTeBod odkpaH. [llnro3 ceaHCOBOro  ypoBHS.
JIOCTOMHCTBA U HEJOCTATKH.

35. KowmruiekcHbIi MexceTeBod dkpaH. Illmro3 mpuKiIagHOro  ypOBHS.
Ha3nauenue.

36. KommuiekcHblii MexceTeBod dkpaH. I3 NpUKIagHOTO  YPOBHS.
BhInoHsIeMble 3alIUTHBIE (QYHKIIHH.

37. KowmrmuiekcHblii MexceTeBod dkpaH. Illmro3 mnpukiagHoro ypoBHS.
[TporpaMMHBIE IIOCPEIHUKH.

38. KoMmiekcHbli MexceTeBoW dkpaH. [Ilmo3 mpukiaaaHOro ypoOBHS.
JIoCTOMHCTBA U HEJOCTATKH.

39. BpemonocHoe porpammHoe obecrieuenne. Knaccupuranus (Buzb).

40. BpemoHocHoe mporpaMMHoe obecneyeHre. KoMNBIOTEpHBIE BHPYCHI.
Knaccudukanus.

41. BpenoHocHoe mporpaMMmHoe obecreueHne. KoMIbIOTEpHBIE BHPYCBI.
DaiiI0BEIN HEPE3eICHTHBIN BUPYC.

42. BpenoHocHoe TporpaMmHoe obecriedenue. KoOMIBIOTEpHBIE BUPYCHI.
DaiinoBkIil pe3eeHTHBIN BUPYC.

43. BpemoHocHoe TporpaMMHoe obecrneuenre. KommbroTepHbIE BHUPYCHI.
ByToBbIii BUpYC.

44. BpemoHocHOe TmporpaMMHoe obecrnevenre. KommbroTepHbIE BHPYCBHI.
Makposupyc.

45. BpenoHocHoe mporpaMMHoe obecnedyeHue. TposHCKHE MPOrpaMMBL.
CemeiicTBa TPOSHCKUX ITPOrPaMM.

46. BpemoHocHoe TporpamMMmHoe obecrnieueHre. KommproTepHble BHUPYCBI.
KommnproTepHbI€ CETEBBIE YEPBH.

47. BpenoHocHOe MporpaMMHoe obecreueHne. KoMmIblOTepHBIE BHPYCHI.
OTnuuUTeNbHbIE TNPU3HAKK KOMITBIOTEPHBIX BHPYCOB, TPOSHCKHUX TIpOrpamm,
KOMITBIOTEPHBIX CETEBBIX YEPBEH.

48. BpemoHocHoe mporpamMMmHoe —obecriedenue. Jlpyroe  BpEIOHOCHOE
nporpaMmHoe obecnedenue. IIpumepsl.

49. Cpenctsa Gops0Obl ¢ BPEJOHOCHBIM MPOTPaMMHBIM —OOECIEeUEHUEM.
BrinonHsemMble QyHKIUH.

50. CoBpeMeHHbIE AHTUBUPYCHBIE ITAKETHI.



IpuMepHBbIii NepevyeHb BONPOCOB /sl 3a4eTa:

1 OO6ume moHATHE HWHGMOPMAIMOHHONW O€30MacHOCTU KOMIIBIOTEPHBIX
cucteM (MUBKC). ITpaktudeckue acriektsl MIBKC, ypoBuu obecnedenuns MBKC. (OK-
1, OK-8)

2. 3akoHomaTenpHbli  ypoBeHb  obecmevenuss MIBKC.  OcHoBHbIE
3aKOHOJaTelbHBIE aKThl U HopMmaTuBHBIE HoKyMeHThl. (OK-8, OK-22, T1K-1, TIK-18,
[TK-39, I1IK-51)

3. AnmvunuctpatiBHblid ypoBeHb obecriedenuss MBKC. Ero nasHavenue u
conepxanue.(OK-8, OK-22, TIK-1, I1K-18, I1K-39, TIK-51)

4. [Tpouenypusiii ypoBenb obecneuenuss MBKC. Ero HasHavyeHue Hu
conepxanue.(OK-8, OK-22, TIK-1, IK-18, I1K-39, I1K-51)

3, ITporpaMmHO-TexHUYecKuii  ypoBeHb obecmeuenns HWBKC. Ero
HazHayeHue u coxepxkanue.(OK-8, OK-22, TIK-1, I1K-18, TIK-39, ITK-51)

6. TakcoHoMHMsl ~ KpuTepueB  HMHGOPMAIMOHHOW  0€30IacHOCTH 0
«Opanxesoit kuure». Coneprxanne noustust «[TIOJIMTUKA BE3OITACHOCTW», u
Mexanu3Msl ee peanuzanun.(OK-8, TIK-18, ITK-45)

7. TakcoHOoMHMs ~ KpuTepreB  HMHPOPMAIMOHHOH  0€30MMacHOCTH IO
«OpamxeBoit  knure». Mexanusmel  «[TPOM3BOJIBHOE  VIIPABJIEHHE
JIOCTVYIIOM», u «ITOBTOPHOE UCITOJIb3OBAHME OBBEKTOB».(OK-8, IIK-
18, T1IK-45

8. TakcoHOMHsS  KpuUTepreB  HMHGOPMALMOHHON  0O€30IacHOCTH IO
«OpamxeBoit  kuure». Mexanmsmel  «METKM  BE3OITACHOCTH», u
«HOPMATUBHOE VYITPABJIEHUE JOCTYIIOM».(OK-8, TIK-18, TIK-45

0. TakcoHOMHs ~ KpuTepuWeB  HMH(GOPMALMOHHOM  0e30macHOCTH 1O
«OpanxeBoit kuure». Conepxanune mnoHsaths «AY/IUT», n MexaHH3MBI €ro
peanuzamu.(OK-8, TIK-18, ITK-45

10. TakcoHOMUSI  KpuTepHeB  HMH(OPMALMOHHOH  0€30MacHOCTH IO
«Opanxesoii kuure». Conepikanne nonatus «KOPPEKTHOCTDb», u MexaHH3MBbI
ero peaym3auuu.(OK-8, I1K-18, TTK-45

11. TakcoHOMHsI  KpuTepreB  HMH(OPMALMOHHOH  0€30MacHOCTH IO
«Opanxesoit kaure». Conepxanne monsitust « JOKYMEHTAII».(OK-8, T1K-18,
[1K-45

12. AHanu3 yrpo3 HWHGOPMAIMOHHBIM KOMIIBIOTEPHBIM CHCTeMaM. BHIbI
noTeHManpHeX yrpos. (OK-1, OK-11, IK-1, TIK-39, TIK-51)

13.  TIpoTHBOZEWCTBHE MEXKCETEBOMY HECAHKIIHOHHPOBAHHOMY JIOCTYIIY.

rajoHHAS MOJAEIb B3aUMOJEMCTBHS OTKPBITBIX cucTeM. HasHauyeHuwe, MPUHLUI
dynxunonuposanus. (OK-8, OK-11, OK-22, TIK-39, [1K-41, I1K-45)

14. [TpOoTHBOAEHCTBHE MEKCETEBOMY HECAHKIIMOHUPOBAaHHOMY JOCTYIIY.
KoMruiekcHbI MexceTeBoit skpaH. Cocras, HasHauenue.(OK-8, OK-11, OK-22, ITK-
39, IIK-41, I1K-45)

15. [TpoTuBOECTBHE MEXKCETEBOMY HECAHKIIMOHUPOBAHHOMY JOCTYILY.
DKpaHWpyIOIIUi ~ MapupyTuzatop.  HasHauenwe,  BBINOJIHSIEMBIC byHKLUY,
nocrounctsa u Hegoctatku.(OK-8, OK-11, OK-22, TIK-39, ITK-41, ITK-45)

L'



16. [IpoTUBOAEHCTBAE MEXKCETEBOMY HECAaHKIIMOHMUPOBAHHOMY JIOCTYILY.
[1Imr03 ceancoBoro ypoBHs. HazHadeHue, BbIMONHAEMble (YHKLHH, TOCTOMHCTBA U
"enocratku.(OK-8, OK-11, OK-22, [TK-39, TIK-41, I1K-45)

17. [TpOTHBOAEWCTBHE MEKCETEBOMY HECAHKIIMOHMPOBAHHOMY JIOCTYIIY.

[NpuknagHoit uuto3. HasHaueHnwe, BbIMONHsAEMble (DYHKUMH, [TOCTOMHCTBA U
Hegoctatku.(OK-8, OK-11, OK-22, ITK-39, IIK-41, I1K-45)

18. BpenoHocHOE TMporpaMMHOE oOOecreueHue; BHJIbI, OTIWYUTEIIbHbIC
ocobennoct.(OK-8, OK-11, ITK-18, I1K-39, [1K-45)

19. KommeloTepHble Bupychl. Mexanusm pacnpoctpanenus.(OK-8, OK-11,
[1K-18, I1IK-39, [1K-45)

20. KommeioTepHble  Bupychl. QaiinoBelit HepesuaeHTHbIH Bupyc.(OK-8,
OK-11, ITK-18, I1K-39, [1K-45)

21. KommeioTepHble Bupychl. DaitnoBsiii pesunentHsii Bupyc.(OK-8, OK-

11, TIK-18, IK-39, I1K-45)

22.  Kowmmstotepusie Bupycel. byrossiii Bupyc.(OK-8, OK-11, IIK-18, ITK-
39, IIK-45)

23. Komnsioteprsle Bupychl. Ocobennoctu Makposupycos.(OK-8, OK-11,
[TK-18, IK-39, T1K-45)

24. Tposackue nporpammbl.(OK-8, OK-11, TTIK-18, TIK-39, I1K-45)

25. Ceressle uepsu.(OK-8, OK-11, ITK-18, ITK-39, T1K-45)

26. Jlpyroe BpejpoHocHoe mporpammuoe obecreyenue.(OK-8, OK-11, TIK-
18, TTK-39, I1K-45)

27, CpenctBa GOprOBI € BPEJOHOCHBIM IIPOrPAMMHBIM OOECIEYEHUEM.
Knaccuduxanus.(OK-8, OK-11, TIK-18, ITK-39, I1K-45)

10. MeToanyecKkHe peKOMEHIAUUH sl 00y4aroluxcsi M0 OCBOCHHIO
AUCHHUILTHHBI (MOYJ15)

[lpy mpoBefeHWH BCeX BUIOB 3aHATHI OCHOBHOE BHHUMAaHWE YHACIATH
PAacCMOTPEHUIO  NPUHIMIOB  (OPMHUPOBAHHS  CHUCTEMBI UH(POPMAIITOHHOM
6e30MacHOCTH Ha NPEANPHATHSX U B OpraHM3allMsAX MPakJIaHCKOH aBuauuH, paboTe
110 aHaNU3y MOTEHUHATBHBIX yIpo3, a Tak)Ke NMPUMEHEHHIO W3y4aeMOro marepuaia
Ha MIPaKTHUKE.

TeopeTuyeckas TOArOTOBKA CTYIEHTOB IO JMCLMIUIMHE O0eCrevMBaeTCA Ha
nexiusix. Ha nexuusx o6ydaeMbIM JAlOTCS CHCTEMaTH3UPOBAHHBIE OCHOBBI 3HAHWH
10 COCTOSIHHIO U OCHOBHBIM ITpoGjieMaM HH(GOPMAIIMOHHON 6€30I1aCHOCTH.

TeopeTudeckre  MOJOXKEHUS, u3jlaraeMple B JIEKIUAX  JIOJDKHBI
MJLTIOCTPUPOBATHCS MIPUMEPAaMH MX MPAKTUYECKOH peann3alvi B HHQOPMAIMOHHbIX
chUcTeMaX M CpeAcTBax obecredeHus 3amuthl HHGopManmu. s obnerdeHus
BOCTIPUSATHS CTYJEHTOM CI0XXHOTO M pa3sHOOOpa3HOro Marepuana PeKOMEHIyeTCs
M3ydeHHe HOBBIX Da3/ielioB Kypca HayMHAaTh C KPAaTKOro BBEJICHHUSA, B KOTOPOM
YCTAaHABJIUBACTCS CBS3b C MPEIBUIYIIMMH W CMEXHBIMU JUCHMILTMHAMUA y4eOHOro
IIaHa, ¥ PEKOMEHI0BATh KOHKPETHYIO y4eOHYIO JuTepaTypy. Upe3BbIYaiiHO BaXKHO
HAay4MTh CTyJEHTa NPUMEHATh MOJIydaeMble 3HaHHMsS K PCIICHUIO NPAKTHYCCKUX
3agad. JJ1s 3TOro MoryT ObITH pa3paboTaHbl CrelMalbHbIE 3a/IaHHs C PELICHUIMH, 110
KOTOPHIM M OpraHH3yeTcsi CaMOCTOsTeNIbHas paboTa CTYyJIEHTOB B T€YCHHUE CEMECTpa.




Ha caMocTosiTeIbHOE U3y4YeHHe BBIHOCSTCS Hauboee MpoCThle BOIIPOCH! H3Y4YaeMbIX
teM. CaMOCTOsATeNIbHOE  HW3y4eHHe I[03BOJIAeT IPHBUTh  HABBIK  IIOHMCKa
HHTEPECYIOIIMX BOMIPOCOB B HCTOYHUKAX, B TOM YUCJIE U JIOTIOIHUTEBHBIX.

[TpoBejieHre MPAaKTHYECKUX 3aHSATUI OCYIIECTBIAETCA IIOCIE IMPOYTEHHs Ha
JIEKIMAX COOTBETCTBYIOILIETO TEOPETHUYECKOTOo MaTepuaya, M CIYXHT CPeICTBOM
3aKpEIUIEHUs] TOJNyYeHHBIX 3HaHWH M (GOpPMMPOBAaHMS HABBHIKOB W YMEHHUH
MH)KEHEPHBIX MCCIIEJOBAHUM.

[IpakTHUeCKHe 3aHSTHS TpU3BaHbl O00ECHEYMTh [OJYYEHHE CTyACHTaMH
MPAKTUYECKUX HABBIKOB M YMEHHH 110 TIPUMEHEHHUIO MOy YEHHbBIX 3HAHUH.

Bce Buabl yueOHBIX 3aHSATUH TNPOBOAATCA C AKTUBHBIM HCIIOJIb30BaHUEM
TEXHHUUYECKUX CPEJICTB O0YUEHHUS U UMEIOIIUXCS B HATMYMU 00pasIoB.

M3yueHre QUMCLMIUIMHBI TOCTPOEHO TakKMM 00pa3oM, YTOOBI 00ecTeYnBaIoch
HaWIydllee YCBOeHHe MaTepuana. JInsg aKTUBM3alMH, HHAWBUAYAIH3alUH H
VHTEHCH(UKALMA M3ydYeHUs IUCLUIUIMHBI B TEYEHHE BCEro Iepuoia OO0ydeHuUs
Tpe/IosIaraeTcsi MPOBOUTh KPaTKOCPOYHBIE MHCHMEHHBIE KOHTPOJbHBIE PAOOTHI
(7eTydKH) Tiepel HavyauioM JIEKLUH ¥ IPAKTHYECKUX 3aHSITHIM.

Texymmii KOHTPOJb YCIIEBaEMOCTH CTYAEHTOB HEOOXOMMMO OCYIIECTBIATH
CHCTeMaTHUYEeCKH: Ha JIEKIHSX, NPU TOATOTOBKE M IPOBEICHMH MPAKTUYECKUX
3aHATHH. Kpome TOro, ciiegyeT MpPOBOJAMTH pYOEKHBIH KOHTPOIb YCBOCHHUA
TEOPETUYECKOr0 Marepuana 10 Haubolee CJIOXKHBIM pasienaM IpOrpamMMbl
JTUCIUTUIAHBL.

WITOroBbIl KOHTPOJIb 3HAHUI CTYAEHTOB IO pa3feliaM U TeMaM IUCLUIIHHbI
IIPOBOJUTCS B BUJIE 3a4€ETA.

[IpenonaBaress AUCLUIUIHHBI UMEET NPaBO Ha HEKOTOPbIE HENMPHHLIHUIHATIBHBIE
OTCTYIUIEHHS OT COJIeP)KaHUs MPOTrPaMMBbl B HAYYHBIX U NeJarorH4eCKUX HesX.




PaGouass nporpaMma JOUCUMIUIMHBI  COCTaBJI€HAa B  COOTBETCTBUH C
tpeboBanusimu ®I'OC BIIO no nanpasnenuto noarotoku 161000 Asponasuranus
(kBanuukauus (CTENeHb) «KMarucTp»).

Pa3paboTuuk:

Ve ”(
Cr. AT I koB C.A.
T. TIPEToaBaTeb /é ;é F ecTa

[Iporpamma coriacoBaHa:

PykoBoautens OITOIT

I.T.H., podeccop W Benepnukos 1O.B.
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Jupextop Bricuiel Kobl a3poHaBUTraluu
K.T.H. @W bornanos B.T'.
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IIporpamma paccMoTpeHa M 0400peHa Ha 3acefaHuu YUueOHO-METOAUUECKOro
cosera YHusepcurera 30 asrycrta 2017 roga, nporokosn Ne 10.
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