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1 Ileau ocBOeHUS JUCIHUILIMHBI

[lenpro oCBOCHMS MUCIUIUIMHBI «be3omacHocTh WH(MOPMAIMOHHBIX CHCTEM)
sBIsIeTCS  (OPMUPOBAHWE y  CTYJAEHTOB CHUCTEMBl 3HAaHMW B  o0JacTu
WHPOPMAITMOHHON 0€30MacHOCTH KOMIIBIOTEPHBIX CHUCTEM W TIPUMEHEHUS Ha
MIPAKTUKE CPEJICTB 3aIIUTH HHPOPMAIIHH.

[ToBwImeHne 6€30MaCHOCTH B TPAHCIOPTHBIX CUCTEMAaxX Bceraa ObLIO OTHOW W3
BaXHEHIINX 3a7a4. AKTYaJIbHO 3TO W JUISI CUCTEMBI BO3IYITHOTO TPAHCIOPTA, HYTO
MOATBEPIKIACTCS Pa3BUTHEM COOBITHI B TTOCIIETHEE BPEMSI.

HampaBnenusi, o KOTOPBIM MPOBOAUTCS IFIAHOMEPHASI pad0oTa MO TOBBIMICHUTO
YPOBHSI aBHAIIMOHHON O€30MMacHOCTH, OXBATHIBAIOT OTPOMHBIA KPYr BOMPOCOB — OT
COBEPIIICHCTBOBAHUSI MTPABOBOM M HOPMATHBHOW 0a3bl, 0 KOHKPETHBIX MEP, B TOM
YHUCJIE COBEPIICHCTBOBAHKWE WH(OPMAIIMOHHON MOIACPKKA CUCTEMBI U BHEAPEHUS
COBPEMEHHBIX TEXHUYECKHUX CPEJICTB.

B 3amauy nucUMIUIUHBI BXOAWT IMO3HAKOMHUTH CTYACHTOB C COBPEMEHHBIM
COCTOsSIHUEM  oOecreueHuss  pa3jMYHbIX  HalpaBlIeHUW  WHOOPMAIMOHHOU
0€30MacHOCTH.

3aayaMy OCBOCHUS TUCIMIUIAHBI (MOTYJIs1) SIBIISTFOTCS:

- OCBOEHHUE 0a30BOI TEPMHUHOJIOTUH, UCTIONB3YIOIIEHCS B cepe obecrieueHus
uH(OPMAITMOHHON O€30MaCHOCTH;

- OCBOCHHE HOPMAaTHBHO-TPABOBOM 0a3bl M0 oOecrnedeHno nHPOpMaIMOHHOM
0e30IacHOCTH;

- (hopMHUpOBaHKE 3HAHWI O CTPYKTYpE W OCHOBHBIX TPEOOBAHMIX CTAaHIAPTOB,
B cpepe nHpopMallMOHHON OE30MMaCHOCTH,

- (opmupoBaHHe mpeacTaBICHUH O MeXaHW3Max (POPMUPOBAHUS TOJUTHUKH
MH(OPMAITMOHHOW O€30MaCHOCTH.

Jucruninaa o0ecreynBaeT IMOATOTOBKY BBIMYCKHUKA K  TPaMOTHOMY
UCITIOJIb30BAHUIO 3aIUTHBIX MEXaHU3MOB 00ecreunBaroImnx 3aIUTy
UH(OPMAITMOHHBIX PECYPCOB B HHPOPMAIIMOHHBIX CHUCTEMAX.

2. Mecto nucuumiinnbl B ctpykrype OIIOII BO

Jannast yueOHas NUCHIMIUIMHA OTHOCHUTCS K OOIIECHAYYHBIM IUCIUIUITMHAM U
TpeOyeT OT CTYJACHTOB 3HAaHWUN 10 JUCHUUIUIMHAM  MaTeMaTH4YeCKOTO U
€CTECTBEHHOHAYYHOTO IIMKIa B O00BEME, OINpenensieMOM COOTBETCTBYIOIIUMHU
porpaMMamH.

JlaHHAasT AUCIMITIIMHA TTO3BOJISIET CTYACHTY 00OOIIMTE pa3sHOOOpa3HbIC 3HAHUSA,
MOJIYYCHHBIC B  TMPOIECCe M3YYCHHsS] JUCIUIUIMH  MPOPECCHOHAIBHOTO U
€CTECTBEHHOHAYYHOTO ITUKJIOB, M MCIIOJB30BaTh MX JIJISI OPTaHU3AIMU U TIPOBEIICHUS
paboT MO CO3MaHUI0 HEOOXOAMMBIX YCIOBHH, HANpaBlICHHBIX Ha (HOpMHUpOBAHHE
3aJIaHHON TOJIUTUKU WHOOPMAITMOHHONW 0€30MacHOCTH Ha MPEANPHUATUSX CUCTEMBI
BO3IYIIIHOTO TPAHCIIOPTA.

Hucrumnaa «be3omacHOCTh MH(GOPMAIIMOHHBIX CHUCTEM)»  TPENICTaBIISCT
co00ll MWCHMIUIMHY TI0 BBHIOOPY BapUATHBHOW YacTH OOIIEHAYYHOTO IMKJIA
JUCITUTUTVH.



HucuunnuHa «be3onacHOCTs HMH()OPMALIMOHHBIX CHUCTEM» HU3Y4aeTcs BO
BTOPOM CeMecCTpe M 0a3upyeTrcsi Ha 3HAHUAX, IOJYYEHHBIX CTYJCHTAMHM IIpU
U3YYEHUU COOTBETCTBYIOIIMX IUCLMIUIMH IPU MOITYYEHHH OOpa30BaHUS B paMKax

OakanaBpuara.

Jucuumuimna  «be3omacHOCTh

UH(OPMAITMOHHBIX

CHUCTCM» ABJIACTCA

06CCHCHHB3IOHICﬁ JJIA HpCI[,ZIHHJIOMHOﬁ IMPAKTUKHU U JUIIJIOMHOT'O ITPOCKTHUPOBAHUAI.

3. Komnerenuuu ody4arouierocsi, popMupyemMbie B pe3yjibTaTe 0CBOCHUS

AUCHUIUIMHBI (MOIYJIs1)

IIpomiecc ocBOEHMSI AUCHUILIMHBI (MOMYJIsS)
CHEAYIOIINX KOMITIETEHIIHM:

HarpaBjeH Ha (POPMHUPOBAHUE

IIepeuens u koA
KOMIIETECHIUU

ITepeueHb mIaHUPyEMBIX
pe3yJIbTaTOB OOYYEHHS T10
JUCIIUTIHE

- CIIOCOOHOCTH COBEPIIEHCTBOBATH M Pa3BUBATH
CBOM MHTEIUICKTyaJIbHBIA ¥ OOIIEKYJbTYPHBIN
yposenb (OK-1);

- BIaJICHHE HaBBIKaMH (opmanmuzanuu mpoliem,
TOJIKOBaHUS u KpUTEpPUATBHON OTICHKHU
npopeCCHOHANILHBIX ~ CUTyallud, TPUHATHSI W
peanm3alii  pEmIeHUH B COIMOTEXHUYECKUX
cuctemax (OK-8);

- CIOCOOHOCTh KJIacCU(UIIUPOBATh, OMPEACISAThH
byuknuu u nenu noseaeHus cuctem (OK-11);

- CIIOCOOHOCTh OCO3HABATh, KPUTUYECKU OIICHUBATH
M aHaJW3UpOBATh BKJIAJ CBOEW MPEIMETHOMU
00JIaCTH B PEIICHUU DKOJIOTHUYECKUX TpoOJIieM u
npodsem 6e3omnacHoctH (OK-22);

- CIIOCOOHOCTh ¥ TOTOBHOCTH K MOATOTOBKE JAHHBIX
UL TIPUHATHS ~ pEIICHUH TIpU  yIPaBJICHUH
TPAaHCTIOPTHBIMH ~ CHUCTEMaMHU B Pa3JIHMYHBIX
ycnoBusx (ITIK-1);

- CIOCOOHOCTHP W TOTOBHOCTH pPAaCcCUUTBHIBATh W
OLICHMBATh YCJIOBHUS M TOCJIEACTBUS (B TOM YHCIIE
HKOHOMHYECKHE) MPUHUMAEMbIX OpraHU3alMOHHO-
ynpasieHueckux pemenuit (ITK-18);

- yMEHHE HAXOAUTh KOMIPOMHCC  MEXKIY
pPa3TUIHBIMH TpeOOBAHUSIMU (CTOMMOCTBIO,
KayeCTBOM, 0€30I1acCHOCTHIO u CpoKaMu
WCIIOJIHEHUSI) KaK TPH JOJITOCPOYHOM, TaK W TIPH
KPaTKOCPOYHOM IUUJITAHUPOBAHWHM, W TMPUHUMATH
parmoHanbHbIe perienus (11K-39);

- YMCHHUEM OpraHMU30BLIBATH u ITPOBOJUTH

3HaTh:

- OCHOBHBIE
METO/IBl  PEIICHUS
obJlacTh  CO3JIaHUs
MH(OPMAITMOHHOU
0e30MmacHOCTH
aBTOMaTHU3aINN
TPaHCIIOPTA;

- TpeOOBaHUS
HOPMATUBHO-TIPABOBOM 0a3bl B
obnactu oOecrieueHus
nH(MOPMAITMOHHON
0e3omacHOCTH
MPEANPUATUIX
aBUaINN;

- OCHOBHBIC BO3MOYXKHOCTH
u XapaKTePUCTUKHU
MIPOTPAMMHBIX CpEICTB
oOecrieueHus 3aIUTHI
nHpopmaruu.

nyTu |
3ajad B
pexuMa

CUCTEM
BO3yLIIHOTO

Ha
TPa)XTaHCKOMN

YMeTsb:

- OIPENETATh «Y3KHE» MeCTa B
CUCTEME obecrieueHus
uH(GOPMaIMOHHON
0e30macHOCTH, W TpeJarathb
MyTH UX YCTPAHEHUS;

- TPaMOTHO OJKCIUTyaTHPOBATh
IPOrpPaMMHBIC CpeacTBa




ITepeuens u Koz

[lepeuens miaHUpyeMbIX

KOMIIETEHIIUN pE3yJIbTaTOB O0YUYEHUS 1O
JUCLUIIIINHE

MapKEeTHHT, pa3palaTbIBaTh Ou3Hec-1IIaHbl | UHPOPMALIMOHHOMN
peanuzanuu NEPCIIEKTUBHBIX 1 | 0€30M1acHOCTH;
KOHKYPEHTOCTIOCOOHBIX padot u yeiyr ([TK-41);
- CIOCOOHOCTB OpPraHU30BBIBATH u | Branets:
COBEpPIIICHCTBOBAThH CUCTEMBI ydera M | - METOAUKOW pa3paboTKu U
nokymeHnToobopora (ITK-45); BHE/IPECHUS CUCTEM
- CIIOCOOHOCTH OPraHHU30BBIBATH M OCYMIECTBIATH | HHPOPMAIIHOHHOM
pa3pabOTKy METOAMYECKHMX ¢  HOPMATHBHBIX | 0€30MAaCHOCTH B CTPYKTYPHBIX
JOKYMEHTOB, TEXHUYECKOM JOKyMEHTAallUM, a | HoJApa3AeiICHUsIX CUCTEMBI
TaKKe  MPEJIOKEHUH W MEpONpUATHH IO | BO3AYIIHOIO TPAHCIIOPTA;
NOBBIIIEHUIO  3((EKTUBHOCTH  HKCIUTyaTallMH | - MPOTrPaMMHBIMU CpPEACTBAMHU

BO3MIYIIHBIX CYJIOB M OOBEKTOB aBUAIMOHHOM
UHOPACTPYKTYPhI, OOECHEUCHHIO OE30MacHOCTH
MOJICTOB BO3AYUIHBIX CYJAOB U 0€30MaCHOCTH
UCIIOJIb30BAHUSI ~ BO3JYIIHOTO  MPOCTPAHCTBA,
00ECIIeUEeHUI0 aBUAIMOHHOW O€30IacCHOCTA U
kadectBa pador u ycayr (IIK-51),

3alUThl  UHGOpPMAIMK  TIPH
pabote ¢ KOMIBIOTEPHBIMU
CHUCTEMaMH, BKIIOYAsl MHPUEMBI
AHTUBUPYCHOU 3aILHUTBHI.

4. O0beM IMCUMILTHHBI (MO1YJIsI) M BUABI Y4eOHOH padoThl

OO6mast TPyJOEMKOCTh JUCUUILIMHBI (MOAYJSI) COCTAaBJSIET 2 3a4eTHBIX

€IUHUIILI 72 aKkaJeMHUUECKHX Yaca.

HanmenoBanue Beero Cemectp
4acoB 2
OO6m1ast TPYJI0€MKOCTh AUCIUTIIINHBI 712 712
KonrakTHas padora 30,3 30,3
JIEKIIHNH, 12 12
MPAKTUYECKUE 3aHATHSI, 18 18
CEMUHAPBI,
nabopaTopHbie PabOTHI,
KYpCOBOM MPOEKT (paboTa)
JPYTHUE BUBI AyTUTOPHBIX 3aHITHM.
CamocTosiTenbHas paboTa CTy/IeHTa 33 33
KoHTponbsHbIe paboThI
B TOM YHCJIe KOHTaKTHas pabora
[TpomexxyTouHast aTTeCTaIUs 9 9
KOHTaKTHas paboTa 0,3 0,3
caMoCTOsATeNIbHAsE paboTa 1Mo MOATOTOBKE K (3a4é€Ty, 8.7 8.7
IK3aMEHY) HeoOXOo0uUMO YKA3amb  KOHKDEMmHbIU U0 ' ’
NPOMEIHCYMOYHOU ammecmayuu Saser Sater




5. Coaep:xanue TUCHUIINHBI (MOTYJIs1)

5.1. CooTHeceHus1 TeM (pa3aesioB) AMCUUIIMHBI (MOAYJIsA) M (POPMHUPYEMBIX KOMIETEHIUI

— | o~ © | o || w| < |06pa3osare-
KOMM4ECTBO| &' | R || N | T || ® | |5 |w p O11eHOYHBIC
TEMBI, PA3JIEJIbI JUCIATLIIVHBI YUACOB ||y |y | M|y |yv|w|w|lw| IbHBE CDENCTEA

©1C|C| 0| R |E|E|E E|E rexuonornu| PN
Tema 1. 3amauu o obecrieueHNI0
nH()OPMAITMOHHON O€30MaCHOCTH 7 + |+ BK, CPC v
KOMITBIOTEPHBIX CHCTEM
Tema 2. YpoBHU ov6ecnequH;1 9 + A I I + | WL, CPC v
NudopmarimonHoii 6e301macHOCTH
Tema 3. Ananus yrpos 9 + + + + + | cpC v
MH(OpMaIMOHHOW 0€30MaCHOCTH.
Tema 4. TaKCOHoVMI/I;I KpUTEpPUEB 13 + + + JI, 113, v
MH(}OpPMAIIMOHHOW O€301TaCHOCTH. CPC
Tewma 5. 3ammra nHGOpPMAITMOHHBIX
CUCTEM OT BPEJOHOCHOTO 12 + |+ ]+ + |+ |+ JL 13, Y

UII3, CPC
IIPOTPAMMHOT0 00ECIICUCHUS
Tema 6. MexceTeBoe SJKpaHUPOBAHUE 13 + |4 + |+ + nJI, 113, v
CPC

IIpome:kyToUHAasi aTTeCTAIUSA 9
HUTOro no JuCUUILIMHE 72 3auer

Cokpamenusi: JI — nekuus,

npaktuyeckoe 3anarue, CPC — camocrositenbHas padota cryaeHTa, BK — BXogHOUM KOHTpOIb, Y — yCTHBIN OMpPOC.

WNJT - wmurepaktuBHas nekuus, [13- mpakrtnueckue 3ansatusa, MII3 — uHTEpakTHBHOE



5.2. Tembl (pa3aenbl) TUCHUIIMHBI U BUbI 3aHATHH

HaumenoBanue pazaena nucuumnael | JI | WI | 113 | UII3 | CPC E;jgg
Tema 1. 3amaun mo oOecieYeHUTO
nH(pOPMaLIMOHHON 06€30MacHOCTH 2 5 7
KOMITBIOTEPHBIX CHCTEM
Tema 2. YpoBHu oOecrieueHust
9 2 1 2 5 9
HNudopmanimonHoi 6€301MacHOCTH
Tema 3. Ananus yrpos 2 1 6 9
nH()OpPMaIIMOHHOM 0€30MacHOCTH.
Tema .4. TaKCOHOUMHH KPUTEPUEB 2 1 5 2 6 13
nH()OpPMAaIIMOHHOM 0€30MacHOCTH.
Tewma 5. 3ammra nHGOPMAITMOHHBIX
CHUCTEM OT BPEJIOHOCHOTO 2 1 4 2 6 12
MIPOTPaMMHOT0 00eCTICUeHUS
Tema 6. MexceTeBoe SJKpaHUPOBaHUE 2 1 6 2 5 13
HUroro: | 12| 4 | 18 6 33 63
IIpome:kyTouHas aTTecTaums: 9
Bcero no nucuumiinze: 72

5.3. Conep:kaHue IMCHUIIMHBI

Tema 1. 3agaum no oOecneyeHuro HHGPOPMANMOHHOH 0€30MACHOCTH
KOMIIBIOTEPHBIX CUCTEM

3HaueHue WHOOPMAIMOHHOW OE30MaCHOCTH KOMIBIOTEPHBIX CHUCTEM IS
CTaOMJILHOTO  (PYHKIIMOHUPOBAHUSI ~TPENNPUSATAN U OpPraHu3aliidi  CHCTEMBbI
BO3TYIITHOTO TpaHCTIOpTA. OmnpenencHue TTOHSITHS «H(pOPMAITHOHHAS
0€30MaCHOCThY, MPAKTUUECKHE aCTIeKThl HH()OPMAIIMOHHON 0€30MacHOCTH.

Tema 2. Tema 2. YpoBHu oOecnieuennst UnpopmanuoHHoii 0e30macHOCTH

3aKOHOAATENbHBIM, AAMUHHUCTPATUBHBIM, NPOLEAYPHBIM W IPOTrPaMMHO-
TEXHUYECKUH YypOBHU oOecrieueHus uHpopmanmoHHoO Oe3zomnacHocTH. IlomuTuka
MH(OPMAITMOHHOW 0€301aCHOCTH MPEIIPUITHS.

Tema 3. Anaau3 yrpo3 uHGOpMaAUMOHHON 0€30M1aACHOCTH.
Knaccupukanms wu  aHanu3  yrpo3  HMH(QOpPMAIMOHHOW  0€30MacHOCTH
KOMITBIOTEPHBIX cucTeM. O1eHKa yrpo3 HHPOPMAIIMOHHON 0€301TacHOCTH.

Tema 4. TakcoHOMUSI KpUTEpHEB HHPOPMALMOHHOH 0€30I1ACHOCTH

Cranpaptel 0 uMH(OpManMoHHOW Oe3zomacHocTH. «OpaH)keBasi KHUTay, €&
3HaUCHUE U CoJepKaHue. MexaHM3Mbl CO3JaHMsT U TOJJECpPXKaHUS HaJISKHON
BBIYUCIIUTEIHLHON Oa3bl.



Tema 5. 3amura uHPOPMANMOHHBIX CHCTEM OT BPEIOHOCHOIO
NMPOrpPaMMHOI0 odecrevyeHmst

Knaccugukanus Bpe0HOCHOTO MpOrpaMMHOro obecnedyenus. KomnbrorepHsie
BUPYCBI, TPOSIHCKHE IPOrPAMMBI, CETEBBIE KOMIIBIOTEPHBIE YEPBHU, M JPYyroe
BpPEIOHOCHOE mporpammHoe obecneyenue. Kiaccudukanus cpeiacts OopbObl ¢
BPEIOHOCHBIM MPOTrPaMMHBIM 00€CIIEUEHUEM.

Tema 6. Me:xxcereBoe IKpaHUPOBaHHE

OTaJIOHHAsT MOJENb B3aMMOJEHUCTBUS OTKPBITBIX CHUCTEM: €€ Ha3HAYCHHE U
¢ynkiuonupoBanne. KOMIUIEKCHBIH MEXKCETEBOM HKpaH, COCTaB, Ha3HAuYCHHUE
COCTABJISIOIIUX JIEMEHTOB.

5.4. IlpakTHyecKkue 3aHATHS (CEMUHAPDI)

Howmep Temsbl . Tpyno-
N —— TemaTuka MpakTUYECKUX 3aHITHHA CMKOCTE
(MoJty1is) (cemunapos) (dachn)
2 Yposuu obecnieuenus: udopmarmonnoi 6e30nacHoOCTH 2
3 Yrpo3bl nHGOpMaIIMOHHON O€30MaCHOCTH. 1
4 TakcoHOMUSI KpUTEpPHEB MH(DOPMAITMOHHON 0€30aCHOCTH 3)
5 [IpoTuBOAENCTBHE HECAaHKL{OHUPOBAHHOMY 4
MEKCETEBOMY JIOCTYIY
6 Bpenonocnoe mporpammHoe obOecnieuenue. Cpenacrtsa 6
60pbOBI ¢ BpegoHocHbIM 110
HToro mo nucumniinge 18
5.5. JIabopaTOpHbIii NPAKTHKYM
JlaGopaTOpHBIN MPAKTHKYM Y4EOHBIM IITAHOM HE TIPETYCMOTPEH.
5.6. CamocTosiTeJIbHasI padoTa
Ne pasena, . TpynoemMkocTh
TEMBI, Bunbl camoctoaTensHO#M paboTh (ach)
JUCITUTUTHHBI
1 CaMOCTOSITETEHOE OBJIaJICHHE CTyJICHTaMH 5
MaTepuasia TeMbl. [4]
CaMOCTOSITETEHOE OBJIaJICHHE CTyJICHTaMHU
MaTepuaja TeMsl [2, 5]
2 BBIIIOJTHEHUWE  3aJlaHksl B COOTBETCTBUU  C 3)
WHCTPYKIIUSIMA W METOJMYECKUMH  YKa3aHUSIMHU
Mpeno/iaBaTess
3 CaMOCTOSITEIIbHOE OBJIAJICHUE CTyJICHTaMHU 6




maTepuaia temsl [1,2,3,6]

BBIIIOJIHEHUE  3aJaHUs. B COOTBETCTBUM  C
UHCTPYKIUAMHA M METOJAMYCCKAMHU YKa3aHUSIMHU
IperoaaBaTess

CaMOCTOSITEIBLHOE OBJIAJICHUE CTYJACHTaMH
MaTepuraia TeMsl [3]

4 BBIIIOJIHEHUE  3aJaHUsl B COOTBETCTBHM  C 6
UHCTPYKIHUSAMHA M MCTOAMYCCKUMH  yKa3aHHSIMH
TIPEIIo1aBaTelIst
CaMOCTOSITEIHLHOE OBJIAJICHHE CTyICeHTaMH
MaTepuaja TeMsl [2,4]

5 BBIIIOJIHEHHE  3aJaHUsI B COOTBETCTBUH  C 6
UHCTPYKIUAMHA M METOJAMYCCKUMHU YyKa3aHUAMHU
pernoaaBaTess
CaMOCTOSITEIIBLHOE OBJIAJICHUE CTYIACHTAMH
maTepuaia TeMsl [1,3]

6 BBIIIOJIHEHHE  3aJaHUsI. B COOTBETCTBHUM  C 5
UHCTPYKIHUSAMHA M MCTOAMYCCKUMH  yKa3aHHSIMH
IIPEIIoIaBaTes

Bcero: 33

6. YueOHO-MeTOAMYECKOE U MH(OPMAIHOHHOE O0ecriedeHUe TUCHUITHHBI
(MoayJin)

a) OCHOBHAas JIUTepaTypa:

1. lanbrun B.®. Madopmanmonnas 6e€30MacHOCTh M 3alluTa WHPOpMaIUU
[Texcr] / B. ®@. lllansrun. - M.: JIMK Ilpecc, 2014. - 702¢. - ISBN 978-5-97060-
226-3.

2. bapanoBa E.K. Undopmanmonnast 6e30macHOCTh U 3amuTa HHPOPMAIUH:
VYueb. mocob. nis By30oB [Tekcr] / E. K. bapanosa, A. B. babami, A. M. Ilerpakos. -
2-¢ uzn. - M.: PUOP-Undpa-M, 2014. - 256c¢.

0) 10MOJIHUTEILHAS JIUTEepaTypa:

3. HectepoB C.A. NndopmarimonHasi 6€301MacHOCTh: Y UeOHUK U TPAKTUKYM
U1 akagemudeckoro 6akanaBpuara. Pexkom. YMO [Tekct] / C. A. Hecrepos. - M.:
FOpaiit, 2016. - 321c. - ISBN 978-5-9916-7227-6.

4. MeabnuxkoB B.I1. MudopmarmonHas 6€301MacHOCTh M 3aIllUTa
uHpopManuu: Yueb. noco6. s By3os. Jonym. YMO [Teker] / B. I1. MenbHuKOB,
C. A. Kneiimenos, A. M. Ilerpaxos. - 2-e uzf. crepeorut. - M.: Akagemus, 2007. -
336c.

5. buprwkoB A.A. UadopmarimonHas 6e30MacHOCTh: 3alllUTa U HanajeHue.
[Texct] / A. A. buprokos. - M.: JIMK IlIpecc, 2016. - 474c. - ISBN 978-5-97060-226-
3.

6. Apouxun B.U. Uudopmanmonnas 6e3onacHoCTh: Y4ed. aisi By30B. Pekom.
Muno6p. PO [Tekcr] / B. U. Apoukun. - M.: Akagem. npocnekt, 2006. - 544c.




B) IepeyeHb pPecypcoB HHPOPMAIMOHHO-TEJIEKOMMYHUKALIMOHHON CeTH
«AHTepHET:
https://www.intuit.ru/studies/courses/10/10/lecture/296?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/302
https://www.intuit.ru/studies/courses/3649/891/lecture/32336?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/306
https://www.intuit.ru/studies/courses/10/10/lecture/310
https://www.intuit.ru/studies/courses/10/10/lecture/312
https://www.intuit.ru/studies/courses/10/10/lecture/300
https://studref.com/325272/informatika/klassifikatsiya ugroz informatsionnoy
bezopasnosti#846
http://protect.htmlweb.ru/orangel.htm
https://studfiles.net/preview/3103252/page:8/
https://www.kazedu.kz/referat/84974/4
https://www.kazedu.kz/referat/84974/5
https://www.kazedu.kz/referat/84974/8
https://ocompah.ru/razlichie-mezhdu-kompyuternyj-virus-cherv-troyanskij-
kon.html
http://old.intuit.ru/department/security/antiviruskasp/2/
http://old.intuit.ru/department/security/antiviruskasp/2/2.htmi#sect3
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r) mnporpaMMHoe o0ecnedeHue (JIMIEH3MOHHOE), 0a3bl JaHHBIX,
HH(OPMALMOHHO-CIIPABOYHbIE U MOUCKOBbIE CHCTEMBbI:

1. Ckanep ys3Bumocteii XSpider ¢pupmer Positive Technologies ;

2. KommutekcHas cuctema KOHTpojsi 3amuinéaHoctd MaxPatrol 8 dupmer
Positive Technologies;

3. AutuBupycHsiii maketr Kaspersky Endpoint Security Standard for Windows.
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/. MaTepHaJIbHO-TEXHUYECKOE o0ecneuyeHue QU CHUNINHBI (MOXYJISA)

JIist  yCIIenHOTO OCBOCHUS JUCIUIUIMHBI HEOOXOIUMO HUMETh ayJUTOPHIO,
000pyI0BaHHYIO:

- MYJBTUMEAUNHBIMU CPEJICTBAMU;

- IUIaKaTaMH, CTEHJAMHM 110 TEMAaTHK{ JUCHMIUIMHBI (WM TIPE3eHTAIllud C
uHdopmarme o TeMaTUKX JUCITUTIINHBI);

- BUJIe0 OMOIMOTEKOH (BHI€03aNIMCH YUCHUH U TPEHUPOBOK, BUICO(PUIBLMBI 110
TEMAaTHUKE TUCLHILINHEI);

- HarJsAHBIe TOCOOWs, HEOOXOAWMBIC Il TIPOBEACHUS 3aHATHH TIO
JUCIUTIIIMHE.

8. O0pa3oBaTebHble 1 HHPOPMAIMOHHbIE TEXHOJIOTHHU

BxoaHoii KOHTPOJbL TPOBOAUTCS B (OpPME YCTHBIX OINPOCOB C IIEJBIO
OILICHMBAHUSI OCTATOYHBIX 3HAHUI MO paHee W3YUYEHHBIM JUCIHUIUIMHAM WK pa3jienam
U3y4aeMOU TUCIUTUTUHBI.

[Ipu u3ydeHnn TUCIUTIIMHBI UCTIONB3YIOTCS KaK TPAIUIIMOHHbBIE JEeKIHH, TaK
Y UHTEPAKTUBHBIE JICKITUH.

NuTepakTUBHBIE JE€KIIUM TIPOBOJISTCS B HECKOJIBKUX BapUaHTaX

-npo0JjieMHasi JeKIHMA HAYWHACTCA C TIOCTAaHOBKH MPOOJEMBI, KOTOPYIO
HEO0OXOIMMO PEIIUTh B MPOIECCE U3JI0KEHUS MaTepraa.

-JIeKIMS-BU3YAJIM3alUsl YYUT CTYJCHTOB TMPeoOpa3oBbIBATh YCTHYH) U
NUCbMEHHYI0 HMH(GOpMAIMI0 B BHU3yalbHYyI0 (GopMy, 4YTO (OopMUPYET Yy HHX
po(ecCHOHANbHOE MBILIUIEHHE 3a CYET CHCTEMATH3allMd W BBIJCICHHS Hauboliee
3HAYMMBIX, CYIIICCTBEHHBIX AJIEMEHTOB COACPKaHUS 00YUEHUS.

- JeKuus-0ecea NpeIoNaraeT HEMOCPEICTBEHHbI KOHTAKT MPENoiaBaTesis
C ayJIUTOpHEH, MO3BOJIAET MPHUBICYhL BHUMAHHE CTYJIEHTOB K Hambojee Ba)KHBIM
BOIIPOCAM TE€MbI, BOBJICYb B JIBYCTOPOHHUN OOMEH MHEHUSIMH, BBISICHUTH YPOBEHb MX
OCBEJIOMJIEHHOCTH TI0 paccMaTpUBAaeMOW TeMe, CTENEHU HUX TOTOBHOCTH K
BOCIIPUATHIO TIOCJIEIYIOIIETO MaTephaia, IO03BOJAET aJpecoBaTh BONPOC K
KOHKPETHOMY CTYACHTY, CIPOCUTh €r0 MHEHHE I10 00CyK/1aeMoi ipobiieme.

-eknusi-TucKkyceusi.  [IpenonaBarens Tpu  U3NOKEHUH  JIGKITMOHHOTO
MaTepuaia He TOJbKO HCIOJB3YeT OTBETHl CTYJEHTOB HAa CBOM BOMPOCHI, HO U
OpraHu3yeT CBOOOIHBI OOMEH MHEHHUSMH B HMHTEpPBAJaX MEXAY JOTHUYCCKHUMHU
pazzenamu.

IIpakTHyeckne 3aHATHSL TPOBOAATCS C MCHOJb30BAaHUEM CHEIUATBHBIX
KOMITBIOTEPHBIX TIPOTpaMM M TIPEIHA3HAYCHBI JUISI 3aKpPCIICHUS IOTYYCHHBIX
3HAHMM, a TaK)Ke BBIPAOOTKH HEOOXOANUMBIX YMEHHUI U HaBBIKOB.

NHTepakTHBHOE NpaKTH4YecKOe 3aHSTHE TPOBOJUTCS C HCIOJIb30BAHUE
CPEIICTB BBIUUCITUTEIHHOU TEXHUKH U CIICIUAILHOTO MPOTPAMMHOTO 00eCIIeUeHus, U
MIperosaraeT BHIIIOJIHCHUE BhIJJaHHBIX KOHKPETHBIX 3a/IaHUN.

CamocrosiTesibHasi padoTa CTyJeHTAa MPOBOJIUTCA C IEIBI0 3aKPETUICHUS U
COBEPIIICHCTBOBAHUSI OCBAMBAEMBIX KOMIICTCHIIMM, TMpEArNoiaraeT CoOYeTaHUE
CaMOCTOATENFHBIX TEOPETUYECKUX 3aHATHH W CAaMOCTOSITEIbHOE BBHITIOJIHEHUE
MPAKTUYECKUX 33/IaHU, ONMCAaHHBIX B PEKOMEHI0BaHHOU uTepatype [1,2].



9. ®oHA OLEHOYHBIX CPeICTB Js1 NPOBEAEHUS TEKYIIero KOHTPOJIs
yCIeBaeMOCTH M TMPOMEXKYTOYHOH aTrTecTallud IO MTOraM OCBOEHUA
TUCHUIIMHBI (MOTYJIs1)

9.1. BaluIbHO—PEeNTHHIOBAasl OLIEHKA TEeKYIIero KOHTPOJIsl YCIeBaeMOCTH
U 3HAHUH CTYICHTOB

baynmbHO-PENTUHIOBAss OLIEHKA TEKYILIErO KOHTPOJI YCIIEBAEMOCTH W 3HAHUU
CTYACHTOB yue€OHBIM IUTAHOM HE MPEAYCMOTPEHA.

9.2. MeToauueckue PpeKOMeHJAAIMH 1O TMPOBEAEHUI0 MNPOUEeIYPbI
OlLlCHMBAHMS 3HAHWH, YMEHHIl M HABBIKOB W (WJIH) ONBITA [1eATEJbHOCTH,
XapaKkTepu3yIMX 3Tanbl (OpMUPOBAHUS KOMIIETEHIIUH

B mnpouecce npenogaBaHusi JUCHUIUIMHBL JJISI MPOMEXKYTOYHOTO KOHTPOJIS
OOy4YarOIINXCS UCTIONB3YIOTCS CAeAYIoINe (POPMBI:

- TECTUPOBAHUE IO TEMAM,;

- pellIeHHE TUMOBBIX CUTYAalIMOHHBIX 33/1a4 HA MPAKTUYECKHUX 3aHATHUSIX;

- BBITIOJIHEHUE TTUCbMEHHOM ayIUTOPHOM pabOTHI.

Tecmuposanue:

TecT cumraercst 3auTeHHBIM Ipu Hanuuuu 6osee 60% MpPaBUIBLHBIX OTBETOB.
TecT cunTaercs He 3aYTEHHBIM TPU HaTU4YuU MeHee 60% MpaBUIbHBIX OTBETOB.

Pewenue cumyayuonnvix 3a0au OlleHUBAETCS:

«3aYTEHO»: O0YyYarOIIUHCI CaMOCTOSITENIbHO MPAaBWIBHO PEIIaeT 3ajady, JaeT
000CHOBaHHYIO OLIEHKY 10 UTOTY peLIeHUs

«HE 3a4TEHO»: OOYYaIOIIMICS OTKAa3bIBACTCSl OT BBIMOJHEHMS 3aJa4M, WU HE
CIIOCOOCH €€ PelIUTh CaMOCTOSITEIBLHO, a TaKXe C TOMOINbI0 MpenojaBaTens (B
Cllyyae HEIMOJTrOTOBJICHHOCTH [0 HW3YyYEHHBIM TeMaM, HMEIOIIUM OTHOIIEHUE K
pELIECHUIO TaHHOM 3a7a4n).

lucomennas ayoumophas paboma OUEHUBACTCS:

«3a4TEHOY»: O0yUaroIMiCs MPaBUJILHO peIIaeT 3aaady, CIAaeT €€ BOBPEeMs IO
OKOHUYAHUM 3aHSITHS TMPENoJaBaTeNio, J1aeT OOOCHOBAaHHYIO OIIEHKY IO HUTOTY
penieHus

«HE 3a4TEHO»: 00YYaIOIIMIICS OTKAa3bIBACTCS OT BBIMOJHEHHS 3aJaud, WIN HE
CIIOCOOEH €€ PEelINTh CaMOCTOSATENbHO, a TakKKe C TOMOIIBI0 mpernogaBatens (B
Cllydyae HEIMOATOTOBJICHHOCTH 110 HW3YYEHHBIM TEMaM, HMEIOIIUM OTHOIICHHUE K
pelIeHUIO TaHHOM 3a71a4n).

[To utoramMm OCBOEHUSI AUCHUILIMHBI IMPOBOJIUTCS MPOMEKYTOUHAS aTTECTALMS
oOyyaromuxcs B hopMe dK3aMeHa W MpeanojaracT NUChbMEHHOT0 OTBeTa Ha 2 (J1Ba)
TEOPETUYECKHUX BOMPOCA MO AUCUUILIMHE U PEIICHUS] CUTYallMOHHOM 3a1a4M.

OCHOBHBIMHM JTOKYMEHTaMH, PETJIaMEHTUPYIOIIUMH TMOPSAI0K OpraHu3allud U
MPOBEJAEHUS TEKYIIEr0 KOHTPOJIA YCIIEBAEMOCTH M MPOMEXKYTOUHON aTTeCTaluH



cTyaeHTtoB, oOywatoumuxca B ['YI'A sasisrorcs: ycra CIIOIY T'A, yueOnas
mporpaMma II0 COOTBETCTBYIOLIEMY HANpaBJICHUIO MOATOTOBKM MAarucTpoB,
[Tonoxenue o OaUIbHO-PEHUTHUHTOBOM CHCTEME OIICHKM 3HAaHUW M oOecreueHus
KauecTBa yueOHoro mpoiecca B ' YT'A.

Ha nepBoM 3aHsiTuu mpemnojaaBaTellb TOBOAUT JO CBEACHHUS OOYyHarOIIMXCS
rpaduK TEKyIEero KOHTPOJS OCBOCHHS JUCHUIUIMHBI U KPUTEPHUH OLICHKW 3HAHUUN
IIPU TEKYLIEM KOHTPOJE YCIIEBAEMOCTH, & TAKXKE CPOKH M YCIOBHUS MPOMEKYTOUHOU
aTTECTallUH.

3auer SABISETCS 3AKIIOYMTEIBHBIM 3TAalOM HM3Y4YEHUS IHUCLUUIUIMHBI U UMEET
LEIbI0 MPOBEPUTh M OLEHUTHh YPOBEHb MOJYYEHHBIX CTYACHTAMHU 3HAHWUW, YMEHUE
OPUMEHATh HMX K PEIICHUIO NPaKTUYECKUX 3a/lad, OBJIAJCHHE NPAKTUYECKUMU
HaBbIKaMH B 00beMe TpeOoBaHUN 00pa30BaTEIbHOMN MPOrpaMMBbl Ha TPOM EKYyTOUYHOM
sTane GopMHUPOBAHUS KOMITIETCHIIUH.

3a4eT NPUHHUMAETCS JIEKTOPOM, BEIYIIMM 3aHATHS B JAHHOW TPYIIIE IO
JAHHOM THCLUIUINHE.

9.3. TeMbl KypcOBBIX padoT (MPOEKTOB) MO IMCUMUILINHE

KypcoBsie paboThl HE MpeycMOTPEHBI YI€OHBIM TUTAHOM.

9.4. KoHTpoabHbIe BONPOCHI /1Jisi NPOBeAeHHS BXOJHOT0 KOHTPOJIA
OCTATOYHBIX 3HAHUH MO 00eCITeYNBAKIINM TUCHUAINIINHAM

BX01HOM KOHTPOJIB HE IPOBOJIUTCS

9.5. IToka3aTe/iu, KpUTEPHUHU, ONMHCAHUE KAJIbI OI€HHBAHUSA.

IToka3zaTenu olleHUBaHUSA Kpurepun onennBanus

3HaTh:

- OCHOBHBIE IYTH M  METOJbI
pelieHusi 3agad B 00JIACTH CO3/aHUs
pexuMa nH(DOPMAITMOHHON
0€30IIaCHOCTH CHCTEM aBTOMAaTH3aIlUH
BO3/yLITHOTO TPAHCIIOPTA;

. TpeOOBaHUS HOPMAaTHBHO-
paBoBOM 0a3bl B 001acTH oOecrevyeHUs AHanus, COMOCTAaBJICHUE
uHpopMalIMOHHOW  ©€e30MacHOCTU  Ha | TpeOOBaHUN HOPMATHUBHO-TIPABOBOM Oa3bl
NPEeANPUATUIX TPAXKIAHCKON aBUAlIUY; B obnactu oOecrieyeHus

- OCHOBHBIE  BO3MOXKHOCTM W | MHGOpPMAIIMOHHON  0€30MacHOCTH  Ha

[lepeuncienne, cpaBHEHHUE METO/IOB
pelieHus 3amad B 00JIACTH CO3JaHUs
pexuma nH(OPMAITMOHHON
0€30IIaCHOCTH CHCTEM aBTOMAaTHU3ALNU
BO3JYITHOTO  TPAHCIIOPTAa, OCHOBHBIX
XapaKTePUCTHK IPOTPAMMHBIX CpEICTB
oOecrieueHus 3auThl THHOPMALIHH.

XapaKTEPUCTUKH TPOTPAMMHBIX CPEJICTB
o0ecrniedeHus 3auThl THPOPMaIUH.

NPEINPHUIATHIX TPakIaHCKON aBUALIVH,

METOJIOB pEIIeHUs 3a7ad B 00JacTh
CO3JaHusl  peKUMa HHPOPMALMOHHOM
0€30IIaCHOCTH CHCTEM aBTOMAaTHU3ALNU




BO3JYIIHOTO TPAHCIIOPTA.

Ymers:

- ONpPENEeNsATh «Y3KHE» MECTa B CHCTEME
obecricueHust MH(pOpMAITMOHHOM
0e30MacHOCTH, W Tpejaratb MyTH UX
YCTpaHCHHS,

- IPaMOTHO IKCILTyaTHPOBAThH
IPOrpaMMHBIC CpeacTBa

nHGOPMaIMOHHON 0€30MaCHOCTH.

CaMOCTOSATEILHOCTh B OIIPCACIICHUU
Y3KUX MCCTa B CHCTCMC oOecneueHus

UH(pOpMAITMOHHOM 0€30IacHOCTH,
NPEJIOKCHHUH ITyTH UX YCTPaHEHUSI.
[Ipodeccuonanbras  TPaMOTHOCTH B

OKCIUTyaTallid  MPOTPAMMHBIX CPEJICTB
UHGOPMAITMOHHOM 0€30MacHOCTH.

Bnanets:

- METOJIMKON pa3pabOTKH W BHEAPEHUS
cucTeM MH()OPMAIMOHHON OE30IMacHOCTH
B CTPYKTYPHBIX MoJIpa3AeICHUsX
CHCTEMBI BO3IYIIIHOTO TPAHCIIOPTA;

- MPOTPAMMHBIMHU CPEACTBAMH 3allUTHI
uHbopMaIuu npu pabote C
KOMIIBIOTEPHBIMU CHUCTEMaMHM, BKJIFOYAsI
pUEMBI AHTUBHPYCHOM 3aIlUTHI.

Bnagenne Meroamkol pa3paboOTKH W
BHEJIPCHHUS CUCTEM WH(POPMAIIMOHHOM
0€30IaCHOCTH B CTPYKTYPHBIX
HOJPa3/ICICHUSIX CHUCTEMBI BO3AYIIHOTO
TPAHCIIOPTA;

- MPOTPAaMMHBIMH CPEICTBAMH 3alllUTHI
uHbopMaIuu npu pabote C
KOMIBIOTEPHBIMU CHUCTEMaMHM, BKJIFOYAS
pUEMbI AHTUBHPYCHOM 3alllUTHI.

Omnucanue mKajbl OLICHUBAHMUA.

3ayer: CpaBHUBACT MCTOJbl PCHICHHA 3aJa4 B o0acTn CO3aaHUsA PECKUMaA
HH(bOpMaHHOHHOﬁ 0Ce30IaCHOCTH CHCTEM ABTOMATHU3allUK BO3AYIIHOI'O TPAaHCIIOPTA,

OCHOBHBIX  XapaKTEPUCTUK
uHdopMaIuu.

IIPOTPAMMHBIX

cpeAcTB  oOecrnedeHus  3alluThl

AHanu3upyeT, COMOCTaBiseT TpeOOBaHUS HOPMATHBHO-NPABOBON 0as3bl B

obnactu  oOecrieueHus

uHGOPMAIIMOHHON
IPXIAHCKON aBHAIlMU, METOJbl pEIICHUs 3a7ad B 00JIaCTU CO3JMaHUS

0€30MacHOCTH Ha  MPEANPUITHIX

peKrMa

MH(OPMAIMOHHON O€3011aCHOCTH CUCTEM aBTOMATH3AI[MU BO3AYILIHOTO TPAHCIIOPTA.

CaMOCTOATENBHO  OIpPENENsIeT y3KUe

MecTa B CHCTEME O0OecIeyeHus

nH(pOpMAIIMOHHOW 0€30MacHOCTH, MpeajiaraeT MyTH UX YCTPAHCHHUS.

[IpodeccuonanbHo  TpaMOTHO
MH(OPMAITMOHHOW O€30MaCHOCTH.

AKCILTyaTUPYET

IporpaMMHbIE  CpPEICTBA

Brnageer meronukoil pa3pabOTKM M BHEIPEHUS CUCTEM HH(POPMAMOHHOM
0€30MacHOCTH B CTPYKTYPHBIX MOAPA3AEIECHUAX CUCTEMBI BO3YILIHOTO TPAHCIIOPTA;

- HOporpaMMHBIMHU CPCACTBAMH  3aIIUThI

uHbopManuu 1npu padbore ¢

KOMIIBIOTCPHBIMH CHUCTCMAaMH, BKIIFOYasd HpI/IéMI)I aHTHBHPYCHOﬁ 3alIUTHI.

He 3auer: MNEPCUHUCIIACT MCTOAbI PCHICHUSA 3a/1a4 B obmacTu CO3aaHuA PCKHUMaA
HHCI)OpMaHHOHHOﬁ 0€30IaCHOCTH CHCTEM ABTOMATHU3allu BO3AYHIHOI'O TPaHCIIOPTA,

OCHOBHBIE  XapaKTEPUCTHKHU

IIPOTPAMMHBIX

CpPEACTB  OOCCIICUCHHS  3alUTHI

uHpopmanuu. CaMOCTOSATENBHO HE ONpesieNIeT y3KUe MecTa B cucTeMe 00ecieueHust
nH(OPMAIMOHHON O€30IIaCHOCTH, HE TpeJIaraeT MyTH UX YCTPAHECHHUS.

He Brnageer meToaukoil pa3pabOTKu M BHEAPEHUS CUCTEM HMH(OPMAIMOHHOU
0€30IacHOCTH B CTPYKTYPHBIX TOJPA3ACTCHUSIX CUCTEMBI BO3IYIIHOTO TPAaHCIIOPTa,




IPOrpaMMHBIMH CPEICTBAMHU 3aIUTHI HH(GOPMALMU MpU paboTe ¢ KOMIBIOTEPHBIMU
CUCTEMAaMHU, BKJIFOYasi IPUEMBI aHTUBUPYCHOU 3aILUTHI.

9.6. TumoBble KOHTPOJIbHBIE 3aJaHUsl AJsi TPOBedeHHMs] TeKYyIlero
KOHTPOJISI M IPOMEKYTOYHOM aTTeCTAIMYU MO UTOTaM 00y4eHHsl MO JUCHHUILIHHE
(MoayJ110)

1. latb onpenenenue nousatuio «MHpopmarionHast 0€301MacHOCThY;

2. OOBACHUTH TIOHATHE TMPAKTUYECKOTO acmekra HH(POPMAIMOHHOM
Oe3omacHoCTH «J{OCTYyITHOCTBY;

3. OOBSACHUTH TIOHATHE TPAKTUYCCKOTO acmekTa HH(POPMAIMOHHOM
oe3omacHocTH «LIenoCTHOCTEY;

4. OOBACHUTH TIOHATHE TMPAKTUYECKOTO acmekTa HH(POPMAIMOHHOM
6e3onacHocTu «KOoHMUIECHITNATEHOCTDY;

5. 3akoHOAaTENbHBIN YPOBEHb O0OeciieueHus: UHPOPMaIMOHHOM 0€30MacHOCTH.
Uro 310 Takoe? Uto Bxoaut B 3T0 nousATue? [IpumMepsl 3aK0HOIaTEIBHBIX aKTOB;

6. AIMUHHUCTPAaTUBHBI  ypOBEeHb  oOecneyeHHss  WHOOPMAITMOHHOU
oe3onacHoctu. [lonstue «llonmutuka Oe30MacHOCTHY. YPOBHH JeTaIU3aIUU
aJIMUHUCTPATUBHOTO YPOBHS, UX COJICPKAHUE;

7. Ilporpamma Oe3zonacHocTH. EE cHHXpOHM3AIMS C >KU3HEHHBIM IHUKJIOM
WH()OPMAITMOHHBIX CHCTEM;

8. IlpomenypHbiii ypoBeHb oOecrniedeHuss UHPOPMAIMOHHON O€30MaCHOCTH.
Yo 310 Takoe? Kiaccsl Mep npoLeaypHOro ypoBHS;

9. IlpouenypHsiii ypoBeHb oOecrieueHusi UHGOPMAIMOHHONW OE€30MaCHOCTH.
YrpaBieHHUE TIEPCOHATIOM;

10. IIpouenypHsiii ypoBeHb oOecrieueHuss MH(OPMAIMOHHONW OE€30MacHOCTH.
dusnyeckas 3alura.

11. IlpouenypHslii ypoBeHb obecrieueHus WH)OPMAIMOHHOW OE30MaCHOCTH.
[Tonnepsxanue paboTOCIIOCOOHOCTH;

12. TlpouenypHslii ypoBeHb obecrieueHus WHYOPMAIMOHHOW OE30MacHOCTH.
PearupoBanue Ha HapyIIeHHs peKuMa OE30MaCHOCTH;

13. IlpouenypHslii ypoBeHb obecrieueHus WH()OPMAIMOHHOW OE30MaCHOCTH.
[1manupoBaHre BOCCTAHOBUTEILHBIX PabOT;

13. IIporpaMMHO-TEXHMYECKHI ypOBEHb oOOecreyeHuss HHPOPMaLUOHHOM
6e3omacHocT. CepBUCHI TPOTPAMMHO-TEXHUYECKOTO YPOBHSI:

- uIeHTUUKAIMA U ayTeHTU(PUKAITUS;

- yIpaBleHUE TOCTYIIOM;

- IPOTOKOJIUPOBAHKE U AY/NT;

- mudpoBaHue;

- KOHTPOJIb 1IEJTIOCTHOCTH;

- SKpaHUPOBAHMUE;

- aHAJIN3 3alUIIEHHOCTH;

- oOecrieyeHre 0TKa30yCTONYNBOCTH;
-o0ecreyeHre 0e301acHOr0 BOCCTAHOBJICHMS,
- TYHHEJIMPOBAHUE;



- yIIpaBJICHHUE.

14. «Kputepun 6€30MacHOCTH KOMIBIOTEPHBIX cUcTeM» (OpaH)keBas KHHUTQ).
Takconomust TpedoBanuit. OOIIME MOHSATHUS.

15. «Kpurepun 6€30mMacHOCTH KOMITbIOTEPHBIX cucTem» (OpaHxkeBas KHUTA).
Takconomust TpedoBanuit. [lonstue «Iloautrka 6€30MaCHOCTUNH €€ MEXAaHU3MBI;

16. «Kpurepun 6€30MacHOCTH KOMIBIOTEPHBIX cucTem» (OpaHkeBas KHUTA).
Takconomust TpedoBanuil. [ToHsITHE CAYAUT» U €0 MEXAHU3MBI;

17. «Kpurepun 0€301acHOCTH KOMIIBIOTEPHBIX cucTem» (OpaHkKeBas KHUTA).
Takconomust tpeboBanuii. Ilonstue «KoppektHocTb» (I'apaHTpoBaHHOCTH) U €€
MEXaHU3MBI;

18. «Kpurepun 06€301mMacHOCTH KOMIBIOTEPHBIX cucTem» (OpaHkeBas KHUTA).
Takconomus TpeboBanuil. [Tonsitue «/Joxkymentanus» u e€ congepkaHue;

19. Knaccudukanms yrpo3 nHPOpMaIMOHHOW 0€3011aCHOCTH;

20. DtajioHHas MOJIeNIb B3aUMOJIECTBUS OTKPBITHIX chucTeM. HazHaueHue.

21. DranioHHas MOJIeNb B3aMMOJICUCTBUS OTKPBITHIX cucteM. CTpyKTypa.

22. DTalloHHas MOJENb B3aUMOJCUCTBUA OTKPBITBIX cUCTEM. {DYHKIHUH
YPOBHEM.

23. DTanoHHas MOJENb B3aWMOJIEUCTBUS OTKPBITBIX cucteM. [IpoxoxaeHue
nakeToB yepe3 IMBOC npu nepenaye JaHHBIX.

24. KoMIUIeKCHBIN MexceTeBoi skpaH. HazHauenue.

25. KoMmiekcHbIN MexkceTeBou 3kpaH. CocTas.

26. KOMIUIEKCHBIN MEXCETEBOM IKpaH. DKPpAHUPYIOMIUN MapmpyTtusarop. Ero
Ha3HAYCHUE.

27. KOMIUIEKCHBI MEKCETEBOM 3KpaH. JKPAHUPYIOWIMN MapIIpyTU3aTOP.
BrinonHsembie 3auTHBIE GYHKITUH.

28. KOMIUIEKCHBIN MEXKCETEBOM H3KpaH. DKPAHUPYIOMIMN MapIIpyTU3aTOP.
JloCTOMHCTBA U HEJIOCTATKH.

29. KowMmiuiekcHbI  MexceTeBoil askpaH. [IInr03 ceaHcoBOro ypoBHS.
Ha3znauenue.

30. KowmmuekcHbli MexceTeBoM dkpaH. [IImr03 ceaHCOBOro  ypOBHA.
BrinonHsiembie 3amuTHbIE GYHKIIUU.

31. KommnekcHsbli MexceTreBoil skpa. [1Into3 ceancoBoro ypoBHs. DyHKIUs
oOecrieueHus: BUPTYaTbHOTO COSTMHECHHUSI.

32. KomruiekcHblil MmexcetreBou 3kpaH. [1lnro3 ceancoBoro yposns. [Ipouenypa
KBUTUPOBaHHUs CBs3M 10 mpoTokoiry TCP/IP.

33. KowmmiekcHbli MexcereBorM dkpad. [llnmo3 ceaHcoBOro  ypoBHS.
Tpancnsuus BHyTpeHHux |IP-aapecos.

34. KowmmiekcHbIi MexcereBoM dkpad. [llnmo3 ceaHcoBOro ypoBHS.
JIOCTOMHCTBA U HETOCTATKHU.

35. KommnekcHbli MexceTeBoM »dkpad. [Iln03 mnpuKiIagHOrO YpOBHSL.
Hasnauenue.

36. KommiekcHblii MexceTeBoM »skpaH. [IM03 mNpUKIaAHOTO YpPOBHS.
Brimoasiembie 3amuTHbIE QYHKITUU.

37. KommiekcHbli MexceTeBoM »skpaH. [Iln03 mnpukiagHOro YpOBHSL.
[IporpaMMHBIE TOCPEAHUKM.



38. KommiekcHblil MexcereBod »HkpaH. [Ilnro3 mnpukiagHOro ypoBHSL.
JIoCTOMHCTBA U HEJJOCTATKH.

39. BpenonocHoe nporpamMmmHoe obecrieuenne. Knaccudukamms (BUIbI).

40. BpenonocHoe mnporpaMMmHoe obOecrieueHre. KoOMIbIOTEpHbIE BUPYCHI.
Knaccudukarnmus.

41. BpenonocHoe mnporpaMMmHoe obOecrieueHre. KOMIbIOTEpHbIE BUPYCHI.
@DailoBbI HEPE3EICHTHBIN BUPYC.

42. BpenonocHoe mnporpaMMHOoe oOecnieueHre. KoMmbroTepHbIE BHPYCHI.
DalIIOBBIN PE3EICHTHBIN BUPYC.

43. BpenonocHoe mnporpaMMHOe oOecrieueHrne. KOMIBIOTEpHBIE BUPYCHI.
byTroBblli BUpYC.

44. BpenoHocHoe mnporpaMMHoe obOecriedueHrne. KOMIBIOTEpHBIE BUPYCHI.
Makposupyc.

45. BpenoHocHOe TMporpaMMHOe oOecriedeHre. TpOsTHCKUE MPOrpaMMBbl.
CemelicTBa TPOSHCKUX ITPOrpamM.

46. BpenonocHoe mnporpaMMmHoe obecrieueHre. KOMIBbIOTEpHbIE BUPYCHI.
KoMITbIOTEpHBIE CETEBBIE YEPBH.

47. BpenoHocHoe mporpaMMHOe obecriedyeHre. KoMIbIOTEpHbIE BHPYCHI.
OTnuYuTEeNbHbIE MPU3HAKM KOMIIBIOTEPHBIX BHUPYCOB, TPOSHCKHX IPOTPAMM,
KOMITBIOTEPHBIX CETEBBIX YEPBEH.

48. BpenoHnocHoe mnporpaMMHoe oOecrnedyeHue. Jlpyroe BpeaOHOCHOE
nporpammHoe ooecrnieuenue. [Ipumepsi.

49. CpenctBa OO0pbOBI € BPEJOHOCHBIM MPOTrPAMMHBIM OOECIICYEHUEM.
Bremonusiembie QyHKIINN.

50. CoBpeMEHHBIE aHTUBUPYCHBIE ITAKETHI.

I[IpumepHbIN NepevyeHb BONPOCOB /I 3a4eTAa:

1. OO6mme moHsTHE HMHGPOPMAIMOHHON 0€30MacHOCTH KOMITBIOTEPHBIX
cucteM (MBKC). Ilpaktuueckue acniektel UBKC, ypoBuu o6ecneuenuss UBKC. (OK-
1, OK-8)

2. 3akoHonarenbHbIi  ypoBeHb  obecmneuenus UBKC.  OcHoBHbIe
3aKOHOJIaTeIbHbIC aKThl U HopMaTuBHBIE JokyMeHTHI. (OK-8, OK-22, TIK-1, I1K-18,

TK-39, TTK-51)

3. AnmMunuctpaTuBHbI ypoBeHb obecnieuenns MBKC. Ero naznauenue u
coaepkanue. (OK-8, OK-22, I1IK-1, ITIK-18, I1K-39, I1K-51)

4, [Tpouenypusiii ypoenb oOecnieuenuss MBKC. Ero nasnauenue wu
coaepkanue. (OK-8, OK-22, I1K-1, ITK-18, I1K-39, I1K-51)

5. [IporpammHo-TexHuueckuii  ypoBeHb  obecneueHusi HMBKC. Ero
HasHadeHue u cogepxkanue. (OK-8, OK-22, I1K-1, TIK-18, I1K-39, I1K-51)

6. TakcoHomusi  KpuUTepueB  HHPOPMAIIMOHHOM  OE30MaCHOCTH MO

«OpamxeBoit kaure». Coaepsxkanne nouarus «[IOJIMTUKA BE3OITACHOCTW», u
mexanu3Mmbl ee peanusarun. (OK-8, TTK-18, ITK-45)

7. Takconomusi  kpuTepueB  WHGOPMAIMOHHOW  OE30MAaCHOCTH IO
«OpanxeBort  kHure». Mexanusmbl  «[IPOU3BOJIBHOE  YIIPABJIEHUE



JOCTYIIOM», n «<IIOBTOPHOE NCIIOJIbB3OBAHUE OB BEKTOB». (OK-8, ITK-
18, TIK-45

8. TakconHomusi  KputepueB  HMH(DOpPMAIMOHHOW  O€30MaCHOCTH 1O
«OpanxeBort  kHure». Mexanuambl  «METKW  BE3OIIACHOCTU», wu
«HOPMATHBHOE VYIIPABJIEHUE JJOCTYIIOM». (OK-8, I1K-18, I[1K-45

Q. TakconHomusi  kKpuTepueB  UHGOPMAIMOHHOW  OE30MACHOCTH IO
«OpanxeBort kHure». Copepxkanve mnoHatus «AYJIWUT», um wmexaHusmsl ero
peanuzamuu. (OK-8, I1K-18, T1K-45

10. Takconomusi  KpuTepueB  HHPOPMAIIMOHHON  OE30MACHOCTH IO
«OpanxeBort kHurey. Coaepxanue nouarus «KOPPEKTHOCTDB», u mMexaHU3MbI
ero peanuzamuu. (OK-8, I1K-18, I1K-45

11. TakcoHomusi  KpuTepueB  HHPOPMAIIMOHHOM  OE30MaCHOCTH IO
«OpamxeBoit kaurey. Conepxxkanne nousatus « JOKYMEHTALIMA». (OK-8, I1K-18,
[1K-45

12. AHanu3 yrpo3 WH(POPMALMOHHBIM KOMITBIOTEPHBIM CHCTeMaM. Bubl
noreHuanbHbIX yrpo3. (OK-1, OK-11, TIK-1, ITK-39, ITK-51)
13.  TIpoTuBOmEHCTBHE MEKCETEBOMY HECAHKIIHOHUPOBAHHOMY JOCTYILY.

OTajloHHasg MOJEIb B3aUMOJCHUCTBUS OTKPBITHIX CHCTEeM. HasHaueHuwe, NPUHITUIL
dynkuonuposanus. (OK-8, OK-11, OK-22, I1K-39, I1K-41, I1K-45)

14, [IpoTUBOACHCTBUE MEKCETEBOMY HECAHKIIMOHUPOBAHHOMY JIOCTYITY.
KommiekcHbiit MexkceTeBoit akpan. Cocrta, HazHaueHue. (OK-8, OK-11, OK-22, ITK-
39, I1IK-41, I1K-45)

15. [IpoTBOAEHCTBIE MEXKCETEBOMY HECAHKIIMOHUPOBAHHOMY JIOCTYIY.
Okpanupyronuii  MmapupyTtuzarop.  Ha3zHaueHuwe,  BbINOJNHSEMblE — (PYHKIUH,
nocrouHcTBa u HepoctaTku. (OK-8, OK-11, OK-22, I[1K-39, [1K-41, T1K-45)

16. [IpoTBOAEHCTBIE MEXKCETEBOMY HECAHKIIMOHUPOBAHHOMY JIOCTYIY.
I1lmr03 ceancoBoro ypoBHS. HasHadeHue, BBINOIHICMbIC (YHKIIMH, JTOCTOMHCTBA H
nepocratku. (OK-8, OK-11, OK-22, I1K-39, ITK-41, T1K-45)

17. [IpoTUBOACHCTBUE MEKCETEBOMY HECAHKIIMOHUPOBAHHOMY JIOCTYITY.
[Ipukmannori mutro3. HasnaueHuwe, BBITTOMHSAEMBIe (YHKIMH, JOCTOMHCTBA W
umepoctatku. (OK-8, OK-11, OK-22, I1K-39, IT1K-41, T1K-45)

18. BpenonocHoe mporpammHOe oOOecleYeHUe; BHIIbI, OTIUYUTEIIbHbBIC
ocodennoctn. (OK-8, OK-11, ITK-18, T1K-39, I1K-45)

19. Komnbrotepusie BUpycol. Mexanusm pacnpocrpanenus. (OK-8, OK-11,
[TK-18, T1K-39, T[1K-45)

20. Kommnwrotepusie Bupychl. daityioBeiii Hepe3uaeHTHbIH Bupyc. (OK-8,
OK-11, IIK-18, I1K-39, I1K-45)

21. Kommnbrotepusie Bupychl. ®aitnioBsiii pe3uaeHTHbl Bupyc. (OK-8, OK-

11, [IK-18, TTIK-39, T1K-45)

22. Kommnsrotepusie Bupycol. bytosiii Bupyc. (OK-8, OK-11, ITK-18, TIK-
39, TIK-45)

23. Kommnsrotepusie Bupycbl. Ocodennoctu makpoBupycoB. (OK-8, OK-11,
[TK-18, I1K-39, I[1K-45)

24. Tpostackue nporpammsal. (OK-8, OK-11, ITK-18, I1K-39, T1K-45)

25. Ceresoie uepsu. (OK-8, OK-11, ITK-18, T1K-39, T1K-45)



26. Jlpyroe BpenonocHoe mporpammuoe obecrneuenue. (OK-8, OK-11, ITK-
18, [K-39, T1K-45)

217. CpeactBa OOprOBI C BPENOHOCHBIM MPOTPAMMHBIM 00€CTICUECHUEM.
Knaccudukanus. (OK-8, OK-11, TIK-18, I1K-39, I1K-45)

10. MeToanueckue peKOMeHIAUMM JJsi O0Oy4YAOIIMXCS MO OCBOEHUIO
TUCHUIIMHBI (MOTYJIs1)

[Ipy mnpoBeneHMHM BceX BHUAOB 3aHATUH OCHOBHOE BHHUMAHHME YAENSTH
pPAaCCMOTPEHUIO  NPUHUMIOB  (OPMHPOBAHUA  CUCTEMBl  HH(POPMALMOHHON
0€30MacHOCTH Ha MPEAUPHUATHSAX U B OpraHU3alMsIX I'PaKIAHCKOM aBHALMM, padoTe
II0 aHAJIM3y MOTEHIMAIBHBIX YIPO3, a TAKKE NMPUMEHEHUIO U3y4aeMOIo Marepualia
Ha IPAKTHUKE.

Teopetnueckass MOAroTOBKa CTYJAEHTOB MO JUCIHUIUIMHE OOecredrBaeTCs Ha
aexuusax. Ha neknusx oOyyaeMbIM JalOTCSl CUCTEMATU3MPOBAHHBIE OCHOBBI 3HAHUN
10 COCTOSIHUIO U OCHOBHBIM ITpo0sieMaM HH(OpPMALIMOHHON O€30MaCHOCTH.

Teopernyeckne  MOJIOKEHUS,  M3JaraéMble B JIEKIMSIX  JOJDKHBI
WUTIOCTPUPOBATHCS MMPUMEPAMHU MX MPAKTUUYECKOHN peain3auuy B UH(GOPMALMOHHBIX
CUCTEMax M CpeIcTBax obecrneueHus 3amuThl uHpopmauuu. [ns obOnerdenus
BOCHPUATUS CTYJEHTOM CIIOKHOTO M Pa3HOOOpa3HOro MarepHuaja peKOMEHIYEeTCs
M3YyYEHHE HOBBIX pPAa3/EeNIOB Kypca HAUMHATh C KPATKOTO BBEAEHUSA, B KOTOPOM
YCTaHABJIMBAETCS CBS3b C MPEABIAYIIMMH U CMEXKHBIMU JUCUUIUIMHAMHU Y4€OHOTrO
IJiaHa, 1 PeKOMEHI0BATh KOHKPETHYIO y4eOHYI0 nuTepatypy. Upe3Bbl4ailHO Ba)kKHO
HAay4YUTh CTYyACHTa MNPHUMEHSITh MOJy4aeMble 3HAHUS K PEUICHUIO MPAKTHYECKHX
3anay. J{nst 3Toro MoryTt ObITh pa3paboTaHbl CHEIMANbHBIE 3aIaHUSI C PEHIEHUSIMU, T10
KOTOPBIM M OPraHU3YEeTCsl CaMOCTOsATeNbHas padoTa CTyICHTOB B TEUEHHE CEMECTpa.
Ha camocTtosiTenbHOe N3y4eHHE BBIHOCSTCS Haubosee NpoCThie BOIPOCHl H3y4aeMbIX
TeM. (CaMOCTOATENPHOE  M3Y4YEHUE  IIO3BOJSIET IPUBUTH  HABBIK  ITOMCKA
MHTEPECYIOIINX BOIIPOCOB B UCTOYHHUKAX, B TOM YHCJIE U JOIOJIHUTEIIbHBIX.

[IpoBeneHNE NMPAKTHUYECKUX 3aHATHA OCYLIECTBISETCS IOCIE MPOYTEHHS HA
JIEKIUAX COOTBETCTBYIOIIETO TEOPETUYECKOI0 MAaTEepUalla, U CIYXKUT CpPEICTBOM
3aKpeIUICHUs] TOJYYEHHbIX 3HAaHMUW W (OPMUPOBAHMUS HABBIKOB M YMEHUH
VHKEHEPHBIX MCCIIEIOBAHUN.

[IpakTuyeckue 3aHATUS TPU3BAHBI OOECHEUUTH TMOJIYYEHHE CTyACHTaMu
MPAKTUYECKUX HABBIKOB U YMEHHI MO MPUMEHEHHUIO MOJTYyYEHHbIX 3HAHU.

Bce Buabl y4eOHBIX 3aHATUH MPOBOJATCS C AKTUBHBIM HCIOJB30BaHUEM
TEXHUYECKUX CPEJCTB OOYUEHHS U UMEIOIINXCS B HAIMYUHU 00pa31oB.

W3ydyeHne AMCUMILIMHBI IOCTPOEHO TaKUM 00pa3oM, 4TOOBI 0OECIEeunBaIOCh
Hauiyyllee YCBOCHHME Marepuana. Ui akTUBM3alW{, WHIUBHAYAIN3allud U
UHTCHCU(PUKAIIMN HM3y4eHUs IUCIMIUIMHBI B TEUEHUE BCEro mepuoia OoO0ydeHUs
IpenoiaraeTcsa MPOBOAUTh KPAaTKOCPOUHBIE MHCbMEHHBIE KOHTPOJbHBIE DPaOOTHI
(JieTyuykH) nepe1 HayajaoM JICKIUA U IPAKTUYECKUX 3aHATHIA.

Texymuit KOHTPOJb YCHEBAEMOCTU CTYIACHTOB HEOOXOAMMO OCYILECTBISAThH
CUCTEMATUYECKU: Ha JEKUHAX, IPH MOArOTOBKE M MPOBEACHUU NPAKTUYECKUX
3aHatuil. Kpome Toro, creayer mnpoBOAUTh pyOekKHBIH KOHTPOJIb YCBOEHUS



TEOPETUYECKOr0 MaTepuajga 1o Hauboyiee CIOXKHBIM pas3feliaM IPOrpaMMBI
JUCLUIUIUHBI.

WTOroBelii KOHTPOJIb 3HAHUN CTYAECHTOB IO pa3fesiaM U TeMaM JUCLUIUIMHBI
IIPOBOJIUTCS B BUJIE 3aU€Ta.



Pabouass mporpaMma [AWUCHMIUIMHBL COCTaBlieHda B COOTBETCTBUH C
tpeboBaHmsiMu  ®I'OC  BIIO 1o HampaBjieHMO IOAroToBKM 161000
AspoHapuranys (KBanudukanus (CTENeHb) KMarucTp).
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