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1 Ileau ocBOeHUS JUCIHUILIMHBI

[enpro ocBOoeHMS auCHUIUINHB «HMOpMaImonHas 6e30MacHOCTEY SIBIISETCS
dbopMupOBaHHE Yy CTYICHTOB CHCTEMBI 3HAaHWWH B 001acTd WHPOPMAITMOHHOM
0e30MmacHOCTH ¥ TPUMEHEHHs] Ha TPAKTHUKE METOJOB H CPEICTB  3alUThHI
uHpopMaru

[ToBbIeHHE 0€30MACHOCTH B TPAHCIIOPTHBIX CUCTEMAaX Bceraa ObLIO OJHOM M3
BaXHCHINNX 3a1a4. AKTYaJIbHO 3TO U JUIS CHCTEMbI BO3IYIIHOTO TPAHCIOPTa, YTO
TIOJITBEPIKIACTCS Pa3BUTHEM COOBITHIA B ITOCIICHES BPEMSI.

HanpagiieHnusi, 10 KOTOPBIM IMTPOBOAUTCS IFITaHOMEPHAs paboTa IO MOBBIIICHUIO
YpOBHS aBHAIIMOHHOW OE30MMaCHOCTH, OXBATBIBAIOT OTPOMHBIM KPYr BOIPOCOB — OT
COBEPIIICHCTBOBAHUS IMPABOBOM W HOPMATHBHOHN 0a3bl, 70 KOHKPETHBIX MEp, B TOM
YHCIIC COBEPIICHCTBOBaHHEC WH(POPMAIIMOHHON TOJJICPKKA CHCTEMbl U BHEIPCHUS
COBPEMEHHBIX TEXHUYECKHX CPEICTB.

B 3amady IHMCHMILIMHBI BXOAMT ITO3HAKOMHTH CTYACHTOB C COBPEMCHHBIM
COCTOSSHHEM  OOecCIleUueHUs  Pa3jIMYHBIX  HampaBiecHUH  WHGOPMAIIMOHHOMN
0€30IIaCHOCTH.

3aayaMy OCBOCHUS TUCIMIUIAHBI (MOTYJIs1) SIBIISTFOTCS:

- OCBOCGHHE 0a30BOM TEPMHMHOJIOIMH, UCHOJB3YIOUIEHcS B chepe obecrieueHus
uH(OPMAITMOHHON O€30MaCHOCTH;

- OCBOCHHE HOPMAaTHBHO-TPABOBOM 0a3bl M0 oOecrnedeHno nHPOpMaIMOHHOM
0e301acHOCTH;

- (hopMHUpOBaHKE 3HAHWI O CTPYKTYpE W OCHOBHBIX TPEOOBAHMIX CTAHIAPTOB,
B cpepe nHpOpMalMOHHON OE30MaCHOCTH,

- (opmupoBaHHe mpeacTaBICHUH O MeXaHW3Max (POPMUPOBAHUS TOJUTHUKH
MH(OPMAITMOHHOW O€30MaCHOCTH.

JucruruinHa  o0OecreynuBaeT IMOATOTOBKY  BBIMYCKHUKA K  TPaMOTHOMY
VICIIOJIB30BAHUIO 3alUTHBIX MEXAHU3MOB 00ecreuynBarOIIMX 3alIUTy
UH(OPMAITMOHHBIX PECYPCOB B MHGOPMAIIMOHHBIX CUCTEMAX.

2. Mecto nucuuminnbl B ctpykrype OIIOII BO

JlanHast ydeOHasi JUCHUILIMHA OTHOCHTCS K OOIICHAYyYHBIM JUCIUIIMHAM H
TpeOyeT OT CTYJACHTOB 3HAHWUH 110 JUCHUIIMHAM  MaTeMaTHYECKOTO U
CCTCCTBEHHOHAYYHOTO IHMKJIa B 00BEME, ONpEneasieMOM COOTBETCTBYIOIIUMHU
porpaMMamu.

JlaHHasi TUCIMIUIMHA MO3BOJISIET CTYJIEHTY 000OIIUTh pa3HOOOpa3HbIe 3HAHUS,
MOJIYYCHHBIC B  MPOIECCe M3YYCHHsS] JHUCHUILUIMH  NPO(PECCHOHAIBHOTO U
€CTECTBEHHOHAYYHOTO IMKJIOB, M MCIOJb30BaTh UX JIJII OPTaHU3AIMK W TPOBEICHUS
paboT MO CO3MaHUI0 HEOOXOIUMBIX YCIOBWH, HAaNpaBIEHHBIX Ha (HOPMHUPOBAHUE
3QTAHHOM TOJIMTUKHA WHOOPMAIIMOHHONW 0€30MacHOCTH Ha MPEANPUITHSIX CHCTEMBI
BO3JIYIIIHOTO TPAaHCIIOPTA.



Hucuunnuna «WHopmanmonHas 06€30MacHOCTbY  MPEACTaBIsIET  CcOOOM
IUCLUUIUIMHY 10 BHIOOPY BapMaTHBHOMN YacTH OOLIEHAYYHOTO HUKJIA TUCIIHUILIHH.

Huctumuimna «MHadopmanonHas 0e30MacHOCTB» H3Y4aeTcsi BO BTOPOM
ceMecTpe W 0Oa3Wpyercss Ha 3HAHMAX, IOJYYEHHBIX CTyJEHTAMU MpPHU H3Y4YCHUH
COOTBETCTBYIOIIMX TUCIHMIUIMH TPH TOJXy4eHWH OOpa3oBaHUS B  paMKax
OakanaBpuara.

HuctumimHa «HbopManoHHas 6e301macHOCTbY SBISETCS 00ecrednBaroIeii
JUTS TIPEITUTUIOMHON TPAKTUKHU M TUTUIOMHOTO TPOSKTHPOBAHMUSL.

3. Komnerennuu odyuamwierocsi, gopMmupyembie B pe3yJibTaTe 0CBOEHUSA
AUCHUIINHBI (MOIYJIs1)

[Ipomecc ocBoeHWs TUCIUILUIMHBI (MOAYJsl) HampaBiieH Ha (opmMupoBaHHE
CIEYIOIIUX KOMIIETCHIIHNM:

[lepeuens u koA [lepeueHb MIIaHUPYEMBIX PE3YJIHTATOB
KOMIETEHINM O0Oy4YeHHMsI IO JUCITUTUIMHE

- CHOCOOHOCTH COBEPIICHCTBOBATh U | 3HATH:

pa3BUBaTh CBOW WHTEIUICKTYAJIbHBIN WU - OCHOBHBIC TYTH ¥  METOMBI
0OIIeKyIbTYpHBIN ypoBeHb (OK-1); pelieHus 3aJad B OOJACTU CO3JaHUS
- BIJIQJICHUE HaBbIKaMu (opMaIu3aluu | pekuMa HHPOPMAITMOHHON 0€301TaCHOCTH
npobiem, TOJIKOBAHUS W | CHCTEM aBTOMATH3aIlldd  BO3IYIIHOTO
KpUTEpHATBHON OLIEHKH | TPAHCIIOPTA;

npo¢eCCUOHATIBHBIX CUTYyalUH, - TpeOOBaHUs HOPMATUBHO-
OPUHATUS W pealn3alliy pelieHUuW B | IpaBOBOM 0as3bl B 00JacTH OOECIICYCHHS
cororexundeckux cucrtemax (OK-8); | madopmaimontoit  Ge3omacHOCTH  Ha
- CHOCOOHOCTh  KJIacCU(UIIMPOBATH, | MPEANPHUATUAX TPAKITAHCKON aBUAIINM;
omnmpenensaTh  (QYHKIMU U LeIu - OCHOBHBIE  BO3MOXHOCTH U
noseaenus cuctem (OK-11); XapaKTEPUCTUKUA ITPOTPAMMHBIX CPEACTB
- CIIOCOOHOCTH OCO3HABATh, KPUTHUECKH | 00ECTICUEHUS 3aIUThl HHPOPMAIIUH.
OIICHMBATh ¥ aHAJU3MPOBATh BKJIAJ
CBOEH MpeaMETHOM 00JIaCTH B pEUICHUH | Y METh:

IKOJIOTUYECKUX TIPOOJIeM H TPOOJieM | - OMpEeNessTh «y3KHe» MecTa B CHCTEME
oezonacuoctu (OK-22); o0ecrniedeHus nH(GOPMaITMOHHON
- CIOCOOHOCTh W TOTOBHOCTh K | O€30MacHOCTH, W TpejaraTh IMyTH HX
NOJATOTOBKE JAHHBIX JJi TPHUHATHS | yCTPAHEHUS,

perIeHui npu yIpaBICHUH | - IpPaMOTHO IKCIUTYyaTHPOBAThH
TPaHCTIOPTHBIMHU cUCTEMaMU B | IpOTpaMMHBIC CpeacTBa
paznuunbiX yeaoBusx (ITK-1); nH(OPMAITMOHHON OE30TTaCHOCTH;

- CIIOCOOHOCTH u TOTOBHOCTH
paccuuTHIBaTh W OLICHWBATH YCJIOBHS W | Braaers:

MOCIIEICTBUSA (B TOM YUCJIE | - METOJIUKOU pa3pabOTKW W BHEAPCHUS
SKOHOMHYECKHUE) MPUHUMAEMBIX | CUCTeM WH(OPMAIMOHHONW 0€30MacHOCTH
OpraHu3alMOHHO-YIIPABICHYECKUX B CTPYKTYPHBIX MOJIpa3ICICHUAX

pemennii (ITK-18); CUCTEMBI BO3AYIIHOTIO TPAHCIIOPTA,




[lepeuensb u ko [lepedeHnb MIaHUPYEMBIX pPe3yJIbTATOB

KOMIIETEHIU I o0y4yeHus 10 JUCLUIINHE
- YMEHHME HaxXxOAUTb KOMIIPOMHCC | - IPOIPAMMHBIMH CPEACTBAMHU 3AIUTHI
MEXy pa3IU4YHbIMH  TpeOOBaHUSAMU | UHOPMALIUU pu pabote C
(crouMoCThIO, KayeCTBOM, | KOMIIBIOTEPHBIMU CUCTEMaMH, BKJIKOYas
0€30MacHOCTBIO 51 CpPOKaMH | MpUEMBI aHTUBUPYCHOM 3AILUTHI.
UCIIOJIHEHHSI) KaK MpPH JOJITOCPOYHOM,
TaK U npu KpPaTKOCPOYHOM
IJIAaHUPOBAHUH, U MIPUHUMATh

panmonanbsHble perrenus (11K-39);
- YMEGHHEM  OpraHHW30BHIBATH U
IPOBOJIUTh MApKETUHT, pa3padaThIBaTh

OU3HEeC-TUTaHbI peanu3anuu
MEPCIEKTUBHBIX u
KOHKYPEHTOCTIOCOOHBIX pabOT U YCIyT
(TIK-41);

- CHOCOOHOCTh OpraHU30BBIBaTb U
COBEPILIEHCTBOBATh CHUCTEMBI yueTa |
nokymeHnToooopora (ITK-45);

- CIocOOHOCTh  OpPraHU30BBIBATH U

OCYUIECTBIISITh pa3paboTKy
METOUIECKIX u HOpPMATUBHBIX
JTIOKYMEHTOB, TEXHUUECKON

JIOKYMEHTAIIMU, & TAKXKE MNPEIJIOKECHUN
M MEpPONPHUATHM 1O  MNOBBILICHUIO

3 PEeKTUBHOCTH AKCILTyaTallu
BO3AYIIHBIX  CYIOB W OOBEKTOB
aBUAITMOHHOM HHPPACTPYKTYPHI,

oOecrieyeHnt0 0e30MacCHOCTH TIOJIETOB
BO3MIYIIHBIX CYJOB U 0€30MacHOCTU
UCTIOJIb30BaHUS BO3/TyIITHOTO
IIPOCTPAHCTBA, o0ecreueHnIo
aBUAITMOHHOM 0€301aCHOCTH M KauecTBa
pabot u ycuyr (ITK-51);

4. O0beM IMCHUNJIMHBI (MOAYJIs) U BUABI y4eOHOH padoThI

OOmiast TPyIOEMKOCTh JUCHUIUIUHBI (MOIYJSI) COCTaBJISIET 2 3a4eTHBIX
CAVHMUIIBI /2 aKaJeMHUYECKUX Jaca.

Hanmenosanune Beero Cemectp
JacoB 2
OO6m1ast TPyJI0€MKOCTh AUCITUTIIIUNHBI 12 12
KonrakTHas pabota 30,3 30,3




JIEKIIVH, 12 12
MPaKTUYECKUE 3aHATHUA, 18 18
CEMHUHApBHI,
nabopaTopHbIe pabOTHI,
KYpPCOBOM MPOEKT (paboTa)
JPYTHUE BUBI AyTUTOPHBIX 3aHITHH.
CamocrosiTenbHas paboTa CTyAeHTa 33 33
KoHTposbHBIE pabOTHI
B TOM YHCJIe KOHTaKTHas pabora
[TpoMexyTouHas aTTecTanus 9 9
KOHTaKTHas paboTta 0,3 0,3
camocTosITeNbHasl paboTa Mo MOJATOTOBKE K (3auéTy, 8.7 8.7
DK3aMEHY) HeoOX00UMO YKa3amb KOHKDEmHbull U0 ’ ’
3auet 3auet

npOMeafcymowoii ammecmayuu




5. ConepxxaHue TUCHUIJIMHBI (MOIYJIS)
5.1. CooTHecenusi TeM (pa3aesioB) IMCUMILINHBI (MOYJs1) U GOpMUPYeMbIX KOMIIeTeHIHIA

Koomuectso| < [ R S| & |5 | S| & |5 | D O6pa3OBaTe_OueHqume
TEMBI, PA3JE/IbI AUCLUILINHBI YACOB AR IR é v | | meHBIe T e
©lelo|o = | B |E|E|E rexuonoruu| P

Tema 1. O6mme nouarus oo BK, JI,

. 7,5 + | + 4
nHOOPMAITMOHHON O€30MaCHOCTH. CPC
Tema 2. YpoBHU obecrieueHUs JI, NJI,
NudopmarmonHoit 6€30macHOCTH 95 " LT ¥ 113, CPC M
Tema 3. Yrpo3sl uHPOpMAITMOHHOM 85 + + + + + JI, 113, y
0€30MacHOCTH. CPC
Tema .4. TakcoHOMHUSI KPUTEPUEB JI, NJI,
nHGOPMAITMOHHOHN 0€30MaCHOCTH. 12.5 + + + [13, UII3, Y

CPC

Tewma 5. [IpoTuBOACHCTBHE JI, NJI,
HECAHKI[MOHUPOBAHHOMY MEKCETEBOMY 11.5 + |+ |+ + |+ |+ 113, UII3, Y
JIOCTYITY. CPC
Tema 6. BpemoHocHOe mporpaMMHOE JI, 1JI,
obecneyenue. CpencrBa 60pLOBI C 13.5 + |+ + | + + 113, UII3, v
Bpe1oHOCHBIM 110 CPC
IIpomMe:kyTOUHAS aTTeCTALMS 9
HUTOro no JMCHUIIIMHE 72 3auer

Cokpamenusi: JI — nekuus,

npaktuyeckoe 3anatue, CPC — camocrositenbHas pabota ctynenta, BK — BXoaHO#M KOHTPOJb, Y — YCTHBIH OIpoc.

WNJI - wuHrepaktuBHas nekuus, [13- mpaktuueckue 3anatus, WUII3 — wmHTEpakTMBHOE



5.2. Tembl (pa3aenbl) TUCHUIIMHBI U BUbI 3aHATHH

HammenoBanue pazaena nucuuminunel | JI | W | 113 | UII3 | CPC E;Egg
Tema 1. OOmue nmousTusa o6
" 2 5,5 7,5
nH(GOPMaIIMOHHON 0€30MaCHOCTH.
Tema 2. YpoBHU 0U6ecnequ1/m 1 1 2 5.5 9.5
HNudopmanmonHoi 6€30macHOCTH
Tewma 3. Yrpo3sl nHGOPMAIIMOHHON 2 1 5.5 8.5

0€30IaCHOCTH.

Tema .4. TakCOHOMUST KPUTEPHEB

N 1 1 3 2 5,5 12,5
nH(OpPMaIIMOHHOM 0€30MacHOCTH.

Tema 5. IIpotuBONEHCTBHE
HECAHKIIMOHUPOBAHHOMY 1 1 2 2 5,5 11,5
MEXCETEBOMY JOCTYIY.

Tema 6. BpenoHOCHOE MporpaMMHOE
obecneuenue. CpencrBa O0pPLOBI C 1 1 4 2 55 13,5
BpeloHOCHBIM 110

Hroro:| 8 | 4 |12 6 33 63

ITPOMEKYTOUYHASI ATTECTALMS: 9

BCEro no JuCHMnJIMHE: 72

5.3. Conep:kaHue IMCUUIIMHBI

Tema 1. O0mue nousitust 00 THGOPMALNMOHHON 0€30MIACHOCTH.

3HaueHue WHOOPMAIMOHHOW OE30MaCHOCTH KOMIBIOTEPHBIX CHUCTEM IS
CTaOMJILHOTO  (PYHKIIMOHUPOBAHUSI ~TPENNPUSATAN U OpPraHu3aliidi  CHCTEMBbI
BO3/TyIITHOTO TpaHCIIOpTa. OmnpenencHue TTOHSITHS «H(pOPMAITHOHHAS
0€30MacHOCThY, MPAKTUUECKHE aCTIeKThl HH(POPMAIIMOHHONW 0€30MacHOCTH.

Tema 2. Tema 2. YpoBHu oOecnieuennst UnpopmanuoHHoii 0e30macHOCTH

3aKOHOAATENbHBIN, AAMUHHUCTPATUBHBIM, NPOLEAYPHBIM W MPOTPAMMHO-
TEXHUYECKUH YypOBHU oOecrieueHus uHpopmanmoHHoO Oe3zomnacHocTH. IlomuTuka
UH(OPMAIMOHHON O€30MaCHOCTH MPETPUSITHS.

Tema 3. Tema 3. Yrpo3sl nH(pOpMAIIHOHHOH 0€30NIACHOCTH
Knaccupukanms wu  aHanu3  yrpo3  HMH(QOpPMAIMOHHOW  0€30MacHOCTH
KOMITBIOTEpHBIX cucTeM. O1eHKa yrpo3 HHGOPMAIMOHHON 6€30MacHOCTH.

Tema 4. TakcoHOMUSI KpUTEpHEB HHPOPMALMOHHOH 0€30I1ACHOCTH
«OpaHnxeBasi KHUTa», €€ 3HAUEHHE U CcoJep)KaHue. MeXaHu3Mbl CO3/1aHus U
HOJIIEpKaHUS HAJIEKHON BBIUUCIUTEIBHON Oa3bl.



Tema 5. IIporuBoaeiicTBMe HECAHKIIMOHUPOBAHHOMY MEXKCETEBOMY
AOCTYIy

OTanoHHas MOJENb B3aWMOJECHCTBUS OTKPBITBIX CHCTEM: €€ HA3HAYCHUE H
¢yHkoHupoBanue. KOMIUIEKCHBIH MEXCETEeBOW JKpaH, COCTaB, Ha3HAuYEHUE
COCTABJISIFOLUX 3JIEMEHTOB.

Tema 6. Bpenonocnoe nporpammuoe odecnedeHue. CpeacrBa 00pbObI ¢
BPeI0OHOCHBIM NMPOrPAMMHBIM 00ecredYeHnemM

Knaccudukanus BpeToHOCHOTO IPOTrpaMMHOTO oOectieueHusi. KoMmrbroTepHble
BUPYCHI, TPOSIHCKHE MPOrpaMMBbl, CETEBbIC KOMIILIOTEPHBIC 4YEpPBHU, U JIPYroe
BpEIOHOCHOE mporpammHoe obecriedenne. Kraccudukanus cpencts OopbObI €
BPEIOHOCHBIM MPOTPAMMHBIM 00ECIICYCHUEM.

5.4. IlpakTnueckue 3aHATHS (CEMUHAPDI)

Homep Temsl . Tpyno-
N — Tematnka MpakTUYECKUX 3aHITHA CMKOCTE
(MoJty1ist) (cemunapos) (dachrn)
2 VYposuu obecneuenus MudopmanmoHHoN 6€301acHOCTH 2
3 Yrpo3sl uHGOPMAITMOHHON OE30MaCHOCTH. 1
4 TakcoHomust KpuTepreB HHOOPMAILIMOHHON 0€301acHOCTH 3)
5 [IpoTtuBoaenicTBue HECAHKLIMOHUPOBAHHOMY 4
MEXCETEBOMY JIOCTYILY
6 Bpenonocnoe mnporpammHoe obecnieuenue. Cpencrtsa 6
060prOBI ¢ BpegoHocHBIM 110
HTOro mo 1uCuMIINHE 18
5.5. JIabopaTOpHbIii NPAKTHKYM
JIabopaTopHBIi MPAKTUKYM YYEOHBIM IJIAHOM HE IIPEyCMOTPEH.
5.6. CamocTosiTeJIbHas padoTa
Ne paznena
2CMBI , Bunbl camocToaTensHO# paboTh Tpynoemxocts,
JTUCITUTUTHHBI (uacer)

1 CaMOCTOSITENIbHOE  OBJIAJICHUE  CTyACHTaMHu 55
Mmarepuaia TeMbl. [4] ’
CaMOCTOSITENIbHOE ~ OBJAJICHUE  CTYACHTaMHU

9 MaTepuaia TeMsl [2, 5] 55
BBIMIOJIHEHUE 3aJlaHUsi B COOTBETCTBUHM C ’
WHCTPYKIUSIMH U METOJUYECKUMH YKa3aHUSIMHU




IPEroaaBaTeIs
CaMOCTOSITEJIbHOE ~ OBJIQJICHHUE  CTYJICHTAMH
maTepuaia temsr [1,2,3]

3 BBIIIOJIHEHUE 3aJaHUsI B COOTBETCTBUUA C 55
WHCTPYKIUSAMHA U METOJUYCCKUMH YKa3aHUSIMHU
IPEToIaBaTes

CaMOCTOSITENIFHOC ~ OBJIQJICHUE  CTYJACHTAMHU
MaTepuaia TeMsl [3]

4 BBIIOJIHEHUE 3aJaHUsI B COOTBETCTBHU C 55
WHCTPYKIUSAMHA U METOJUYECKUMH YKa3aHUSIMHU
IIPEToIaBaTeIs

CaMOCTOSITEJIbHOE ~ OBJIQJICHHUE  CTYJICHTAMH
MaTepuaia TeMsl [2,4]

5 BBIIIOJIHEHUE 3aJaHUsI B COOTBETCTBUUA C 55
UHCTPYKIUSAMUA M METOJIUYCCKUMH YKa3aHUSIMHU
IperoIaBaTes

CaMOCTOSITENIbHOE ~ OBJIQJICHUE  CTYJACHTAMH
maTepuaia tTeMsl [1,3]

6 BBIIIOJIHEHUE 3aJaHUsI B COOTBETCTBUU C 55
WHCTPYKIUSAMHA U METOIUYCCKUMH YKa3aHUSIMHU
IIPEToIaBaTes

Bcero: 33

6. YueOHO-MeTOAMYECKOE U MH(OPMAIUOHHOE O0ecredeHUue TUCHUIIHHBI
(MomyJisn)

a) OCHOBHAas JIUTepaTypa:

1. Epoxun B.B. be3omacHocTh MH(MOPMAIIMOHHBIX CHUCTEM [DJIEKTPOHHBIN
pecypc] : yuebHnoe nocobue / B.B. Epoxun, J[.A. ITorousimesa, U.I'. Ctrenuenko. —
OnektpoH. maH. — Mocksa : OJIMHTA, 2015. — 182 ¢. — Pexum gocrymna:
https://e.lanbook.com/book/62972

2. 3ansxubix B.A. DOkcmepTHble CHCTEMBl KOMIUIGKCHOW  OIICHKHU
0€30MacHOCTH aBTOMATHU3UPOBAHHBIX HH(POPMAIMOHHBIX W KOMMYHUKAITMOHHBIX
cucTeM [DIIeKTPOHHBINA pecypce] : yueOHo-MeToaudeckoe mocodue / B.A. 3anskHbIX,
A.B. T'mpuk. — Dnextpon. nan. — Cankt-IlerepOypr : HUY UTMO, 2014. — 136
c. — Pexxum moctyma: https://e.lanbook.com/book/71193.

0) 10MOJIHUTEJIbHAS JIUTepaTypa:

3. bongapes B.B. Bgenenue B wuHbOpManMOHHYIO  0€30MaCHOCTh
aBTOMATU3UPOBAHHBIX CUCTEM [DJIEKTPOHHBIA pecypc]| : METOAUYeCKue ykKazaHus /
B.B. bonnapeB. — OnektpoH. nan. — Mocksa: MI'TY um. H.O. baymana, 2016. —
250 ¢. — Pexxum gocryma: https://e.lanbook.com/book/103554.

4. MeabHukoB J.A. NudopmanmonHas 0e30MacCHOCTb OTKPBITBIX CHUCTEM
[DnekTpoHHbIN pecypce] : yueOHuk / JI.A. MenbHUKOB. — DNEKTpOH. AaH. — MocKBa
: ®JIMHTA, 2014. — 448 ¢. — Pexxum noctyma: https://e.lanbook.com/book/48368.



5. leBsnun II.LH. Mogemun 0€30MacHOCTH KOMITBIOTEPHBIX CHCTEM.
VYpasieHue A0CTynoM U MHGOPMAIMOHHBIMHU MOTOKaMU [DJIEKTPOHHBIM pecypc]:
yaebHo-MeTouueckoe mocoodue / I1.H. JleBsHuH. — DnekTpoH. gaH. — MockBa:

l'opsiuas  nuamMsa-Tenekom, 2012, — 320 c¢. — Pexum  jgocryna:
https://e.lanbook.com/book/5150.

B) NepeyeHb PecypcoB MH(POPMANMOHHO-TEJIEKOMMYHHMKAIIMOHHOMW CeTH
«HHTEpHET»:
https://www.intuit.ru/studies/courses/10/10/lecture/2967page=1
https://www.intuit.ru/studies/courses/10/10/lecture/302
https://www.intuit.ru/studies/courses/3649/891/lecture/32336?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/306
https://www.intuit.ru/studies/courses/10/10/lecture/310
https://www.intuit.ru/studies/courses/10/10/lecture/312
https://www.intuit.ru/studies/courses/10/10/lecture/300
https://studref.com/325272/informatika/klassifikatsiya ugroz informatsionnoy
bezopasnosti#846
http://protect.htmlweb.ru/orangel.htm
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r) MnporpaMMHoe oOecneyeHue (JIMIEH3HOHHOe), ©0a3pl JaHHBIX,
MH(OPMALMOHHO-CIIPABOYHbIE U MOUCKOBBIE CUCTEMBbI:
1. Ckanep ys3BumocTteir XSpider ¢pupmsr Positive Technologies ;
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2. KommutekcHast cucrtema koHTpodsi 3amuménHoctd MaxPatrol 8 dupmer
Positive Technologies;
3. AutuBupycusiii maker Kaspersky Endpoint Security Standard for Windows.

7. MaTtepuajJbHO-TEXHUYECKOE o0ecneuyeHue TUCHUNIMHBI (MOTYJIs)

JUJis  yCHelmHOro OCBOEHUS JUCUUIUIMHBI HEOOXOJUMO HMETh ayJIUuTOPHIO,
000pYI0BaHHYIO:

- MyJIbTUMEIUIHBIMU CPEJICTBAMU;

- IUIaKaTaMH, CTEHJAMH [0 TEMATHUKW JIUCUUIUIMHBI (WM TPE3CHTALUHA C
uHpopMalmen Mo TeMaTUKU JUCITUTUINHBI);

- BUJIe0 OMOIMOTEKOH (BUAC03aMMCH YICHUN U TPEHUPOBOK, BUACO(PHUIBMBI TIO
TEMATHUKE JUCIUIUINHBI);

- HarsigHble TO0coOWs, HEOoOXOauMbIe I MPOBEACHUS 3aHATHH 10
JUCLUIUIVHE.

8. O6pa3zoBartesibHbIe U HHPOPMALMOHHbIE TEXHOJIOTUHU

BxoaHo#i KOHTPOJb TPOBOAUTCS B (OpME YCTHBIX OINPOCOB C IIEJIBIO
OILICHMBAHUSI OCTATOYHBIX 3HAHUI O paHee W3YYEHHBIM JUCIMUIUIMHAM WK pa3Jienam
M3y4aeMOU JUCIUILINHBL.

[Tpu w3ydeHnH TUCIUTIIMHBI UCIIONB3YIOTCSA KaK TPAIUIIMOHHBIE JEeKIHH, TaK
Y UHTEPAKTUBHBIE JICKITUH.

NHTepakTHBHBIE JEKIIUHM TIPOBOIATCS B HECKOJIBKUX BapUaHTaX

-mpodJieMHAasi JIeKIHA HAYMHACTCS C IOCTAaHOBKH MPOOJIEMBI, KOTOPYIO
HEOOXOMMO PEIIUTH B MPOIIECCE U3I0KEHUS MaTepraa.

-JIeKIUS-BU3YATU3AIUsL  YYUT CTYJCHTOB TMpPeoOpa3oBbIBaTh YCTHYIO U
MUCBMEHHYI0O HMHGOpMAIMI0 B BHU3yalbHYyI0 ¢GopMy, 4YTO (OpMUPYET Yy HHX
npoecCHOHaNbHOE MBIIIUICHHE 3a CYET CHCTEeMaTHU3allii U BbIICIICHUS HamOoliee
3HAYMMBIX, CYIIIECTBEHHBIX JIIEMEHTOB COACPKAHUS 00yUCHUSI.

- JeKuus-0ecea mpeIoaraeT HEMOCPEICTBEHHBIA KOHTAKT MPENo/1aBaTess
C ayJIWUTOpHEH, MO3BOJIAET MPHUBICYhL BHUMAaHHE CTYJIEHTOB K HambOojee Ba)KHBIM
BOIIPOCAM TE€MbI, BOBJIEYb B JIBYCTOPOHHUN 0OMEH MHEHUSIMH, BBISICHUTh YPOBEHb HX
OCBEIOMJICHHOCTH II0 pPacCMaTPUBAeMOW TeMe, CTETICHH WX TOTOBHOCTH K
BOCIIPHUATHIO TOCTEAYIOMIETO MaTepualia, II03BOJIIET aJpecoBaTh BOIPOC K
KOHKPETHOMY CTYACHTY, CIIPOCUTh €r0 MHEHHE 10 00CyXaaeMoi rmpolieme.

-eknusi-TucKycensi.  I[lpenonmaBarens TpU U3JOKCHHH  JIGKITMOHHOTO
MaTepuana He TOJbKO MCHOJB3YeT OTBEThl CTYJEHTOB HAa CBOM BOIIPOCHI, HO H
OpraHu3yeT CBOOOJHBII OOMEH MHEHUSMH B HMHTEpBAJIaX MEXKIY JIOTMYECKUMU
pazzenamu.

IIpakTHYeckne 3aHATUA TPOBOIATCA C HKCIIOJb30BAHUEM CIEIUATBHBIX
KOMIIBIOTEPHBIX MPOTrpaMM M TPEAHA3HAYCHBI JUIS 3aKPEIUJICHUS IOJYYEHHBIX
3HAHWM, a TAK)KE BRIPAOOTKH HEOOXOIUMBIX YMEHUN U HABBIKOB.



NHTepakTHBHOE NPAKTHYECKOE 3aHATHE IPOBOAUTCS C UCIIOIb30BaAHUE
CPEIICTB BBIUUCIUTEIBHOM TEXHUKHU U CIIEIIMAIBHOTO MPOTPAMMHOI0 00eCrieYeHusl, U
MpernosaraeT BHIIOJHEHUE BhIJAHHBIX KOHKPETHBIX 33/IaHUM.

CamocrosiTesibHasi padoTa CTyJeHTa IMPOBOJUTCA C LETBI0 3aKPEIUICHUS U
COBEPILIEHCTBOBAHUSI OCBAMBAEMBIX KOMIIETCHIIMM, TMpEArnojiaraeT Co4YeTaHue
CaMOCTOATENbHBIX TEOPETUUYECKUX 3aHSATUH U CaMOCTOSTEIbHOE BBINIOJHEHUE
MPaKTUYECKUX 3aJ]aHUM, OTIMCAHHBIX B pEKOMEHI0BaHHOM nuTepatype [1,2].

0. ®oHI OLEHOYHBLIX CPEICTB /IS TMPOBEAeHHs] TEKYIIero KOHTPOJIA
yCIeBAeMOCTH M INPOMEXKYTOYHOM AaTTeCTallMd M0 MTOraM OCBOCHMS
AUCHUIIMHBI (MOIYJIs1)

9.1. BaanbHO—pPeHTHHIOBas OIlEHKA TeKYIero KOHTPOJISl YCIeBAeMOCTH
U 3HAHMH CTYJICHTOB

bamibHO-pEUTUHIOBasE OLEHKA TEKYIIErO0 KOHTPOJISI yCIEBAEMOCTH W 3HAHUU
CTYJIEHTOB y4€OHBIM IJIAHOM HE TIPElyCMOTPEHA.

9.2. Metoauyeckue peKOMEHJAUMH MO0 TNPOBEJEHUI0 MNPOLEaYPbI
OLICHMBAHUA 3HAHWI, YMEHUIl M HABBIKOB M (MJIM) ONbITA AeSATEJIbHOCTH,
XapaKTepU3yKUIHUX 3Tanbl (opMHUPOBAHUSA KOMIIETECH UM

B npouecce mnpenonaBaHus —JIUCHMIUIMHBI T8 TEKYIIETO  KOHTPOJS
O0Oy4YarOIINXCS UCTIONB3YIOTCA CAeAYIOMUE (POPMBI:

- TECTUPOBAHUE IO TEMaM;

- pellIeHHEe TUTOBBIX CUTYAIIMOHHBIX 3a/1a4 Ha MPAKTUYECKUX 3aHATUSIX;

- BBITIOJIHEHUE TUCbMEHHOM ayTUTOPHOM pabOTHI.

Tecmuposanue:

Tect cumraercs 3auTeHHBIM Tpu Haauuuu O6onee 60% MpaBUWILHBIX OTBETOB.
TecT cunTaercs He 3aYTEHHBIM TPU HanTU4Yuu MeHee 60% MpaBUIbHBIX OTBETOB.

Pewenue cumyayuonnwix 3a0au (KpUTepun):

OOyYaIOIIMICS CaMOCTOSITEIbHO TPABWIBHO peliaeT 3ajady, JdaeT
00OCHOBaHHYIO OIIEHKY 10 UTOTY PELICHUS;

OOYYarOIINIICST OTKA3BIBACTCS OT BBHITIOJHEHUS 3a/1a4H, HJIA HE CITIOCOOEH ee
pElIUTh CaMOCTOSATENIbHO, a TakKe C TMOMOIIbI0 TmpenoaaBatenss (B ciydae
HETOJTOTOBJICHHOCTH IO W3YYEHHBIM TE€MaM, MMEIOIIMM OTHOIICHHE K PEIICHUIO
JTAHHOM 3a/1a4H).

llucvmennas ayoumopnas paboma (KpUTEPUHN ):

oOy4Jaronuiicss MpaBUJIbHO pellaeT 3ajavyy, CAaeT €€ BOBPEeMs M0 OKOHYAHHUU
3aHSTHS TPENnogaBaTeNto, 1aeT 000OCHOBAHHYIO OLIEHKY O UTOTY PEIICHUS

oOy4Jaronuiicss OTKa3bIBA€TCsl OT BBINOJIHEHUS 3aJadyd, WIM HE CIOCOOEH ee
pElIUTh CaMOCTOSATENIbHO, a TakXKe C T[OMOIIbI0 TmpenoaaBatenss (B ciydae



HETMOJTOTOBJIICHHOCTH IO H3YYEHHBIM TE€MaM, UMEIOIIUM OTHOIICHHE K PEIICHUIO
JTAHHOM 3a/1a4H).

ITo uToram ocBOEHUS JUCHUILIMHBI IPOBOAUTCS IPOMEKYTOUHAS ATTECTALUSA.

OCHOBHBIMH JTOKYMEHTaMH, PETJIaMEHTUPYIOIIUMH TMOPSI0K OpraHHu3alud U
MPOBEAEHUS TEKYUIErO0 KOHTPOJS YCIIEBAEMOCTH M MPOMEKYTOUYHOM aTTeCTALlUU
cTyneHToB, oOydawommxca B ['YI'A asmstorcs: ycraB CIIOIY T'A, yueOHas
mporpaMMma II0 COOTBETCTBYIOLIEMY HAIpaBJICHUIO MOATOTOBKM MAarucTpoOB,
[Tomoxenne o OaUTBHO-PEHTHMHTOBON CHCTEME OIICHKM 3HAHWUW HW oOecredeHus
KauecTBa yueOHoro mnpouecca B ' YT'A.

Ha mepBoM 3aHsATHMW TpenomaBaTellb MOBOAUT JO CBEACHHS OOYJarOITHXCS
rpauK TEKYIIEeT0 KOHTPOJS OCBOCHUS IUCHIUILIMHBI M KPUTCPUU OICHKH 3HAHUU
MIPU TEKYIIEM KOHTPOJE YCIEBAEMOCTH, a TAKXKE CPOKH M YCIOBHUS MPOMEKYTOUHOU
aTTECTallAH.

DK3aMEeH SIBISIETCS 3aKIIOUUTENIbHBIM 3TAllOM M3YYEHUS JUCUUILIMHBI U UMEET
LEJbI0 TIPOBEPUTh U OLEHUTHh YPOBEHb MOJYYEHHBIX CTYJECHTAMHU 3HAHUUN, YMEHUE
MPUMEHATh HMX K PEHICHHUIO MPAKTUYECKHX 3a]ay, OBJAJEHUE MPAKTUYECKUMU
HaBBIKaMH B 00beMe TpeOOoBaHM 00pa30BaTEILHON MPOrPaMMbI Ha TPOMEKYTOUHOM
sTane GopMUPOBAHUS KOMITETCHIIUM.

3a4eT MPUHUMAETCS JIEKTOPOM, BEAYIIUM 3aHATHS B JAHHOW Tpymnme Mo
JAHHOW JUCLUILIAHE.

9.3. TeMbl KypCcOBBIX padoT (MPOEKTOB) MO JUCHMUILINHE
KypcoBsie paboThl HE PEIYCMOTPEHBI

9.4. KoHTpoJibHBIe BONPOCHI /IS NPOBeJEHHS BXOJAHOI0 KOHTPOJIA
OCTATOYHBIX 3HAHUH MO 00eCIeYHBAKIIUM JUCHHUILIHHAM

BxonHO# KOHTPOJIb HE MPOBOAUTCA

9.5. Iloka3aTenu, KPpUTEPUHU, ONMUCAHUE IKAJIbI OIl€HMBAHUSA.

IToka3zaTenu olleHUBaHUS Kpurepun ouennsanus

3HaTh: [lepeuncrienue, cpaBHEHUE METOIOB
- OCHOBHBIE TIyTM ¥ METOJIbI | peIIEHUs 3aJad B OO0JACTH CO3/IaHUS
pemieHus 3amad B 00JIaCTH  CO3JIaHUs | peKuMa nH(OPMAITMOHHON
pexuma MH(POPMAIIMOHHOM | 6€30MTaCHOCTH CUCTEM aBTOMATH3alMU
0€e30MacHOCTH CHCTEM aBTOMATHU3AlMM | BO3AYUIHOTO  TPAaHCIOPTa, OCHOBHBIX
BO3JIYIIIHOTO TPAHCIIOPTA; XapaKTEPUCTUK MPOrPAMMHBIX CPEACTB
- TpeOoBaHUs HOPMAaTHBHO- | 00eCIIeueHUsI 3alUThl HHOOPMALIUH.
paBoBOM 0a3bl B 001acTH oOecrevyeHUs AHanus, COMOCTAaBJICHUE
uH(OOPMAITMOHHONW  0€30MacHOCTH  Ha | TpeOOBaHUN HOPMATUBHO-TIPABOBOM Oa3bl
MPENPUITUAX TPaKIAHCKON aBUAIINM; B obyactu obecricueHUs
- OCHOBHBIE BO3MOXKHOCTH ¥ | HHGOpPMAIIMOHHON  0€30macHOCTH  Ha




XAPAKTCPUCTHUKHN IIPOTPAaMMHBIX CPCICTB
obOecreyeHus 3allIUThI I/IH(l)OpMaHI/II/I.

IPEANPUATUAX TPAXKIAHCKON aBUaIUH,
METOJIOB pElIeHHUs 3aJa4y B 00JacTH
CO3JaHusl  pexXumMa HHPOPMAIMOHHOM
0€e30MacCHOCTH CHCTEM aBTOMAaTH3alUU
BO3/IYIIIHOTO TPaHCHIOPTA.

YMers:

- OTPEIENATh «Yy3KHE» MECTa B CHUCTEME
obecrnieueHus uH(GOPMaIMOHHON
0e30MacHOCTH, W Npeajararb NyTH HUX
yCTpaHEHUS;

- IrPaMOTHO IKCIUTYaTHPOBATh
pOTpaMMHBIE cpeacTBa

nH(pOpMAIIMOHHOM 0€30MaCHOCTH.

CaMOCTOATENBHOCT, B OINpEACICHUH
y3KHX MECTa B CHCTEME OOeCredeHUs
nH(OPMAITMOHHON 0e30macHOCTH,
NPEUIOKCHHUH ITyTH UX YCTPaHCHUS.
[Ipodeccuonanbras  TPaMOTHOCTH B
AKCIUTyaTallil  MPOTPAMMHBIX  CPEICTB
nH(pOpPMAITMOHHOM 0€30MacHOCTH.

Bnanets:

- METOJMKON pa3pabOTKU U BHEAPEHUS
cucTeM MH(OPMALMOHHON OE€30MacCHOCTH
B CTPYKTYPHBIX NoJipa3AesICHUsIX
CHCTEMBI BO3AYIIHOTO TPAHCIIOPTA;

- MPOTPAMMHBIMHU CPEACTBAMH 3allUTHI
uH(popMauu npu pabore C
KOMIBIOTEPHBIMU CHUCTEMaMH, BKJIOYAsI
npUEMbI AHTUBUPYCHOM 3aIIUTHI.

Brnanenue weroaukod pa3pabOTKu U
BHEJPEHUSI CUCTEM HH(POPMAIMOHHOM
0€30MacCHOCTH B CTPYKTYPHBIX
NOJIPA3JIECICHUSAX CUCTEMBI BO3IYIIHOTO
TPAHCIIOPTA;

- MPOTPAaMMHBIMHU CPEJICTBAMH 3aLIUTHI
uH(popMauu npu pabore C
KOMITBIOTEPHBIMU CHCTEMaMH, BKJIIOYast
IpUEMBI AHTUBUPYCHOM 3aIUTHI.

OnucaHue mKajbl OLICHNBAHMUA .

3auer: cpaBHUBAET METOJNBI pENICHHUsS 3aja4 B OOJACTH CO3JaHUSI pexKuMa
nH(OPMAITMOHHON 0€301MaCHOCTH CHUCTEM aBTOMATHU3AIlMU BO3YIIHOTO TPAHCIIOPTA,

OCHOBHBIX  XapaKTEPUCTUK
uHdopMaIuu.

IIPOTPAMMHBIX

cpeAacTB  oOecrnedyeHus  3alluThl

AHaJIU3UPYET, COMOCTABIACT TPEOOBAHUS HOPMATUBHO-TIPAaBOBOM 0a3bl B

oOsactiu  oOecrieueHusd

MH(OPMAITMOHHOM
IpaKIaHCKOM aBHAIlMM, METOJAbl pEUIeHUs 3aJady B 00JIACTH CO3JaHMS

0€30MacHOCTH Ha  MPEANPUITHIX

pexuma

MH(OPMAIMOHHON O€30IIaCHOCTH CUCTEM aBTOMATU3AI[MU BO3AYIIHOTO TPAHCIIOPTA.

CaMOCTOATENBHO ~ OIpENENsIeT y3KUe

MecTa B CHCTEME 0O0ecIeyeHus

nH(pOpMaIIMOHHOM 0€30MaCHOCTH, TMpeAiaraeT MyTH UX YCTPAHCHUS.

[IpodeccuonanbHo  rpaMOTHO
uH(GOPMaIMOHHOHN 0€30MaCHOCTH.

AKCILTyaTUPYET

MporpaMMHbIE  CpEICTBa

Brnaneer meromukoil pa3pabOTKM W BHEIPEHUS CHUCTEM HH(DOPMAIMOHHOM
0€30IMaCHOCTU B CTPYKTYPHBIX MMOJIPA3/ICIICHUSIX CUCTEMbI BO3yIIIHOTO TPAHCIIOPTA;

- IIporpaMMHBIMH CPCACTBAMHU  3aIlIUTHI

undopmaruu  npu  pabore C

KOMIIBIOTCPHBIMH CHUCTCMAaMH, BKIIFOYasd HpI/IéMI)I aHTHBHPYCHOﬁ 3alIUTHhI.
He 3auer: MNEPCUHUCIIACT MCTOAbI pCHICHUSA 3a/1a4 B obmacTu CO3aaHuA PCKHUMaA

nH(OPMAITMOHHON 0€30I1TaCHOCTH CHUCTEM aBTOMATH3aIliU BO3IYIIHOTO TPAHCIIOPTA,
OCHOBHBIC  XapaKTEPUCTHKHA IMPOTPAMMHBIX  CpPEJICTB  OOECIECUYCHUS  3aIllUThI
uHpopMaiuu. CaMOCTOSITEIEHO HE OMPEIENsIeT Y3KHe MeCTa B CUCTEME 00eCTIeueHUs
nH(pOpMaIIMOHHOM 0€30MacHOCTH, HE TpeaiaraeT MyTH UX YCTPaHCHHUS.



He Brnageer meToaukoil pa3paOOTKH M BHEIPEHUS CUCTEM HWH(OPMALMOHHOU
0€30I1aCHOCTH B CTPYKTYPHBIX MOJPA3AEICHUSAX CUCTEMBI BO3IYIIHOTO TPAaHCIIOPTA,
IPOrpaMMHBIMM CPEICTBAMHU 3aIUThl MH(GOPMaALMU IpU paboTe ¢ KOMIBIOTEPHBIMU
CUCTEMaMH, BKJItOUasi MPUEMBI aHTUBUPYCHOM 3allIUTHI.

9.6. TunoBble KOHTPOJbHbIE 3aJaHMs Jsi TPOBeJEHUs] TeKYIIero
KOHTPOJISl M IPOMEKYTOYHOM aTTeCTAIMM 10 UTOraM 00yUYeHusl M0 JUCUUILIHHE
(Moay.Jir0)

1. latb onpenenenue noHsatuio «MHpopmarionHast 0€30MacHOCThY;

2. OOBACHUTH TIOHATHE TMPAKTUYECKOTO acmekra HH(POpPMaAIMOHHOM
6e3omacHocTH «J{OCTYITHOCTDY;

3. OOBSACHUTH TIOHATHE TMPAKTUYECKOTO acleKkTa HWH(POPMAIMOHHOM
oe3omacHocTH «LIenoCTHOCTEY;

4. OOBACHUTH TIOHSATHE TMPAKTUYECKOTO acmekra HH(POpPMaIMOHHOM
6e3onacHocTu «KoHGMUIEHITUATEHOCTDY;

5. 3akoHOAaTeNbHBIN YPOBEHb O0OecrieueHus: THPOPMaIMOHHOM 0€30MacHOCTH.
Urto 310 Takoe? UTo BXOAUT B 3TO noHATHE? [IpuMephl 3aKOHOIaTENbHBIX aKTOB;

6.  AIMUHHUCTPATUBHBI  ypOBEHb  oOecreyeHHss  WHOOPMAIMOHHOU
oe3onacHoctu. [lonstue «llonmutuka Oe30MacHOCTHY. YPOBHH JeTalU3aIllUU
aJIMUHUCTPATUBHOTO YPOBHS, UX COJICPKAHUE;

7. Tlporpamma Oe3omacHOCTH. EE€ CUHXpOHM3alUsl C >KU3HEHHBIM ILHUKJIOM
WH()OPMAITMOHHBIX CHCTEM;

8. IlponeaypHbiii ypoBeHb oOecrmedeHuss UHPOPMAIMOHHON O€30MaCHOCTH.
Yo 310 Takoe? Kiaccel Mep mpoLeaypHOro ypoBHH;

9. IlpouenypHslii ypoBeHb oOecrieueHuss MHGOPMAIMOHHONW OE€30MaCHOCTH.
YrpaBieHHUE TIEPCOHATIOM;

10. TlpoueaypHblii ypoBeHb oOecriedeHus: HHPOPMAIIMOHHON 0e30MacHOCTH.
dusnyeckas 3alura.

11. IlpouenypHsiii ypoBeHb obecrieueHus WHYOPMAIMOHHOW OE30MaCHOCTH.
[Tonnepsxanue paboTOCIIOCOOHOCTH;

12. TlpouenypHslii ypoBeHb obecrieueHus WH()OPMAITMOHHOW OE30MaCHOCTH.
PearupoBanue Ha HapyIIeHUs peKUMa O€30MaCHOCTH;

13. IlponeaypHblii ypoBeHb oOecrieueHus] HHGOPMAIIMOHHONW O€30ITaCHOCTH.
[TmanupoBaHre BOCCTAHOBUTEILHBIX PabOT;

13. IIporpaMMHO-TEXHMYECKHI ypOBEHb oOOecreyeHuss HHPOPMALUOHHOM
6e3onacHocTU. CepBUCH TPOrPAMMHO-TEXHUYECKOTO YPOBHS:

- uIeHTU(UKAIMA U ayTeHTU(PUKALINS;

- YIOpaBJI€HUE TOCTYTIOM;

- MPOTOKOJIMPOBAHUE U AYIUT;

- mudpoBaHue;

- KOHTPOJIb 1IEJTIOCTHOCTH;

- DKpaHUPOBAHUE;

- aHaJIMU3 3alUIIEHHOCTH,

- 00ecrnieueHne 0TKa30yCTOMYUBOCTH;
-o0ecreyeHre 6e301acHOro BOCCTAHOBJICHUS,



- TYHHEJIUPOBAHMUE;
- YIIpaBJICHHE.

14. «Kputepun 6€30MacHOCTH KOMIBIOTEPHBIX cUcTeM» (OpaH)keBas KHHTQ).
Takconomust TpedoBanuit. OOIIME MOHSATHS.

15. «Kpurepun 6€30MmacHOCTH KOMITbIOTEPHBIX cucTem» (OpaHkeBas KHUTA).
Takconomust TpedoBanuit. [lonstue «Ilonutrka 6€30MacHOCTUNH €€ MEXAaHU3MBI;

16. «Kpurepun 6€30MacHOCTH KOMIbIOTEPHBIX cucTem» (OpaHkeBas KHUTA).
Takconomus TpeOoBaHuil. [ToHsITHE CAYAUT» U €0 MEXAHU3MBI;

17. «Kpurepun 0€30MacHOCTH KOMIIBIOTEPHBIX cucTem» (OpaHkeBas KHUTA).
Takconomust tpeOoBanuid. [lonstue «KoppexktHocte» (I'apanTUpoBaHHOCTH) U €€
MEXaHU3MBI;

18. «Kpurepun 06€30MmMacHOCTH KOMIIBIOTEPHBIX cucTem» (OpaHxkeBas KHUTA).
Takconomust TpeboBanuid. [Tonsitue «/Joxkymentanus» u e€ conepkaHue;

19. Knaccudukanus yrpo3 uHQOpMaIMOHHOM 0€3011aCHOCTH;

20. DTanoHHast MOAENb B3aUMOACHCTBUS OTKPBITHIX cucTeM. HazHaueHue.

21. DrasnioHHas MOJIeNIb B3aMMOJICUCTBUS OTKPBITHIX cucteM. CTpyKTypa.

22. DTtajoHHAas MOJEIb B3aUMOJICUCTBUS OTKPBITBIX CHUCTEM. DYHKIUU
YPOBHEM.

23. DTanoHHas MOJENb B3aWMOJECUCTBUS OTKPBITHIX cucteM. [IpoxoxkaeHue
nakeToB yepe3 DMBOC mnipu nepenaye JaHHBIX.

24. KoMrineKkcHbI MexceTeBo skpad. Haznauenwue.

25. KoMmmiekcHbI MexkceTeBou 3kpaH. CocTas.

26. KOMIUIEKCHBIN MEXCETEBOM IKpaH. DKPaHUPYIOIUKA MapmpyTuszaTop. Ero
Ha3HAuYECHUE.

27. KOMIUIEKCHBI MEXKCETEBOM H3KpaH. DKPAHUPYIOWIMN MapLIpyTU3aTOP.
BrinonHsembie 3auTHBIE (YHKITUH.

28. KommiekcHbli MEXKCETEBOM HKpaH. ODKPAaHUPYIOLIUNA MapIIPyTH3ATOP.
JlOCTOMHCTBA U HEJIOCTATKH.

29. KoMmiuiekcHbIM MexceTeBoil skpaH. [IInr03 ceaHcoBOro ypoBHS.
Hasznauenue.

30. KowmmekcHbli  MexceTeBoM dkpaH. [IImr03 ceaHCOBOro  ypOBHA.
BrimonHsiembie 3auTHBIE (GYHKIIUU.

31. KommnekcHslil MexceTreBoil skpan. [1Into3 ceancoBoro ypoBHs. DyHKIuUs
o0OecrieueHus: BUPTYaJIbHOTO COSTMHECHUS.

32. KomruiekcHblil MmexcetreBou 3kpaH. [1lnro3 ceancoBoro yposns. [Ipouenypa
KBUTHPOBaHHMS CBsI3U 110 TipoTokoay TCP/IP.

33. KowmmiekcHbii MexcereBoM dkpad. [llnmro3 ceaHcoBOro  ypoBHS.
Tpancnsuus BHyTpeHHUX |P-aapecos.

34. KowmmiekcHbIi MexcereBoM dkpad. [llnmo3 ceaHcoBOro ypoBHS.
JloCTOMHCTBA U HEJIOCTATKH.

35. KommekcHblil MexcereBod »HkpaH. [Ilnro3 mnpukiagHOro ypoBHSL.
Ha3znauenue.

36. KommiekcHblii MexceTeBOM »skpaH. [I03 mNOpUKIagHOTO YpPOBHS.
Brimoasiembie 3amuTHbIE QYHKITUU.



37. KommekcHblil MexcereBod »HkpaH. [Ilnro3 mnpukiagHOro ypoBHSL.
[IporpammHbIe TOCPETHUKH.

38. KommiekcHblil MexcereBoi »skpaH. [Ilnro3 mnpukiagHOro ypoBHSL.
JIOCTOMHCTBA U HEJIOCTATKH.

39. BpenonocHoe nporpamMmmHoe obecrieuenne. Knaccudukamms (BUb).

40. BpenonocHoe mnporpaMMmHoe obOecrieueHre. KOMIBbIOTEpHbIE BUPYCHI.
Knaccudukarmus.

41. BpenonocHoe mnporpaMMHoe obOecreueHre. KOMIBIOTEpHBIE BUPYCHI.
DalIIOBBIN HEPE3EAEHTHBIN BUPYC.

42. BpenonocHoe mnporpaMMHOe oOecnieueHre. KoMmbrOTEpHBIE BHPYCHI.
DalIIOBBIN PE3EICHTHBIN BUPYC.

43. BpenonocHoe mnporpaMMHOe oOecriedueHrne. KOMIBIOTEpHBIE BUPYCHI.
byToBeblli BUpYC.

44. BpenonocHoe mnporpaMMmHoe obecrieueHrue. KoOMIBIOTEpHbIE BUPYCHI.
Makposupyc.

45. BpenoHocHoe mnporpamMmHoe obOecrnieueHue. TpOsSHCKHE MPOrpaMMBI.
CewmelicTBa TPOSIHCKUX TIPOTPaMM.

46. BpenonocHoe mnporpaMMmHoe obecrieueHre. KOMIBIOTEpHbIE BUPYCHI.
KOMITbIOTEpHBIE CETEBBIE YEPBH.

47. BpenoHocHoe mporpaMMHoOe obecriedyeHre. KoMIbIOTEpHbIE BHPYCHI.
OTnuYuTeNnbHbIE TPHU3HAKKA KOMIIBIOTEPHBIX BHPYCOB, TPOSHCKHX IPOTPAMM,
KOMITbIOTEPHBIX CETEBBIX YEPBEH.

48. BpenoHnocHoe mnporpaMMHoe oOecrniedeHue. Jlpyroe BpeaOHOCHOE
nporpammHoe ooecrnieuenue. [Ipumepsi.

49. CpenctBa OO0pbOBI C BPEJOHOCHBIM MPOTPAMMHBIM OOECIIEYEHUEM.
Bemonusiembie QyHKIINN.

50. CoBpeMEHHbIE aHTUBUPYCHBIE MTAKETHI.

I[IpumepHbIN NepevyeHb BONPOCOB /I 3a4eTa:
1. OO6mue moHsTHE MHGOPMAIMOHHON 0€30MacHOCTH KOMITBIOTEPHBIX

cucteM (MBKC). Ilpaktuueckue acniektel UBKC, ypoBuu o6ecneuenuss UBKC. (OK-
1, OK-8)

2. 3akoHonarenbHbli  ypoBeHb  obOecneuenus ~WUBKC.  OcHoBHbIE
3aKOHO/aTeIbHBIC aKThl U HOopMaTuBHBIE HOKyMeHTH. (OK-8, OK-22, I1K-1, T1K-18,
[1K-39, TIK-51)

3. AnmunuctpaTuBHbIi ypoBeHb obecnieuenus MBKC. Ero naznauenue u
coaepkanue. (OK-8, OK-22, I1K-1, ITIK-18, I1K-39, I1K-51)

4, [Iponienypubiii  ypoBenb ob6ecnedenus HWMBKC. Ero HasHaueHue wu
comepkanue. (OK-8, OK-22, I1IK-1, ITIK-18, I1K-39, I1K-51)

S. [Iporpammuo-Texunyeckuid  ypoBeHb obecneuennss WBKC. Ero
HasHadyeHue u cogepkanue. (OK-8, OK-22, I1K-1, T1K-18, I1K-39, I1K-51)

6. Takconomusi  kpuTepueB  WHGOPMAIMOHHOW  OE30MACHOCTH 10

«OpanxeBont kaure». Coaepsxkanne nousatus «[IOJIMTUKA BE3OITACHOCTW», u
mexanu3Mmbl ee peanuzarun. (OK-8, TTK-18, TTK-45)



7. Takconomusi  KpuTepueB  HHPOPMAIIMOHHOM  OE30MACHOCTH  TIO
«OpamxeBort  kHure». Mexanusmel  «I[IPOU3BOJIBHOE  VIIPABJIEHUE
JOCTYIIOM», u «ITIOBTOPHOE NCTIOJIb30OBAHUE OB BEKTOBY. (OK-8, ITK-
18, TIK-45

8. Takconomusi  kpuTepueB  UHGOPMAIMOHHONW  O€30MaCHOCTH  TIO
«OpamxeBort  kHure». Mexannmambl  «METKW  BE3OIIACHOCTU», wu
«HOPMATHUBHOE VIIPABJIEHUE JOCTVYIIOM». (OK-8, T1K-18, ITK-45

9. Takconomusi  KpuTepueB  HHPOPMAIIMOHHOM  OE30MACHOCTH IO
«OpanxeBoit kHure». Copepxanue noHsatus «AYJIUT», m mMexaHusmsl ero
peanuzamuu. (OK-8, T1K-18, T1K-45

10. Takconomusi  KputepueB HHDOPMALMOHHOW  OE30MACHOCTH  TIO
«OpanxeBort knurey. Coxpepxanue nouarus «KOPPEKTHOCTDB», u mexaHU3MbI
ero peanuzamuu. (OK-8, I1K-18, I1K-45

11. Takconomusi KpuTepueB UHGMOPMAIMOHHOW  OE30MACHOCTH IO
«Opamxeont kaurey. Conepxxanue nousatus « JOKYMEHTALIUA». (OK-8, T1K-18,
[1K-45

12.  Awnanu3 yrpo3 MHGOPMAIMOHHBIM KOMIIBIOTEPHBIM cucTeMaM. Bujbl
noreHuanbHbIX yrpo3. (OK-1, OK-11, TIK-1, I[TIK-39, TTK-51)

13. IIpoTtuBojelCcTBHE MEXKCETEBOMY HECAHKIIMOHHUPOBAHHOMY JIOCTYILY.
OTajoHHas MOJIeTh B3aMMOJICUCTBUS OTKPBITHIX cucTeM. HasHaueHuwe, MpUHIUI
¢ynkrmonnpoBanus. (OK-8, OK-11, OK-22, T1K-39, [1K-41, ITK-45)

14. TlpoTuBOAEUCTBHE MEKCETEBOMY HECAHKIIMOHUPOBAHHOMY JOCTYILY.
KommiekcHbiit MexkceTeBoit akpan. Cocrta, Ha3HaueHue. (OK-8, OK-11, OK-22, ITK-
39, TIK-41, I1K-45)

15. TIpoTuBOIEUCTBHE MEKCETEBOMY HECAHKIIMOHUPOBAHHOMY JOCTYITY.
OkpaHupyroudi  mapuipytuzatop.  Ha3zHauenuwe,  BbIOJNHSEMblE  (PYHKIUH,
nocrouHcTBa u HepoctaTku. (OK-8, OK-11, OK-22, I1K-39, [1K-41, T1K-45)

16. IIpoTtuBomelcTBHE MEXKCETEBOMY HECAHKIIMOHHUPOBAHHOMY JIOCTYILY.
[Inro3 ceancoBoro ypoBHs. Ha3znaueHue, BBINOMHSIEMbIE (DYHKIIMH, TOCTOUHCTBA U
unepocratku. (OK-8, OK-11, OK-22, I1K-39, ITK-41, T1K-45)

17. IlpoTtuBomelcCTBHE MEKCETEBOMY HECAHKIIMOHUPOBAHHOMY JOCTYILY.
[Ipukmannori mumro3. HasnaueHue, BBITIOMHSAEMBIC (YHKIMH, JOCTOMHCTBA H
umepocrtatku. (OK-8, OK-11, OK-22, I1K-39, IT1K-41, T1K-45)

18. BpemoHocHoe TmporpaMMHOE OOECIICYCHHUE; BHIBI, OTIWYUTCIIHHBIC
ocooennoctu. (OK-8, OK-11, I1K-18, T1K-39, I1K-45)

19. KowmmbroTepHbie BUpychl. Mexanusm pacnpoctpanenus. (OK-8, OK-11,
[TK-18, T1K-39, T[1K-45)

20. KowmmbiotepHble BUpychl. DailnoBbiii HepesuneHTHBIM Bupyc. (OK-8,
OK-11, I1K-18, T1K-39, TTK-45)

21. Kowmmbrorepnsie Bupycol. DaiinoBeiii pesugaeHTHbii Bupyc. (OK-8, OK-
11, TIK-18, ITK-39, I1K-45)

22. Kowmmbrorepnsie Bupycsl. byrossiit Bupyc. (OK-8, OK-11, T1K-18, TTK-
39, I[IK-45)

23. Kowmmbrorepnasie Bupychsl. Ocobennoctu makpoBupycoB. (OK-8, OK-11,
[1K-18, I1K-39, I[1K-45)



24.  Tposackue mporpammbl. (OK-8, OK-11, ITK-18, TTK-39, I1K-45)

25.  Ceressoie ueppu. (OK-8, OK-11, ITK-18, T1K-39, T1K-45)

26. JIpyroe BpemoHnocHoe mnporpammuoe obecrneuenue. (OK-8, OK-11, ITK-
18, [IK-39, T1K-45)

27. CpenctBa O0pbObl C BpPEIOHOCHBIM TMPOTPAMMHBIM OOECHIEYEHUEM.
Knaccudukanus. (OK-8, OK-11, TTK-18, I1K-39, I1K-45)

10. Mertoanuyeckue peKOMeHAANUH AJsi OO0YyYAIOIIMXCHA IO OCBOEHHIO
AUCHUIIMHBI (MOIYJIs1)

[Ipy mnpoBeneHMHM BCEeX BHUAOB 3aHATUH OCHOBHOE BHHUMAHHE YACISTH
pPacCCMOTPEHUIO  NPUHUMIOB  (OPMHUPOBAHUS  CHUCTEMBl  MH(POPMALMOHHOMN
0€301acHOCTH Ha MPEINpUITUIX U B OpraHU3alUsaX I'pa)JIaHCKOW aBualuu, paborte
[I0 aHaJU3y MOTEHUHAJIBHBIX YIpo3, a TAaKK€ NPUMEHEHHIO M3y4aeMOro Marepuaa
Ha MPaKTHKE.

Teopetnueckass MOAroTOBKa CTYJAEHTOB MO JUCIHUIUIMHE OOecredrBaeTCs Ha
aexuusax. Ha neknusx o0yyaeMbIM JarOTCS CUCTEMATU3UPOBAHHBIE OCHOBBI 3HAHUMN
10 COCTOSIHUIO U OCHOBHBIM ITpo0sieMaM HH(OPMaLIMOHHON O€301MaCHOCTH.

Teopernyeckne  IMOJNIOKEHUS,  M3JAaraéMble B JIEKIMSIX  JOJDKHBI
WUTIOCTPUPOBATHCS IPUMEPAMH UX MPAKTUYECKOW pean3alui B MHPOPMALIMOHHBIX
CUCTEMaX M CpeacTBax obecnedeHus 3amuThl uHbopmaruu. s obneryeHus
BOCIIPUSTHUSL CTYJEHTOM CIIOKHOTO M Pa3HOOOpPA3HOro Marepuajia pEeKOMEHIYEeTCs
M3yYeHUE HOBBIX PA3/AEIIOB Kypca HA4YMHATh C KPATKOrO BBEIEHUSA, B KOTOPOM
YCTaHABJIMBAETCS CBS3b C MPEABIIYIIMMH U CMEXKHBIMU JUCUHUIUIMHAMHU Y4€OHOTO
IJiaHa, 1 PeKOMEH/I0BATh KOHKPETHYIO y4eOHYI0 nuTepatrypy. Upe3Bbl4ailHO Ba)kKHO
HAay4YNUTh CTYyACHTa NPHUMEHATh IOJy4aeMble 3HAHUS K PELICHUIO IPAKTHYECKHUX
3agad. Jljig 3Toro MOryT ObITh pa3paboTaHbl ClieUaIbHbBIC 3aJJaHHsl C PEIICHUsIMHU, IO
KOTOPBIM M OPraHU3yeTCs CaMOCTOSITeNIbHAs padoTa CTY/IEHTOB B TEUEHUE CEMECTpa.
Ha camocTtosiTenbHOEe M3y4eHHE BBIHOCSTCS Haubosee MpoCThie BOIPOCHl H3y4aeMbIX
TeM. (CaMOCTOATENPHOE  W3Y4YEHUE  IIO3BOJSIET IPUBUTH  HABBIK  ITOMCKA
MHTEPECYIOIINX BOIIPOCOB B UCTOYHHUKAX, B TOM YHCJIE U JOMOJIHUTEIIbHBIX.

[IpoBeneHNE MPAKTUYECKUX 3AHITHI OCYIIECTBIISIETCA IOCIIE NMPOYTEHUS Ha
JEKUHSIX COOTBETCTBYIOIIETO TEOPETUYECKOr0 Marepuaina, M CIYXXHUT CpPelICTBOM
3aKpeMJICHUsT TOJYYEHHbIX 3HAaHUW U (HOPMHUPOBAHMS HABBIKOB W yMEHUH
HUCCIIeI0OBaHUH.

[IpakTuueckue 3aHATUS TPHU3BAHBI OOECIEUUTh TOJYUYEHHUE CTYIECHTAMHU
MPAKTUYECKUX HABBIKOB U YMEHHM 1O MPUMEHEHHUIO MOJTYyYEHHBIX 3HAHU.

Bce Buabl y4eOHBIX 3aHSATUNA TPOBOJSATCS C AKTUBHBIM HCIOJIb30BAHUEM
TEXHUYECKUX CPEACTB 00YUCHHS U UMEIOUINXCS B HATMYUHU 00pas3IioB.

W3ydyeHne AUCUMILIMHBI MOCTPOEHO TaKuM 00pa3oM, 4TOObI 00ecredrBaIoCch
HauWiyyllee YyCBOEHHME MaTtepuana. Jlns akTWBU3aUW{, WHIWBHIyaIH3alud U
UHTCHCU(DUKAIIMN HM3y4yeHUs IUCIHMIUIMHBI B TEUEHUE BCEro mepuoia OO0ydeHUs
IpenoiaraeTcsa MPOBOAUTh KPAaTKOCPOUHBIE MHCbMEHHBIE KOHTPOJbHBIE PaOOTHI
(JieTy4ykH) nepe1 Ha4yajaoM JICKIHUA U MPAKTUYECKUX 3aHATHIA.



Texymmii KOHTPOJIb yCTIEBAEMOCTH CTYJCHTOB HEOOXOIMMO OCYIIECTBISATH
CUCTEMATHUYECKU: Ha JIEKUMSIX, MPU TMOJATOTOBKE M NPOBEACHUU MPAKTUYECKUX
3ansaTuil. Kpome Toro, ciemyer mNpoBOJIUTh PYOEKHBIM KOHTPOJIb YCBOCHUS
TEOPETUYECKOr0 Marepuajga 1o Hauboyiee CIO0XHBIM pasfiejaM IporpaMMbl
JVCHUTIAHBI.

NTOroBeIil KOHTPOJIb 3HAHWN CTYAEHTOB MO pa3lejaM U TeMaM JIHUCIUILUINHBI
MIPOBOJIMTCS B BUJIE 3a4ETA.

[Ipenonasarenb JTUACLUTIIIAHBI MMEET MpaBo Ha HEKOTOPbIE
HENPUHIUNHUAIBHBIE OTCTYIUICHUSI OT COJAEPKAaHWUSI NPOrpaMMbl B HAy4YHBIX U
ME€IAarOTMYECKUX LEIAX.



Pabouyas mnporpaMmma OHCUMIUIMHEI COCTaBI€HA B COOTBETCTBHH C
TpeboBanusivu  ®I'OC  BIIO 1o HampaBneHuro moaroToBku 161000
AdpoHaBUrauus (KBaTHQUKaLKs (CTEMEHb) «MaTHCTDY).
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