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1 Ilesn ocBOeHMSI AUCIHUTIMHBI

[lenapto ocBOoeHUS AUCHUIUIMHBI «be30MacHOCTh MHOOPMAIMOHHBIX CHCTEM)
aBigeTcss  (OpPMUpPOBAHME y  CTYIAEHTOB CHUCTEMbl 3HAaHUW B  oOsactu
nH(OPMAITMOHHONW 0€30MacHOCTH KOMIBIOTEPHBIX CHUCTEM U TMPUMEHEHHS] Ha
MPAKTUKE CPEJCTB 3aIIUTh HHPOPMAIIUH.

[ToBbiieHHe 6E30IAaCHOCTH B TPAHCIOPTHBIX CHCTEMax Bceria ObLIO OAHON U3
BaXHCHINNX 3aa4. AKTYaJbHO 3TO U JUIS CHCTEMBI BO3AYIIHOTO TPAHCIIOPTa, YTO
TIOJITBEPIKIACTCS PA3BUTHEM COOBITHI B TTOCIICAHEE BpEMSI.

HanpagiieHus1, 10 KOTOPBIM IMPOBOJUTCS INITAaHOMEpHAas padoTa IO MOBBIIICHUIO
YpOBHS aBHAIIMOHHOW OE30MMaCHOCTH, OXBATBIBAIOT OTPOMHBIM KPYr BOIPOCOB — OT
COBEpPIIICHCTBOBAHUS IPABOBOM W HOPMATHBHOW 0a3bl, 0 KOHKPETHBIX MEpP, B TOM
YHCJIC COBEPIICHCTBOBAHUEC WH(MOPMAITMOHHON TOIICPKKA CHCTEMbI M BHEIPCHUS
COBPEMEHHBIX TEXHUYECKHUX CPEICTB.

B 3amauy JDUCHUILIMHBI BXOJUT TO3HAKOMHUTH CTYIACHTOB C COBPEMECHHBIM
COCTOSSHHEM  OOecIleueHUsT  pa3jIMYHBIX  HalpaBJICHWH  WHOOPMAIMOHHON
0€30IIaCHOCTH.

3agayamMu OCBOEHUS TUCLMIUIMHBI (MOYJISI) SIBJSFOTCSI:

- OCBOEHHE 0a30BOM TEPMUHOJIOTUH, UCIIOJB3YIOLIEHCS B cepe odecreueHus
uH(OPMAITMOHHON O€30MaCHOCTH;

- OCBOCHHE HOPMATHBHO-TIPABOBOM 0a3bl MO OOecnedeHH0 WHGOPMAIMOHHON
0e301acHOCTH;

- (hopMHpOBaHUE 3HAHUN O CTPYKTYpPE M OCHOBHBIX TPEOOBAaHUSAX CTAaHIAPTOB, B
chepe nHPpopMaIMOHHOM O€30MaCHOCTH;

- (opmMupoBaHmue mpeACTaBICHUN O MexaHW3MaX (HOPMHUPOBAHMS TOTUTHKA
MH(OPMAITMOHHOW O€30MaCHOCTH.

JucrumimHa  oOecrieynBaeT IMOATOTOBKY  BBITYCKHMKA K  TPaMOTHOMY
UCITIOJIb30BAHUIO 3aIUTHBIX MEXaHU3MOB 00ecreunBaroImnx 3aIUTy
UH(OPMAITMOHHBIX PECYPCOB B HHPOPMAIIMOHHBIX CHUCTEMAX.

2. Mecto nucunmiuabl B ctpykrype OIIOII BO

Jannast ydyeOHasi AMCLUMIIMHA OTHOCHUTCS K OOIEHAyYHBIM JIHUCUUIUIMHAM U
TpeOyeT OT CTyAEHTOB 3HaHMW MO JUCHMIIMHAM  MaTeMaTUYecKOro U
€CTECTBEHHOHAYYHOTO IHMKJIa B 00bEME, ONpenessieMOM COOTBETCTBYIOLIMMU
porpaMmamu.

JlaHHas IMCUMIUIMHA TO3BOJISIET CTYAEHTY O0OOIIMTH pa3HOOOpa3HbIE 3HAHMS,
MOJIy4eHHbIE B  TMpOIEcCCe M3YYEeHHUs] JUCHUIUIMH  NPOPECCUOHAIBHOTO U
€CTECTBEHHOHAYYHOT'O LIMKJIOB, U UCIOJb30BaTh UX JJI1 OPTAHU3ALMU U MIPOBEICHHUS
paboT MO CO3AaHMI0 HEOOXOJUMBIX YCIOBHUHM, HaIllpaBIEHHBIX Ha (HOPMHUPOBAHUE
3aJJaHHOW MOJIMTUKU HH(DOPMALMOHHOW 0€30MacHOCTH Ha MPEANPUATUSX CHCTEMBI
BO3IyIIIHOI'O TPAHCIOPTA.

JucnunnnHa «be3omacHOCTh HHPOPMAIIMOHHBIX CHCTEMY» TPEACTABISIET COO0H
JTUCLUIUIMHY MO0 BBIOOPY BapMATUBHON YacTH OOILEHAYYHOTO LIUKJIA AUCLIUTLINH.



I[I/ICHI/IHJII/IHa «be3onacHocTh HH(lJOpMaHI/IOHHBIX CUCTCM» HU3YydacTCsI BO BTOPOM
CCMCCTpPE H 633preTC$I Ha 3HAHUAX, IIOJYYCHHBIX CTYACHTAMU IIpU HN3YUCHHUU

COOTBETCTBYIOIIMX  JUCHUUIUIMH  TIpU
OakanaBpuara.
JlucnuninHa «be3ornacHoCcTh

UH(OPMAIIMOHHBIX

IMOJTYy4YCHHNHA O6p330BaHI/I$I B paMKax

CHUCTCM» ABIIACTCS

06CCHCHHB3IOHICﬁ JJIA HpCI[,ZIHHJIOMHOﬁ IMPAKTUKHU U JUIIJIOMHOT'O ITPOCKTHUPOBAHUAI.

3 Komnerennuu ody4arouierocs,
AUCHUIUIMHBI (MOIYJIs1)

[Ipouiecc OCBOCHMSI JTHCUUILIAHBI
CHEAYIOIINX KOMITIETEHIIHM:

¢popmMupyembie B pe3yabTrare OCBOEHUS

(Momyns) HampaBieH Ha (QopMHUpOBaHUE

Ilepeuens u KOz
KOMIIETCHIIUH

[lepedennb MmIaHUPYEMBIX PE3yJIbTATOB
O0Oy4YeHHMsI IO JUCITUTUIMHE

- CIOCOOHOCTH COBEPIICHCTBOBATh U
pa3BUBaTh CBOM HWHTEUICKTYaJbHBIN U
001IeKyIbTYpHBIN ypoBeHb (OK-1);

- BJaJCHWC HaBBIKAMH (HOpMaTH3aIuu

npoOJiem, TOJIKOBAHUS u
KpUTEPUATILHOU OLICHKU
npo¢eCCUOHATIBHBIX CUTYyalluH,

NPUHATUS W pealn3alliid pPelieHUud B
conuoTexHuueckux cucremax (OK-8);

- CHOCOOHOCTH  KJacCU(UIIUPOBATH,
ompeneNnsaTh  (QYHKIIMH U LeIu
noseaenus cuctem (OK-11);

- CIIOCOOHOCTh OCO3HABATh, KPUTHYECKHU
OIICHMBATh ¥ aHAJIU3MPOBATh BKJIAJ
CBOECH MpeaMeTHON 00J1acTH B pelICHUU
HKOJIOTHYECKUX TMpobieM u mpobiem
oe3omacunoctu (OK-22);

- CHOCOOHOCTh M TOTOBHOCTh K
MOATOTOBKE JAHHBIX JJIS  TIPUHSITHS
pelIeHuin IIpH YIIpaBICHUU
TPaHCTIOPTHBIMHU CUCTEMaMU B
pasnuunbix yeaopusx (ITK-1);

- CIIOCOOHOCTD U TOTOBHOCTD
paccUnTHIBATh W OLICHWBATH YCJIOBHS U
IIOCJIEACTBUS (B TOM YHCIIE
HKOHOMHYECKUE) IPUHIMAEMBIX

OpPraHU3aIMOHHO-YIIPABICHYECKUX
pemenwnii (ITK-18);

- yMEHHE HAaxOIHUTh
MEKIY  PasIdYHBIMU

KOMITPOMHMCC
TpeOOBAHUSIMU

3HAaTh:

- OCHOBHBIE TIIYTH U  METOJBI
peiieHuss 3a7ad B 00JIACTH CO3/aHUsA
pexuMa HHGOPMAITMOHHON O€30MaCHOCTH
CUCTEM aBTOMATH3allMd  BO3AYIIHOTO
TPAHCIIOPTA;

- TpeOOBaHHUS HOPMAaTHBHO-
npaBoBOi 0a3pl B 00JIacTH oOecredeHust
MH(QOpPMAIIMOHHOKW  0€30IacHOCTH  Ha
MPEANPUATUIX TPAXKIAHCKON aBUAIINY;

- OCHOBHbIE  BO3MOXHOCTH U
XapaKTEPUCTUKH MPOTPaMMHBIX CpPEICTB
o0ecrniedyeHus 3auuTbl THPOpMaIUH.

YMers:
- ONpENEATh «y3KHE» MECTa B CHCTEME
oOecrieueHus MH(pOpMaTMOHHON

0e30macHOCTH, W Mpeajaratb MyTH HX
yCTpaHEHUS;

- IpPaMOTHO IKCIUTYaTHPOBAThH
pOrpaMMHBIE CpeacTBa
nH(pOopMaIIMOHHOM 0€30MaCHOCTH;

Bnanets:

- METOAMKOW pa3pabOTKW U BHEIPECHUS
cucteM MHGOPMAIMOHHON 0e30macHOCTU
B CTPYKTYPHBIX NoJIpa3esIeHusX
CUCTEMBI BO3AYIIHOTO TPAHCIIOPTA;

- TPOTPaMMHBIMH CPEACTBAMH 3alllUThI
uHdopManuu npu pabore C




[lepeuensb u ko [lepedeHnb MIaHUPYEMBIX pPe3yJIbTATOB
KOMITETEHIIUH O0Oy4eHHMsI IO JUCIUIUIMHE

(CTOUMOCTBIO, Ka4eCTBOM, | KOMITBIOTEPHBIMH CHUCTEMaMH, BKIIIOYAS
0€30IMacHOCThIO u CPOKaMH | TPUEMBI aHTUBUPYCHOH 3aIUTHI.
VCIIOJTHEHUS) KaK TPU JIOJITOCPOYHOM,
TaK u npu KPaTKOCPOYHOM
TUTAHUPOBAHHH, u NPUHUMATD
panmonanbsHble perrenus (I1K-39);

-  YMCHHEM  OpraHHM30BHIBATH W
NPOBOJIUTh MAapKETHHT, pa3padaThiBaTh

OM3HEC-TUTaHbI peanuzanuu
NEePCIEKTUBHBIX u
KOHKYPEHTOCIIOCOOHBIX pabOT U YCIyT
(IK-41);

- CHOCOOHOCTh OpraHU30BBIBaTh U
COBEpPIIICHCTBOBATh CHUCTEMBbI yueTa M
nokymenrooboporta (ITK-45);

- CIOCOOHOCTh OpPraHU30BHIBATH U

OCYUIECTBIISITh pa3paboTKy
METOUIECKIX u HOPMATHUBHBIX
JTIOKYMEHTOB, TEXHUUYECKOH

JOKYMEHTAIMH, a TaKKe MNPEIIOKEHUN
U MEpPONPUATHA IO  IOBBIIICHHUIO

3 PeKTUBHOCTH AKCILUTyaTaluu
BO3MIYIIHBIX  CYJIOB U  OOBEKTOB
aBUAILIMOHHOM UH(DPACTPYKTYPHI,

oOecrieueHnt0 0e30MaCHOCTH TIOJIETOB
BO3JYIIHBIX CYJOB M 0€30MacHOCTH
UCITOJIB30BaHUS BO3/yIITHOTO
MPOCTPAHCTBA, o0ecIeueHuto
aBUALIMOHHOM 0€30MacHOCTH M KayeCcTBa
pabot u yciyr (ITK-51);

4 O0beM AUCHUILTHHBI (MOIYJIS1) M BUABI Y4eOHOH padoThl

OO0mast Tpy10€MKOCTb JUCITUTUIHHBI (MOIYIIS) COCTABISAET 2 3a4ETHBIX €AMHHUITBI
72 akaIleMHUYECKHX Yaca.

HaumenoBanue Beero Kype
JacoB 1
OO6m1ast TPy T0€MKOCTh JUCITUTIIINHBI 12 12
KonrakTtHas pabota 8,3 8,3
JICKIIHH, 4 4
MIPAKTUYECKUE 3aHATHUS, 4 4




CCMUHAPBLI,

nabopaTopHbie PabOTHI,

KYpCOBOM MPOEKT (paboTa)

JIPYTUe BUABI ayAUTOPHBIX 3AHITUH.

CamocrosiTenpHas paboTa CTyeHTa 95 95
KoHTpoJibHBIE pabOTHI
B TOM YHCJIe KOHTaKTHAas paboTa
[TpomexxyTouHast aTTeCTaIUs 9 9
KOHTaKTHas paboTa 0,3 0,3
caMOCTOsATeNIbHAs padoTa MO TOJATOTOBKE K 8.7 8.7
(3au€Ty, DOK3aMEHy) HeoOX00UMO  yKa3amo Jauer 3aver

KOHKDEMHbIU 8UO NPOMENHCYMOYHOU ammecmayuu




5 Coaep:xanue TUCHUIIUHBI (MOIYJIs1)

5.1 CooTHeceHusi TeM (pa3aesioB) TUCHUILIHHBI (MOIYJIs1) U GOPMUPYEMBIX KOMIIETEeHIIHIA

— | © | o |+ | wl 49 |06pa3osare-
KOJMYECTBO | & | R | | N | T || & | |F| 0 p OLCHOYHBIE
TEMBI, PA3JIEJIbI JUCIUTLIAHBI YACOB Y|y v ¥l Yyl |y v JIBHBIC epencTRa
©ClC|o|o|F|E|E|E |E E| rexnonoruu | P
Tewma 1. 3agauu o oOeCreYeHHUIO
nH(OPMAITMOHHON O€30MTaCHOCTH 6 + | + CPC
KOMITBIOTEPHBIX CHCTEM
Tema 2. YpoBHH OVGCCHGHGHI/IH 7 + P P I + | 11, cPC
HNudopmanmonHoi 6€301macHOCTH
Tewma 3. AHanu3 yrpo3 uH(pOpMamoOHHOU 7 + + + + + | cpe
0€30MacHOCTH.
Tema .4. TakcOHOMUSI KPUTEPUEB
T KPITED 14 + ¥ +| |ILm3,cPC| VY

nHGOPMAITMOHHON O€30MaCHOCTH.
Tewma 5. 3ammra UHPOPMAITMOHHBIX CUCTEM 1. 113

TB HOCHOT'O ITPOTPAMMHOT 15 + |+ |+ + |+ |+ o Y
OT BPEIOHOCHOTI'O ITPOTp oro JIIT3, CPC
obecrieueHus
Tema 6. MexcereBoe dJKpaHUPOBaHUE 14 + |+ + |+ + NJI1, UI13, v

CPC

[TpomexyTouHas arrecTanus 9
HUTOro 1o JUCHUILIMHE 12 3auer

Coxkpamenusi: JI — nexkuusi, WUJI - uatepaktuHas aekuus, [13- npaktuueckue 3ansatusa, U3 — nHTepakTUBHOE MPAKTUYECKOE

3ansitue, CPC — camocrosTenbHas padbora cryaenta, BK — BXogHON KOHTpOb, Y — YCTHBIN OIpOC.



5.2 Tembl (pa3aenbl) TUCHUNIMHBI U BU/IbI 3aHATHH

HaunmenoBanue pazaena nucuumuael | JI | W | TI3 | UII3 | CPC E);sgg
Tema 1. 3amaun mo oOecieYeHUIO
nH()OpMaIIMOHHOM 0€30MacHOCTH 6 6
KOMIIBIOTEPHBIX CUCTEM
Tema 2. YpoBHU oOecrieueHUst 1 5 7
HNudopmanmonHoi 6€30macHOCTH
Tema 3. Ananu3 yrpo3 v v
nH()OpPMaIIMOHHOM 0€30MacHOCTH.
Tema .4. TakCOHOMUST KPUTEPHEB 1 1 12 14
nH(OpMaIIMOHHOM 6€30IaCHOCTH.
Tema 5. 3ammra nHGOPMAITMOHHBIX
CUCTEM OT BPEJIOHOCHOTO 1 1 1 12 15
MIPOTPaMMHOT0 00eCTICUeHUS
Tema 6. MexceTeBoe SJKpaHUPOBaHUE 1 1 12 14
Htoro: | 2 2 2 2 55 63
[TPOMEXYTOUHAS ATTECTALUS: 9
BCET0 1O AUCHATUIAHE: 72

5.3 Conep:xanue TUCIHUNIMHBI

Tema 1. 3agaum mno oOecnmeyeHHI0 HHPOPMANUOHHOH 0€30MACHOCTH
KOMIIBIOTEPHBIX CHCTEM

3HadueHne HHPOPMAIMOHHOW O€30MACHOCTH KOMITBIOTEPHBIX CHCTEM IS
CTaOMJILHOTO  (PYHKIIMOHUPOBAHUSI ~TPENNPUSATAN U OpPraHu3aluidi  CHUCTEMBbI
BO3JIYIITHOTO TpaHCIOpTAa. Onpenenenue MOHSTHUS «H(pOPMAIMOHHAS
0€30MacHOCThY, MPAKTUUECKHE aCTIEKThl TH()OPMAIIMOHHON 0€30MacHOCTH.

Tema 2. Tema 2. YpoBHu oOecnieuennst UnpopmanuoHHoi 0e30macHOCTH

3aKOHOJIATEIbHBIN, aJAMHUHUCTPATUBHBINA, MPOLEAYPHBIA M IPOrpaMMHO-
TEXHUYECKUH YpOBHM oOecrieueHuss HHPopMauuoHHOW Oe3omacHocTu. IlomuTuka
UH(OPMAITMOHHOW O€301aCHOCTH MPEIIPUITHS.

Tema 3. Ananan3 yrpo3 uHGpopManoHHO 0€30M1aCHOCTH.
Knaccudukamms wu  aHanuz  yrpo3  uH(oOpMmanumoHHOW  0€30mMacHOCTH
KOMITbIOTEpHBIX cucTteM. OleHKa yrpo3 HHGOPMAIIMOHHON 6€30MacHOCTH.

Tema 4. TakcoHOMUSI KpUTEPHEB HH(POPMALMOHHOMH 0€30I1aCHOCTH

Cragmaptel mo uH(pOpMAIMOHHON Oe3omacHOCTH. «OpaHXKeBas KHHTa», €€
3HAUYCHUE U coJAcpkaHue. MexXxaHu3Mbl CO3JaHUS U TIOJJEp/KAHUS HAIACKHOU
BBIYMCIIUTEILHOM 0a3bl.




Tema S. 3amura WHPOPMALMOHHBIX CHCTEM OT BPEJOHOCHOIO
NMPOrpPaMMHOI0 odecrevyeHmst

Knaccudukanus BpeqoHOCHOro mporpaMmHoro otecnedeHus. KomnbroTepHble
BUPYCBI, TPOSIHCKHE IPOrPAMMBI, CETEBBIE KOMIIBIOTEPHBIE YEPBHU, M JPYyroe
BpPEIOHOCHOE MporpammHoe obecrieuenue. Kiaccudukanus cpencts O60opbObl €
BPEIOHOCHBIM MPOrPaMMHBIM 00€CIICUEHHUEM.

Tema 6. MekceTreBoe IKpaHUPOBaHUE

OTanoHHas MOJENIb B3aUMOJCHCTBUS OTKPBITBIX CHCTEM: €€ Ha3HAY€HUe u
¢ynkiuonupoBanne. KOMIUIEKCHBIH MEXKCETEBOM HKpaH, COCTaB, Ha3HAuYCHHUE
COCTABJISIOIIUX JIEMEHTOB.

5.4 llpakTNyecKue 3aHATHS

Homep Temsl . Tpyno-
N — TemaTnka MPaKTUUECKUX 3aHITHHA CMKOCTE
(MoJty1is) (cemunapos) (dachl)
4 [13 Ne 1. TakcoHomwusi KpuTepueB HHPOPMAIMOHHOM 1
0€30MacHOCTH
5 [13 Ne 2. 3ammra HHPOPMALMOHHBIX CHCTEM OT 2
BpPEJIOHOCHOTO MTPOTPAMMHOT0 00eCTIeUeHUS
6 13 Ne 3. MexceTeBoe SKpaHUPOBAHUE 1
HToro no qucuuruinHe 4
5.5 JlaGopaTopHbIii NPAKTHKYM
JlabopaTopHBIi MPAKTHUKYM YY4EOHBIM IJIAHOM HE TIPETyCMOTPEH.
5.6. CamocTosiTesibHasi padoTa
No
pasicra, Buael camocTosiTennbHOM paboThI Tpynoemxocrr,
TEMBI (4acni)
JUCITUTUTHHBI
1 CaMOCTOSITENIbHOE  OBJIAJICHUE  CTyAEHTaMH 5
Mmatepraia TeMbl. [4]
5 CaMOCTOSITEJIbHOE  OBJIAJICHUE  CTyACHTaMH 5
MaTepuaia TeMsl [2, 5]
CaMOCTOSITEJIbHOE  OBJIAJICHHE  CTyACHTaMH
3 7
maTepuaia temsr [1,2,3,6]
CaMOCTOSITEJIbHOE  OBJIAJICHHE  CTyACHTaMHU
Mmatepuaia TeMsl [3]
4 BBIIIOJIHCHUE 33JJaHUS. B COOTBETCTBUM C 12
WHCTPYKIIUSIMA U METOJUYECKUMU YKa3aHUSIMHU
penoiaBaTess




CaMOCTOSITEIBHOE ~ OBJIZICHHE  CTyICHTaMH
Mmarepuaia Temsl [2,4]

5 BBIIIOJIHEHUE 3aJaHUsI B COOTBETCTBUUA C 12
WHCTPYKIUSAMUA M METOJIUYCCKUMH YKa3aHHUSIMHU
IIPEToIaBaTesIs

CaMOCTOSITCNIFHOE ~ OBJIQJICHUE  CTYACHTAMH
maTepuaia tTemsr [1,3]

6 BBIIIOJIHEHUE 3aJaHUSI B COOTBETCTBHH C 12
WHCTPYKIIUSAMHA U METOJUYCCKUMH YKa3aHUSIMHU
IIPEToIaBaTeNs

Bcero: 55

6 YueOHO-MeTOoAMUEeCKOe M HH(OPMAIMOHHOE olecnevyeHHe TUCHUIIHHBI
(MoayJin)

a) OCHOBHAs JHMTeparypa:

1. Epoxun B.B. bezonacHocTh HHPOPMALIMOHHBIX CUCTEM [DJIEKTPOHHBIN
pecypc] : yueonoe nocodue / B.B. Epoxun, /[.A. [loronsimesa, M.I'. Ctenmuenko. —
OnekTpoH. 1aH. — Mocksa : @®JIMHTA, 2015. — 182 ¢. — Pexum nocrymna:
https://e.lanbook.com/book/62972

2. 3aastkabIX B.A. DKcriepTHRIE CHCTEMBI KOMITJIEKCHON OIICHKH O€30TaCHOCTH
aBTOMATU3UPOBAHHBIX WH()OPMAITMOHHBIX 1 KOMMYHHKAITMOHHBIX CUCTEM
[DnexTpoHHBIN pecypc] : yueOHO-MeToaudeckoe nmocooue / B.A. 3anskubix, A.B.
['upuk. — DOnexrpon. gaH. — Caunkrt-Ilerepoypr : HUY UTMO, 2014. — 136 c. —
Pexxum noctyna: https://e.lanbook.com/book/71193.

0) 1ONOJTHUTEJIbHAS JTUTEpATypa:

3. bougapes B.B. Bsexenne B wuHbOpMaIMoHHYI0  0€30MaCHOCTH
aBTOMATU3UPOBAHHBIX CUCTEM [DJIEKTPOHHBIA pecypc| : METOAUYECKue ykKazaHus /
B.B. bonnapeB. — OnektpoH. nan. — Mocksa: MI'TY um. H.O. baymana, 2016. —
250 ¢. — Pexxum gocryma: https://e.lanbook.com/book/103554.

4. MeabaukoB /I.A. ndpopmaiimonHast 0€30MacHOCTb OTKPBITHIX CUCTEM
[DnekTpoHHbI pecypce] : yueOHuk / [I.A. MenbHUKOB. — DJIEKTPOH. 1aH. — MockBa
: ®JIMHTA, 2014. — 448 c. — Pesxum noctymna: https://e.lanbook.com/book/48368.

5. deBsinuu II.H. Monenu 6€30macHOCTU KOMIIBIOTEPHBIX CUCTEM. YTIpaBJeHUE
JOCTYNIOM M HWH(OPMALlMOHHBIMU TOTOKaMHM [DJEKTpOHHBIA pecypc]: yueOHO-
meroanueckoe nocooue / I1.H. JleBsuun. — DnextpoH. gan. — MockBa: ['opsidas
TuHUSA-Tenekom, 2012. — 320 C. — Pexum JOCTyIa:
https://e.lanbook.com/book/5150.

B) NepeyeHb pecypcoB HHGPOPMAIHOHHO-TEIEKOMMYHHUKALMOHHON CETH
«AuTepHeT:

https://www.intuit.ru/studies/courses/10/10/lecture/296?page=1

https://www.intuit.ru/studies/courses/10/10/lecture/302

https://www.intuit.ru/studies/courses/3649/891/lecture/32336?page=1



https://www.intuit.ru/studies/courses/10/10/lecture/296?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/302
https://www.intuit.ru/studies/courses/3649/891/lecture/32336?page=1

https://www.intuit.ru/studies/courses/10/10/lecture/306
https://www.intuit.ru/studies/courses/10/10/lecture/310
https://www.intuit.ru/studies/courses/10/10/lecture/312
https://www.intuit.ru/studies/courses/10/10/lecture/300
https://studref.com/325272/informatika/klassifikatsiya ugroz_informatsionnoy
bezopasnosti#846
http://protect.htmlweb.ru/orangel.htm
https://studfiles.net/preview/3103252/page:8/
https://www.kazedu.kz/referat/84974/4
https://www.kazedu.kz/referat/84974/5
https://www.kazedu.kz/referat/84974/8
https://ocompah.ru/razlichie-mezhdu-kompyuternyj-virus-cherv-troyanskij-
kon.html
http://old.intuit.ru/department/security/antiviruskasp/2/
http://old.intuit.ru/department/security/antiviruskasp/2/2.html#sect3
http://old.intuit.ru/department/security/antiviruskasp/5/
http://old.intuit.ru/department/security/antiviruskasp/6/
http://old.intuit.ru/department/security/antiviruskasp/7/
https://www.itweek.ru/security/article/detail.php?1D=104405
https://studfiles.net/preview/5282711/
http://routeworld.ru/80-model-vzaimodeystviya-otkrytyh-sistem-osi.html
http://citforum.ru/nets/protocols/1 01 02.shtml
https://studfiles.net/preview/5970826/page:56/
https://studfiles.net/preview/5970826/page:57/
https://studfiles.net/preview/5970826/page:58/
https://studfiles.net/preview/5970826/page:59/
http://ypn.ru/322/osi-depended-firewall-functioning-features/
https://vuzlit.ru/986869/protivodeystvie nesanktsionirovannomu_mezhsetevo

mu_dostupu

r) mnporpaMmMHoe oOecnedyeHue (JIMIEH3MOHHOE), ©0a3bl JaHHBIX,
MH(OPMALMOHHO-CIIPABOYHbIE U OUCKOBBIE CHCTEMbI:

1. Ckanep yszBumocTteir XSpider ¢pupmsr Positive Technologies ;

2. KomrmuiekcHast cuctema koHTposs 3amumniéanoctd MaxPatrol 8 ¢upmbr
Positive Technologies;

3. AutuBupycHsiii maket Kaspersky Endpoint Security Standard for Windows.

7 MaTepuajJibHO-TeXHHYECKOe o0ecnevyeHne TUCIUILINHBI (MOMYJIs1)

JIJIs  yCHENHOTO OCBOEHHUS JUCIHIUIMHBI HEOOXOAMMO HWMETh ayJIUTOPHIO,
000pyI0BaHHYIO!

- MYJIbTUMEAUNHBIMU CPEJICTBAMU;

- IUIaKkaTaMu, CTeHJAaMH II0 TEeMaTHUKU JUCHMIUIMHBI (WM TIPE3CHTAIlUU C
nHpopMaImeii o TeMaTHKX JUCITUTUIHHBI);


https://www.intuit.ru/studies/courses/10/10/lecture/306
https://www.intuit.ru/studies/courses/10/10/lecture/310
https://www.intuit.ru/studies/courses/10/10/lecture/312
https://www.intuit.ru/studies/courses/10/10/lecture/300
https://studref.com/325272/informatika/klassifikatsiya_ugroz_informatsionnoy_bezopasnosti#846
https://studref.com/325272/informatika/klassifikatsiya_ugroz_informatsionnoy_bezopasnosti#846
http://protect.htmlweb.ru/orange1.htm
https://studfiles.net/preview/3103252/page:8/
https://www.kazedu.kz/referat/84974/4
https://www.kazedu.kz/referat/84974/5
https://www.kazedu.kz/referat/84974/8
https://ocompah.ru/razlichie-mezhdu-kompyuternyj-virus-cherv-troyanskij-kon.html
https://ocompah.ru/razlichie-mezhdu-kompyuternyj-virus-cherv-troyanskij-kon.html
http://old.intuit.ru/department/security/antiviruskasp/2/
http://old.intuit.ru/department/security/antiviruskasp/2/2.html#sect3
http://old.intuit.ru/department/security/antiviruskasp/5/
http://old.intuit.ru/department/security/antiviruskasp/6/
http://old.intuit.ru/department/security/antiviruskasp/7/
https://www.itweek.ru/security/article/detail.php?ID=104405
https://studfiles.net/preview/5282711/
http://routeworld.ru/80-model-vzaimodeystviya-otkrytyh-sistem-osi.html
http://citforum.ru/nets/protocols/1_01_02.shtml
https://studfiles.net/preview/5970826/page:56/
https://studfiles.net/preview/5970826/page:57/
https://studfiles.net/preview/5970826/page:58/
https://studfiles.net/preview/5970826/page:59/
http://ypn.ru/322/osi-depended-firewall-functioning-features/
https://vuzlit.ru/986869/protivodeystvie_nesanktsionirovannomu_mezhsetevomu_dostupu
https://vuzlit.ru/986869/protivodeystvie_nesanktsionirovannomu_mezhsetevomu_dostupu

- BUIe0 OMOIMOTEKOH (BUIE03aMMCH YICHUH U TPEHUPOBOK, BUACO(PIIBMBI 11O
TEMATHUKE JUCIUIUINHBI);
- HarJIsITHBIC TTOCOOMSI, HEOOXOUMBIC JIS TPOBECHUS 3aHATHH 110 TUCIIUTUIHHE.

8 O0pa3oBaTre/ibHbIe 1 HH(POPMALMOHHBIE TEXHOJIOTUH

BxoaHoii KOHTPOJIb TPOBOAUTCA B (OpPME YCTHBIX OINPOCOB C LEJBIO
OLICHMBAHUS OCTATOYHBIX 3HAHUI MO paHee N3YYEHHBIM JUCLMIUIMHAM WJIM Pa3zesiaM
M3y4aeMOU JUCIUILINHBL.

[Tpu n3ydeHny TUCUUILIMHBI HCIOIB3YIOTCS KaK TPAAUIIMOHHBIC JIEKIUM, TAK U
WHTEPAKTUBHBIE JIEKIIUU.

HNHTepakTUBHBIE JEKIUM TPOBOJSATCSA B HECKOJIBKUX BapUAaHTaX

-po0jieMHasi JeKIUs HAYMHACTCS C TMOCTAHOBKH MPOOJIEMBI, KOTOPYIO
HEO0OXOMMO PEIIUTh B MPOIECCE U3TI0KEHUS MaTepuaa.

-JIeKUMA-BU3YAIN3AUMSA  yYUT CTYJEHTOB IpeoOpa3oBbIBATh YCTHYIO U
NUCBMEHHYIO HMH(QOpMAIMI0 B BU3yalbHYI0 (opMmy, 4YTO (QOpMHpPYET Yy HHUX
npo(heCCHOHATILPHOE MBILUIEHUE 3a CUeT CUCTEeMaTH3allMd W BbIJEJICHUs HauOoliee
3HaYMMBIX, CYILIECTBEHHBIX JIEMEHTOB COAEPKAHUS O0yUCHHUS.

- JleKnus-0ecena mpeaIonaracT HemoCPEACTBEHHbINM KOHTAKT MPEIOAABATENS C
ayJIMTOpUEH, TO3BOJSET MPUBJICYh BHUMAHHUE CTYJCHTOB K HauOoJiee BaKHBIM
BOIIPOCAM TE€MBbI, BOBJIEUb B JIBYCTOPOHHUI OOMEH MHEHUSIMU, BBISICHUTh YPOBEHb MX
OCBEIOMJIEHHOCTH [0 paccMaTpUBaeMOM TeMe, CTENeHU MX TOTOBHOCTH K
BOCIIPUATHIO MOCIEAYIOIIEr0 MaTepualia, II03BOJIIET aJIpecoBaTh BOIPOC K
KOHKPETHOMY CTYAEHTY, CIPOCUTh €r0 MHEHHE 110 00CyX1aeMoi rpoleme.

-leKuus-IucKyccusi.  llpenogaBarens Npu  HM3J0KEHUM  JIEKIIMOHHOTO
MaTepuana He TOJbKO HCIOJIb3YyeT OTBEThI CTYJIEHTOB Ha CBOM BONPOCHI, HO U
OpraHu3yeT CBOOOIHBIH OOMEH MHEHHUSMHU B HUHTEpBaJaX MEXIY JOTHYECKUMHU
pazzenamu.

IIpakTH4yeckue 3aHATHS DPOBOJATCA C HCIOJIB30BAHUEM CIIELMAJIBHBIX
KOMIBIOTEPHBIX MPOTPaMM U TMpEJHAa3HAYEHbl JUISl 3aKPEIUVICHUS MOJYYEHHBIX
3HAHMM, a TAaK)Ke BEIPAOOTKH HEOOXOAMMBIX YMEHHI U HABBIKOB.

NHTepakTHBHOE NPAKTHYECKOE 3aHATHE IPOBOJUTCS C MCIOJb30BaHUE
CPEICTB BBIUUCIUTEILHON TEXHUKU U CIIEHHUAIBHOIO MPOTPAMMHOI0 00eCTIeUeHHUs, 1
MpearnosaraeT BHIOJIHEHUE BbIJAHHBIX KOHKPETHBIX 3a/IaHUM.

CamocrosiTeibHasi padoTa CTYJAEHTAa MPOBOAMUTCS C LEIbI0 3aKPEIICHUs U
COBEPILIECHCTBOBAHUSI OCBAMBAEMBIX KOMIIETCHIIMM, TMpEANojiaraeT CcoYeTaHue
CaMOCTOATENbHBIX TEOPETUUYECKUX 3aHATUH U CaMOCTOSTEIbHOE BBINOJIHEHUE
MPAKTUYECKUX 3aJaHUM, OMIMCAHHBIX B PEKOMEHAOBAaHHOM uTepaType [1,2].

0. ®oHA OLEHOYHBIX CpPeICTB /IS TMNPOBeAeHHS] TEKYIero KOHTPOJIs
YCIIEBAEMOCTH M NPOMEKYTOYHOH aTTecTalMd MO0 HUTOraM OCBOCHUS

AUCHUILIMHBI (MOIYJIs1)

9.1. OueHka TeKylero KOHTPOJIs yCeBaeMOCTH U 3HAHUI CTY/1eHTOB



PEeTyCMOTPEHO.

Ouenka
[Ipy u3ydeHun TUCIUIUIMHBI UCIIOIb30BaHUE 0aTbHO-PEUTUHTOBOM CUCTEMBI HE

OneHka CTyICHTY 3a ceMecTp 0e3 cauu 3a4eTa - He IPEelyCMOTpEHa.

HOKa3aTeJII/I, KPHUTEPHUH H OIMMCAHUEC IIKAJIBbI OHCHUBAHUA

Ilokazarenu oneHUBaHUA

Kpurepnn onieHMBaHus

3HaTh:

- OCHOBHBIE TIyTH W METOJBI
pemieHusi 3ajad B 00JacTH CO3/aHUA
pexnma UHPOPMAITMOHHOM
0€30MMacHOCTH CHCTEM aBTOMAaTHU3aIlUU
BO3/yIITHOTO TPAHCIIOPTA;

- TpeOOBaHUS HOPMAaTHUBHO-
paBOBOM 0a3bl B 001acTU 0OecrieyeHUs
nH(OPMAITMOHHOW  0E€30MacHOCTH  Ha
MPEANPUATUIX TPAXKIAHCKON aBUAINY;

Ilepeuncnenne, CpaBHEHUE
METOJIOB pEIIEeHUs 3ajad B o0nacTu
co3gaHusl pexuMa HHPOPMALMOHHON
0€30MacCHOCTH CHCTEM AaBTOMAaTHU3aLUU
BO3/JyIIHOTO TPaHCIOPTa, OCHOBHBIX
XapaKTEPUCTUK IMPOTPAMMHBIX CPEJCTB
o0ecrniedyeHus 3auuTbl HPOpMaIUK.

AHanus, COITOCTABJICHUE
TpeOOBaHMI HOPMAaTUBHO-IIPABOBOU
6azpl B obOmactu  oOecreyeHUs

- OCHOBHBIE BO3MOXXHOCTM U | UHOOPMAIIMOHHONW OE€30MaCHOCTH Ha
XapaKTePUCTUKH MPOTPaMMHBIX | IPEANPUATHAX TPAKIAHCKON aBHAIINH,
CpEJIICTB oOecrieueHus 3aIIMTHI | METOJIOB pElIeHUsl 3aJad B OO0JacTh
uH(popManuu. co3gaHusl pexuMa HHGPOPMALMOHHON

0€30MacHOCTH CHUCTEM aBTOMAaTHU3aIUU
BO3JIYIIIHOTO TPAaHCIOPTA.
Ywmers: CaMOCTOSITENBHOCT, B ONpPEACICHUU
- ONPEEIATh Ky3KHE» MECTa B CUCTEME | Y3KUX MecTa B CHCTEeMEe oOecreueHUs
oOecrieueHus uH(OPMAITMOHHON | UHOOPMAITMOHHON 0e30macHOCTH,
0e30MacHOCTH, M MpeasiaraTb MyTH UX | MPEUIOKEHUU MYyTH UX YCTPAaHEHUS.
YCTpaHEHHS], [IpodeccuonanpHas rpamMOTHOCTH B

- IPaMOTHO IKCIUTYaTUPOBATh
IPOrpaMMHBIE cpeacTBa
MH(OPMAITMOHHONW 0€30MaCHOCTH.

OKCIUTyaTallii TMPOTPAMMHBIX CPEICTB
MH(}OPMAITMOHHOW O€30MaCHOCTH.

Bnanets:
- METOJUKOU pa3pabOTKU U BHEIPECHUS

CUCTEM MH(OPMAITMOHHON
0e30macHOCTH B CTPYKTYPHBIX
NoJIpa3AesIeHUsIX CUCTEMbI BO3IYIIHOTO
TPAHCIIOPTA;

- MPOTPaMMHBIMU CPEACTBAMHU 3aIUTHI
uHbopMaIuu npu pabote c

KOMIIBIOTEpPHBIMU CUCTEMaMHU, BKIIIOYas
IIPUEMBI AHTUBUPYCHOM 3aIUTHI.

Brnanenne wmetonukoit pa3paboOTKu U
BHEJIPEHUSI CHUCTEM HHGOPMAIMOHHON
0e30macHOCTH B CTPYKTYPHBIX
MOAPA3JAEIEHUSAX CUCTEMBI BO3YIITHOTO
TPAHCIIOPTA;

- IPOTrpaMMHBIMHM CPEICTBAMH 3aILUATHI
uHbopMaIuu npu pabote C
KOMIBIOTEPHBIMH CUCTEMaMH, BKJIHOYast
pUEMBI AHTUBUPYCHOM 3aIIUTHI.

Omnucanue nIKkasibl OLICHUBAHUA:




3aueT: cpaBHMBAET METOABI PEIICHHs 3alad B OO0JIACTU CO3[aHUA  pexXUMa
MHPOPMALIMOHHOI 0€30IacHOCTH CHUCTEM aBTOMATH3aIllMM BO3YLIHOTO TPAHCIOPTA,
OCHOBHBIX  XapakTEpUCTHK MPOTPAMMHBIX  CPEICTB  OOECIIEYCHHS  3aIUTHI
nHpopMaruu.

AHaM3upyeT, COMoCTaBiIsieT TpeOOBaHMA HOPMATUBHO-TIPABOBOM 0a3bl B
obmact obOecriedeHus HMHOOPMAITMOHHOW  OE€30MacCHOCTH Ha  NPEANPHUATHIX
rpaXJaHCKOW aBUAIlMHM, METOJbl pEIIeHHUs 3afady B OO0JACTH CO3JaHUs  peXHUMa
uH(GOPMaITMOHHOHN 0€30MTaCHOCTH CUCTEM aBTOMATH3AI[MH BO3AYIIIHOTO TPAHCIIOPTA.

CaMocCTOATEPHO  OMpefeNnseT y3Khe MecTa B CHCTeME O00eCTeYeHHs
uHGOPMAIIMOHHOHN 0€30MaCHOCTH, MpeAiaraeT MyTH UX YCTPaHEHHUSI.
[IpodeccuonanbHo  TPaMOTHO  DKCIUIyaTHPyeT  IPOrpaMMHBIE  CpEJICTBa
uHGOPMaAITMOHHOHN 0€30MaCHOCTH.

Brnageer wmetoamkoil pa3pabOTKM W BHEAPEHHUS CHCTEM HH(POPMAIIMOHHOM
0€30IacHOCTH B CTPYKTYPHBIX MOAPA3ENIEHUSIX CHCTEMbI BO3IYITHOTO TPAHCIIOPTA;

- IPOTPAMMHBIMH CPEACTBaAMHU 3aIUThl MH(POPMALMU [TPH paboTe ¢ KOMIBIOTEPHBIMU
CHUCTEMaMH, BKJItOUYasi MPUEMBI aHTUBUPYCHOM 3aIlIUTHI.

He 3auer: nepeunciser METOJbl pelICHUs 3a/1ad B 00JacTU CO3/IaHUsl PEKUMa
UH(POPMAIIMOHHON OE30MMaCHOCTH CHCTEM aBTOMAaTH3allMU BO3AYLIHOIO TPaHCHOPTA,
OCHOBHBIE  XapaKTEPUCTHUKU NPOrPAaMMHBIX CpPEICTB  OOECIEYeHMs]  3aIUTHI
nHpopMauu. CaMOCTOSTENIBHO HE ONIPENENSIET y3KHE MECTA B CUCTEME 00ECTIEUEHUS
MH(OPMAIMOHHON O€30aCHOCTH, HE TPEJIaraeT MyTH UX YCTPAHEHHUS.

He Brnageer Meroankoil pazpaOOTKH M BHEAPEHHS] CUCTEM HH(OPMAIMOHHOU
0€30MacHOCTH B CTPYKTYPHBIX MOAPA3AEIEHUAX CUCTEMbI BO3AYIIHOIO TPAHCIOPTA,
IPOrPaMMHBIMH CPEICTBAMHU 3aIUTHI HHGOPMAIIMU TpU paboTe ¢ KOMIBIOTEPHBIMHU
CHCTeMaMH, BKITFOUYasi MPUEMBI aHTUBUPYCHOM 3aIlUTHI.

9.2. TumoBble KOHTPOJIbHbIE 3aJaHHUSl [JIsI TNPOBeJEHHS] TeKyllero
KOHTPOJISI M IPOMEKYTOYHOM aTTeCTALMM 110 HTOraM O0y4YeHHsl M0 JMCUMIINHE
(Moxy.J10)

1. latp onpenenenue nousatuio « MudopmannonHas 0e301macHOCTbY;

2. OOBACHUTH TMOHATHE TMPAKTHUECKOTO  acmekTa HH(OpMAIMOHHOU
6e3omacHoCTU «J{OCTYITHOCTDY;

3. OOBSACHUTH TMOHATHE MPAKTHUYECKOrO0  aclekTa HH(OPMAIMOHHOU
oe3onacHocTH «L{enocTHOCTEY;

4. OOBSACHUTH TIOHATHE MPAKTUYECKOrO  acnekra HMHPOPMaLKUOHHOU
oe3onacHoctu «KOHPUAECHIIUATBEHOCTDY;

5. 3akoHOAaTeNbHBIA YPOBEHb OOecrieueHHs] MH(POPMAIMOHHON 0€30MaCHOCTH.
Yo 310 Takoe? YTo BXOAUT B 3TO NoHATHE? [IprMeEphl 3aKOHOATENBHBIX AKTOB;

6.  AIMUHUCTPAaTUBHBI  YpOBeHb  oOecreueHuss  HMH(DOPMALMOHHOU
oe3omacHoctu. [lonsitue «llomuTuka Oe3omacHOCTHY. YPOBHHM JAeTalu3alluu
aJIMUHUCTPATUBHOTO YPOBHS, UX COJIEPKAHUE;

7. Tlporpamma Oe3omacHocTd. EE cHHXpOHM3AIUsi C >KU3HEHHBIM IHUKJIOM
UH(POPMAIIMOHHBIX CUCTEM;



8. IIporieaypHbIil ypoBeHHb 0OOecTieueHrnss MHDOPMAITMOHHON Oe30macHoCTH. UTo
710 Takoe? Kiraccel Mep MpoeAypHOTrO YPOBHS;

9. IlpouenypHslii ypoBeHb obOecrieueHHs] HHGOPMAIMOHHON O0€30MacHOCTH.
VYpaBiieHre NEPCOHATIOM;

10. IlpouenypHblii ypoBeHb oOecriedeHus: MHGOPMAIIMOHHON O€30MacHOCTH.
dusnueckas 3anuTa.

11. TlpouenypHsiii ypoBeHb oOecrieueHusi UH(GOPMAIIMOHHON O€30MacHOCTH.
[Toxnep:xanue paboTOCIIOCOOHOCTH;

12. IlpouenypHsiii ypoBeHb oOecrmeueHus: HHPOPMAIMOHHONH 0e30MacHOCTH.
PearupoBanuie Ha HapylIEHUs pekrMa O€30MaCHOCTH;

13. IlpouenypHslii ypoBeHb oOOecreueHus: HHPOPMAIIMOHHOW OEe30MacHOCTH.
[InaHupoBaHre BOCCTAHOBUTEIIbHBIX PAOOT;

13. IIporpaMMHO-TEXHHYECKHI ypOBEHb oOOecrmeueHus: HHPOPMAIMOHHON
6e3onacHocTu. CepBUCH TPOrPAMMHO-TEXHUYECKOTO YPOBHS:

- uieHTU(UKAIUS U ayTeHTUDUKAINS;
- YIIPaBIICHUE TOCTYIIOM;

- MPOTOKOJIUPOBAHUE U AYIUT;

- mudpoBaHue;

- KOHTPOJIb LIETIOCTHOCTH;

- SKpaHUPOBAHUE;

- QHAJIM3 3AlUIIEHHOCTH;

- o0ecrnieueHne 0TKa30yCTOMUYNBOCTH;
-o0ecredyeHne 6e30I1acHOr0 BOCCTAHOBJICHMS,
- TYHHEJIUPOBAHMUE;

- YIIpaBJICHHUE.

14. «Kputepun 0€30MacHOCTH KOMIBIOTEPHBIX cucTem» (OpaHkeBas KHHIa).
Takconomust TpedoBanuit. OOIIME MOHATHS.

15. «Kputepun 06e30macHOCTH KOMIIBIOTEPHBIX cucTteM» (OpaHkeBasi KHUTA).
Taxconomust TpedoBanuii. [Tonsitue «IlomuTrka 6€30MacHOCTHNU €€ MEXaHU3MBI;

16. «Kputepun 06€30macHOCTH KOMITBIOTEPHBIX cucTteM» (OpaHkeBasi KHUTA).
Takconomust TpedoBanuil. [ToHsITHE KAYIUT» U €0 MEXAHU3MBI;

17. «Kputepun 06€30macHOCTH KOMIIBIOTEPHBIX cucTteM» (OpaHkeBasi KHUTA).
Taxconomusi tpeboBanuii. [lonsitue «Koppekrnocts» (I'apantupoBaHHOCTH) U €€
MEXaHU3MBI;

18. «Kpurepun 06e30macHOCTH KOMIBIOTEPHBIX cucteM» (OpaHkeBasi KHUTA).
Takconomust TpeboBanui. [lousitue «JlokymeHTanus» u €€ coieprKaHue;

19. Knaccudukamnus yrpo3 nHGOpMaIMOHHOW 0€301TaCHOCTH;

20. DTanioHHas MOJETb B3aUMOJICUCTBUSI OTKPBIThIX cucTteM. HaszHaueHue.

21. DramoHHas MOJEIb B3aUMOJEHUCTBHUS OTKPBITHIX cucTeM. CTpyKTypa.

22. DrajioHHas MOJENb B3aUMOJICUCTBUSA OTKPBHITHIX cucTeM. DyHKuU
YPOBHEM.

23. DTtajioHHasT MOJIeNb B3aUMOJECHCTBUS OTKPBITBIX cucTeM. lIpoxoxaeHue
naketoB yepe3 DOMBOC nipu nepenade JaHHBIX.

24. KoMIJIeKCHBIN MeXCeTeBoM skpaH. HazHaueHue.

25. KoMIuiekcHbIN MekceTeBoM 3kpaH. CocTas.



26. KOMIUIEKCHBI MEXCETEBOM AKpaH. DKpaHUPYOLUKA Mapuipytuzatop. Ero
Ha3HaYECHUE.

27. KoOMIUIEKCHBIM MEXKCETEBOM dKpaH. OKPAHUPYIOUIMKA MAapLIpyTH3ATOP.
BrinonHsiembie 3auTHbIE QYHKIIUU.

28. KommekcHbId MEXCETEBOM JKpaH. OKPAHUPYIOIIHN MapHIpyTU3aTop.
JIOCTOMHCTBA U HETOCTATKH.

29. KoMIuiekCHbII  MexkceTeBoil dkpaH. [lImr03  ceaHCcoBOro  ypoOBHSI.
Hasnauenue.

30. KommnekcHeli MexcereBou dkpaH. [Ilmr03 ceaHCOBOro  ypoBHS.
BrimotasieMbIe 3amUTHBIE QYHKITHH.

31. Komnekcuslii MexcereBor dkpaH. 1mo3 ceancoBoro ypoBHs. DyHKIUA
o0ecrniedyeHuns: BUPTYaIbHOTO COCTUHEHHUS.

32. KomriutekcHblid MexceTeBoM skpad. [1mro3 ceancoBoro yposHs. [Ipouenypa
KBUTHPOBaHMS CBsI3U 110 IipoTokoay TCP/IP.

33. KommekcHbiid MexceTeBon 3kpaH. [Imo3 ceancoBoro ypoBHs. TpaHcaanus
BHyTpeHHUX IP-aapecos.

34. KowmmiekcHbli  MexceTeBoM dkpad. [Ilmo3 ceaHcoBOro  ypoBHS.
JIOCTOMHCTBA U HETOCTATKHU.

35. KoMiuiekcHbli MexkceTeBoM d3kpaH. [IIIr03 mnpukiIagHOro  YpOBHS.
Hasznauenue.

36. KomruiekcHbIi MexkceTeBoM 3kpaH. Lmr03 DpUKIagHOrO  ypOBHS.
BrinonHsembie 3a1uTHBIE QYHKITUH.

37. KoMIUIEKCHBIM MeXceTeBOM dKpaH. [lmr03 NpUKIagHOrO  ypOBHSL.
[IporpamMmHBIE IOCPETHUKHY.

38. KoMmruiekcHbIM MexceTeBOM dKpaH. [mr0o3 NpUKIAIHOTO  ypOBHSL.
JIOCTOMHCTBA U HEAOCTATKH.

39. BpenonocHoe nporpamMmmuoe obecrieuenue. Knaccuduxarms (Buibl).

40. BpemonocHoe mporpammHoe obOecrnedenne. KommbroTepHbIE BHPYCHI.
Knaccuduxarusi.

41. BpemonocHoe mporpammHoe obOecrnedenune. KommbroTepHBIE BHPYCHI.
@DailIoBbI HEPE3EICHTHBIN BUPYC.

42. BpenmonocHoe mporpammHoe obOecrnedenune. KommbroTepHbBIE BHPYCHI.
DailIoBbIN PE3€ICHTHBIN BUPYC.

43. BpenonocHoe mporpammHoe obOecnedeHre. KommbroTepHbIE BHPYCHI.
byToBbIli BUpYC.

44. BpenonocHoe mporpammHoe obOecnedeHne. KommbroTepHbIE BHPYCHI.
Makposupyc.

45. BpenoHocHoe mporpamMMHOe obecrnedeHue. TpOsTHCKHE MPOrpaMMBI.
CemelicTBa TPOSIHCKUX TIPOTPaMM.

46. Bpemonocnoe mporpamMmHoe obOecrniedeHne. KoMmmbrOTEpHBIE BHPYCHI.
KommnbroTepHble CETEBbIE YEPBH.

47. BpemoHnocHoe mporpaMmHoe obOecrnedeHne. KoMmmbroTEepHBIE BHPYCHI.
OTAuuuTeNbHbIE TPU3HAKA KOMIIBIOTEPHBIX BHUPYCOB, TPOSHCKUX MPOTpPaMM,
KOMITBIOTEPHBIX CETEBBIX YEPBEil.



48. BpemoHocHoe mporpaMmHoe obOecredeHue. Jlpyroe BpeIOHOCHOE
nporpammHoe obecrnieuenue. Ilpumepsr.

49. CpenctBa OOpbOBl € BpPEJOHOCHBIM IHPOTPAMMHBIM  OOECIIEUYECHUEM.
BeinonHsembie GyHKINU.

50. CoBpeMeHHbIE aHTUBUPYCHBIE MTAKETHI.

IIpuMepHbIN NepeYeHb BONPOCOB /I 3a4era:
1. O6mue mnoHsTHE HMHPOPMAIMOHHON O0€30MacCHOCTH KOMITBIOTEPHBIX

cucteM (MBKC). Ilpaktnueckue acniektsl UBKC, ypoBuu obecneuenus UBKC. (OK-
1, OK-8)

2. 3akoHonatenbHbli  ypoBeHb  obOecneueHns WBKC.  OcHoBHbIE
3aKOHO/ATeIbHBIC aKThl U HOpMaTuBHBIE NoOKyMeHTHI. (OK-8, OK-22, I1K-1, T1K-18,
[1K-39, I1K-51)

3. AnmunuctpaTuBHbIN ypoBeHb obecnieuenus MBKC. Ero naznauenue u
coaepkanue. (OK-8, OK-22, I1K-1, ITIK-18, I1K-39, I1K-51)

4, [Tpouenypusiii  ypoBenb oOecrieuenuss MBKC. Ero nasnauenme wu
coaepkanue. (OK-8, OK-22, IIK-1, ITIK-18, I1K-39, I1K-51)

5. [Iporpammuo-Texuuyeckui  ypoBeHb  obOecneuenuss WBKC. Ero
HasHadyeHue u cogepkanue. (OK-8, OK-22, I1K-1, TIK-18, I1K-39, I1K-51)

6. TakcoHomust  KpuTepueB  MH(GOPMAIMOHHOW  O€30MaCHOCTH MO

«OpanxeBon kaure». Coaepxanne nousatus « 1 I0JIMTUKA BE3OITACHOCTW», u
MexaHu3Mbl ee peanmmsanun. (OK-8, [TK-18, ITK-45)

7. TakcoHomust  KpuTepueB  MH(OPMAIMOHHOW  0O€30MaCHOCTH MO
«OpanxeBont  kaure». Mexanusmel  «I[IPOM3BOJIBHOE  VIIPABJIEHUE
JOCTYIIOM», u «<IIOBTOPHOE MCTIOJIbB30OBAHUWE OB BEKTOB». (OK-8, ITK-
18, IIK-45

8. Takconomusi  kpuTepueB  WHGOPMAIIMOHHOW  O€30MacHOCTH  TI0
«OpanmxeBort  kuure». Mexaunmambl  «METKW  BE3OIIACHOCTU», wu
«HOPMATHUBHOE VYIIPABJIEHUE JOCTVYIIOM». (OK-8, T11IK-18, TTK-45

Q. Takconomusi  kKpuTepueB  UHGOPMAIMOHHOW  OE30MACHOCTH  TI0
«OpanxeBort kuHure». Coxaepxkanne mnoHaATHs «AYJWUT», U MexaHU3MBI €ro
peanuzanuu. (OK-8, T1IK-18, ITK-45

10. TakcoHomust  KpuTepueB  MH(GOPMAIMOHHOW  O€30MaCHOCTH MO
«OpanxeBont kuurey». Copepxkanue noustus «KOPPEKTHOCTDb», u Mexanusmbl
ero peanuzanuu. (OK-8, I1K-18, I1K-45

11. TakcoHomust  KpuTepueB  UH(GOPMAIMOHHOW  O€30MaCHOCTH MO
«OpanxeBoit kaurey. Conepxanue nousatus « JOKYMEHTAILIUA». (OK-8, T1K-18,
[1K-45

12. AHanu3 yrpo3 WHQOPMAIMOHHBIM KOMIIBIOTEPHBIM CHCTEMaM. Buibl
noteHmanbHbIX yrpo3. (OK-1, OK-11, ITK-1, TTK-39, [TK-51)
13. [TpoTuBOMEHCTBHE MEXKCETEBOMY HECAHKIIMOHUPOBAHHOMY JOCTYITY.

DTanoHHAs MOJC/Ib B3aUMOJCHCTBHS OTKPBITBIX cHcTeM. Ha3sHadyeHue, MPUHIIAI
¢yukuuonuposanus. (OK-8, OK-11, OK-22, T1K-39, I1K-41, I1K-45)



14, [IpoTHBOAEHCTBUE MEXKCETEBOMY HECAHKIIMOHUPOBAHHOMY JIOCTYILY.
KommiekcHblit MexxceTeBoit akpan. Cocrta, HazHadueHue. (OK-8, OK-11, OK-22, [TK-
39, [IK-41, I1K-45)

15. [IpoTuBOAEHCTBIE MEKCETEBOMY HECAHKIIMOHUPOBAHHOMY JIOCTYIY.
Dkpanupyronmid  MmapmpyTtuzarop.  Ha3HaueHuwe,  BbINONHSEMBblIE  (DYHKIIUH,
nocrouHcTBa u HepoctaTku. (OK-8, OK-11, OK-22, I[1K-39, I1K-41, T1K-45)

16. [IpoTuBOAEHCTBIE MEXKCETEBOMY HECAHKIIMOHUPOBAHHOMY JIOCTYMY.
[Imro3 ceancoBoro ypoBHs. Ha3znadueHue, BBITONHIEMBbIE (DYHKIINH, TOCTOWHCTBA U
negocratku. (OK-8, OK-11, OK-22, T1K-39, I1K-41, T1K-45)

17. [IpoTHBOAEHCTBUE MEKCETEBOMY HECAHKIIMOHUPOBAHHOMY JIOCTYILY.
[lpuknannoi muwiro3. HasnaueHnue, BbIONHSIEMbIE (YHKIMU, JOCTOMHCTBA W
negocratku. (OK-8, OK-11, OK-22, T1K-39, I1K-41, T[1K-45)

18. BpenonocHoe mporpamMmHOEe oOOeCIeYeHUe; BHIBI, OTINYUTEIIHHBIC
ocodennoctn. (OK-8, OK-11, ITK-18, T1K-39, I1K-45)

19. Kowmmbrotepusie Bupycol. Mexanusm pacnpocrpanenus. (OK-8, OK-11,
[TK-18, I1K-39, I[1K-45)

20. Kowmmbrotepusie Bupychl. DaiinoBeiii HepesunentHoiit Bupyc. (OK-8,
OK-11, I1K-18, T1K-39, TTK-45)

21. Kommnrsrotepusie Bupycol. ®aitnioBsiid pe3uaeHTHbid Bupyc. (OK-8, OK-

11, IIK-18, TIK-39, T1K-45)

22, Komnerotepusie Bupycol. bytoBeiii Bupyc. (OK-8, OK-11, T1K-18, ITK-
39, TIK-45)

23. Kommnrsrotepusie Bupychl. Oco6ennoctu makposupycon. (OK-8, OK-11,
[TK-18, T1K-39, T[1K-45)

24, Tposackue nporpammer. (OK-8, OK-11, ITK-18, T1K-39, T1K-45)

25. Ceresbie yeppu. (OK-8, OK-11, ITK-18, TTK-39, T1K-45)

26. JIpyroe BpenonocHoe nporpammuoe obecrneuenue. (OK-8, OK-11, ITK-
18, IIK-39, T1K-45)

217. CpeactBa OOprOBI C BPEAOHOCHBIM IMPOTPAMMHBIM O00ECIICUECHUEM.
Knaccudukanus. (OK-8, OK-11, TIK-18, I1K-39, I1K-45)

10. MeToauyeckue PpeKOMEHIANUH Ui O0YYAKOIIUXCS IO OCBOECHHIO
TUCHUNIHHBI (MOTYJIAA)

[Ipy mnpoBegeHWM BCeX BUIOB 3aHATHH OCHOBHOE BHHMAHHUE YICNATH
pPacCMOTPEHHUIO  TPUHLIUNOB  (QOPMHpPOBAHUS  CHUCTEMBI  MH(POPMAIIMOHHOM
0€30IMacHOCTH Ha MPEINPHUATHIX W B OpraHU3alUsAX TPaXJTaHCKOW aBUAIlMH, paboTe
M0 aHAJIM3Y MOTEHIMAIBHBIX YIPO3, a TakKKe MPUMEHEHHIO M3y4aeMoro maTepuania
Ha MPaKTHUKE.

TeopeTnueckass MOATOTOBKA CTYIACHTOB IO IUCIHIUIMHE OOECIeUYMBAaeTCsS Ha
aexuusax. Ha neknusx o0yyaeMbIM Jal0TCS CUCTEMAaTU3MPOBAHHBIE OCHOBBI 3HAHUMN
10 COCTOSIHUIO U OCHOBHBIM ITpo0sieMaM HH(OpPMALIMOHHON O€301MaCHOCTH.

TeopeTnueckue  TOJOXKEHUS,  M3JIaraeéMble B JIGKIMSIX  JIOJDKHBI
WJUTIOCTPUPOBATHCS IPUMEPAMH WX MPAKTUUECKOU peann3aiii B HHGOPMAIIMOHHBIX
CUCTEMaxX M CpeacTBax obecnedeHus 3amuThl uHbopmarmu. s objerueHus
BOCTIPUATHUS CTYIAEHTOM CIIOKHOTO M Pa3HOOOpa3HOro MarepHaja peKOMEHIYEeTCs



M3YyYCHHE HOBBIX pPa3lelIoB Kypca HA4yMHATh C KPATKOTO BBEIECHHUS, B KOTOPOM
YCTaHABJIMBAETCS CBA3b C MPEABLAYIIMMH M CMEXHBIMU JUCLUIUIMHAMU y4e€OHOTO
IUTaHA, U PEKOMEHI0OBaTh KOHKPETHYIO yueOHYIO JuTeparypy. Upe3BbluaiiHO Ba)KHO
HAay4YNUTh CTYACHTa NPHUMEHATh IOJyd4aeMble 3HAaHUS K PELICHUIO IPAKTHYECKHUX
3agad. Iy 3Toro MOryT ObITh pa3paboTaHbl ClIELUATbHbIE 3aJJaHUs C PELICHUSIMH, 110
KOTOPBIM M OPraHU3yeTCs CaMOCTOSITENIbHAs pab0Ta CTYy/IEHTOB B TEUEHUE CEMECTpa.
Ha camocTtosiTenbHOE N3y4eHHE BBIHOCSTCS Haubosee NpOCThie BOIPOCHI U3y4aeMbIX
TeM. (CamMOCTOATENBHOE  H3yYEHHE  MO3BOJSIET INPUBUTH  HABBIK  ITOMCKA
MHTEPECYIOIINX BOIPOCOB B NCTOYHUKAX, B TOM YHCJIE U JOTIOJIHUTEIIbHBIX.

[IpoBeneHnE MPAKTUYECKUX 3AHATUM OCYIIECTBIIETCS ITOCJIE TNPOYTEHUS Ha
JEKIUAX COOTBETCTBYIOIIETO TEOPETUYECKOT0 MATEpHANIa, U CIIYXKUT CpPEICTBOM
3aKpeIUICHUsI TOJYYCHHBIX 3HaHMW W (OPMUPOBAHHUS HABBHIKOB W YMEHUH
WHXEHEPHBIX UCCIIEA0BaHUN.

[TpakTrueckue 3aHATHA NpPU3BAaHBl O0ECIEUUTH MOIYYEHHE CTYICHTaMU
IIPAKTUYECKUX HABBIKOB M YMEHUN 110 IPUMEHEHUIO IMOJyYEHHBIX 3HAHUU.

Bce Buapl ydeOHBIX 3aHATHH NPOBOIATCA C AKTUBHBIM HCHOJIb30BaHUEM
TEXHUUYECKUX CPEACTB 00YUECHUS U UMEIOUINXCS B HATMYUU 00pas31oB.

W3ydyeHne NUCUUIUIMHBI MIOCTPOEHO TAaKUM 00pa3oM, yToObl 00ecrnedynBaioch
Hauiy4dlllee YycBOCHME Marepuana. i aKTUBH3aUMM, WHIAUBUIyAIU3alUUd U
UHTCHCU(PUKAIIUN HM3y4yeHUs IUCHMIUIMHBI B TEUEHUE BCEro Iepuoia OoOydeHUs
Ipeanosjaraercsd MpPOBOJUTh KPATKOCPOYHbIE MUCHMEHHbBIE KOHTPOJBHBIE pPabOTHI
(JleTydkm) nepeq HauajioM JIEKUUN U IPAKTUYECKUX 3aHATUM.

Texkymuii KOHTPOJb YCHEBAEMOCTH CTYAEHTOB HEOOXOAMMO OCYIIECTBISATH
CUCTEMATUYECKN: Ha JIEKUHSIX, NPU TMOATOTOBKE M NPOBEACHUM MPAKTHYECKHUX
3ansaThil. Kpome Toro, cieayer mnpoBOAUTH PYOEXKHBIM KOHTPOJIb YCBOEHUS
TEOPETHUYECKOr0 Marepuajga Mo Haubojee CIOXKHBIM pasienaM [porpamMMbl
JVCLUTUIAHBI.

WTOroBelii KOHTPOJIb 3HAHUM CTYAEHTOB II0 pas3AeiiaM M TeMaM IUCLUILUIAHBI
IIPOBOJMTCS B BUJIE 3a4€TA.

IIpenogasarenb JUCUUILUIMHBI UMEET IPABO HA HEKOTOPBIE HENMPUHLMUIIHAIBHBIC
OTCTYIUICHMS OT COAEP KaHUs IPOrPaMMBbl B HAYYHBIX U I1€1arOrMYECKUX LEIAX.



PabGouas mporpamMma JMCLHMIUTMHBL COCTaBJI€HA B  COOTBETCTBHM  C
tpedoBanusamu OI'OC BIIO no HanpasneHuto noarotosku 161000 AspoHaBuranus
(xBanuduKauus (CTETEHb) KMarucTpy).

Pazpabotuuk:

Ct. mpenoaBaTeib Illecrakos C.A.

IIporpamma cormnacoBaHa:

Pyxosonutens OITOIT

I.T.H., Ipodeccop W Benepnukos IO.B.

Jupexrop BrIciieil KoIbl a3poHaBUT AU

K.T.H. %&5/ borpanos B.I'.

s

IIporpamma paccMoTpeHa U ofoOpeHa Ha 3acefaHuu Y4eOHO-METOIUYECKOTO
coseTa YHUBepcurera 20 dpeBpanst 2019 roga, mpoTokoa Ne 5.



