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1 Ilesn ocBOeHMSI AUCIHUTIMHBI

[lenapto ocBOoeHUS AUCHUIUIMHBI «be30MacHOCTh MHOOPMAIMOHHBIX CHCTEM)
aBigeTcss  (OpPMUpPOBAHME y  CTYIAEHTOB CHUCTEMbl 3HAaHUW B  oOsactu
nH(OPMAITMOHHONW 0€30MacHOCTH KOMIBIOTEPHBIX CHUCTEM U TMPUMEHEHHS] Ha
MPAKTUKE CPEJCTB 3aIIUTh HHPOPMAIIUH.

[ToBbIlIeHre 0€30MacCHOCTH B TPAHCHOPTHBIX CUCTEMax Bcerjaa ObLIO OJTHON U3
BOKHEUIIUX 3a/lay. AKTyaJlbHO 3TO U JUIsl CUCTEMbI BO3JYIIHOTO TPAHCIOPTA, 4YTO
MOATBEPIKIACTCS Pa3BUTHEM COOBITHI B TTOCIIETHEE BPEMSI.

HampaBnenusi, mo KOTOPBIM MPOBOAUTCS IUIAHOMEpHAs padoTa MO TOBBIIIEHUIO
YPOBHSI aBHAIIMOHHON O€30MMacHOCTH, OXBATHIBAIOT OTPOMHBIA KPYr BOMPOCOB — OT
COBEPIIICHCTBOBAHUSI MTPABOBOM M HOPMATHBHOW 0a3bl, 0 KOHKPETHBIX MEP, B TOM
YHUCJIE COBEPIICHCTBOBAHKWE WH(OPMAIIMOHHON MOIACPKKA CUCTEMBI U BHEAPEHUS
COBPEMEHHBIX TEXHUYECKHUX CPEJICTB.

B 3amauy aucnumniavHel BXOJIUT TMO3HAKOMUTH CTYJEHTOB C COBPEMEHHBIM
COCTOsSIHUEM  oOecreueHuss  pa3jMYHbIX  HalpaBlIeHUW  WHOOPMAIMOHHOU
0€30MacHOCTH.

3agayamMu OCBOEHUS TUCLMIUIMHBI (MOYJISI) SIBJSFOTCSI:

- OCBOeHHE 0a30BOM TEPMHUHOJIOTHH, UCTIOIB3YIOUIEHCS B cepe oOecreueHus
uH(OPMAITMOHHON O€30MaCHOCTH;

- OCBOCHHE HOPMATHBHO-TIPABOBOM 0a3bl MO OOecnedeHH0 WHGOPMAIMOHHON
0e301acHOCTH;

- (hopMHpOBaHUE 3HAHUN O CTPYKTYpPE M OCHOBHBIX TPEOOBAaHUSAX CTAaHIAPTOB, B
chepe nHPpopMaIMOHHOM O€30MaCHOCTH;

- (opmMupoBaHmue mpeACTaBICHUN O MexaHW3MaX (HOPMHUPOBAHMS TOTUTHKA
MH(OPMAITMOHHOW O€30MaCHOCTH.

Jucrunimaa  oOecrieynBaeT IMOATOTOBKY  BBITYCKHMKA K  TPaMOTHOMY
UCITIOJIb30BAHUIO 3aIUTHBIX MEXaHU3MOB 00ecreunBaroImnx 3aIUTy
UH(OPMAITMOHHBIX PECYPCOB B HHPOPMAIIMOHHBIX CHUCTEMAX.

2. Mecto nucunmiuabl B ctpykrype OIIOII BO

Jannast yyeOHasi AMCLUMIIMHA OTHOCUTCS K OOIEHAYyYHBIM JIHUCUUIUIMHAM U
TpeOyeT OT CTyIEHTOB 3HaHMW MO JUCHMIUIMHAM  MaTeMaTUYecKOro U
€CTECTBEHHOHAYYHOTO IHMKJIa B 00bEME, ONpenessieMOM COOTBETCTBYIOLIMMU
porpaMmamu.

JlaHHas IMCUMIUIMHA TO3BOJISIET CTYAEHTY O0OOIIMTH pa3HOOOpa3HbIE 3HAHMS,
MOJIy4eHHbIE B  TMpOIEcCCe M3YYEeHHUs] JUCHUIUIMH  NPOPECCUOHAIBHOTO U
€CTECTBEHHOHAYYHOT'0 LIMKJIOB, U UCIOJb30BaTh UX JJI1 OPTAHU3ALMKU U MIPOBEICHHUS
paboT MO CO3AaHHI0 HEOOXOIUMBIX YCIOBHUHM, HaIllpaBICHHBIX Ha (HOPMHUPOBAHUE
3aJJaHHOW MOJIMTUKU HH(DOPMALMOHHOW 0€30MacHOCTH Ha MPEANPUATUSX CHCTEMBI
BO3IyIIIHOI'O TPAHCIOPTA.

JucrtunnHa «be3omacHOCTh HHPOPMAIIMOHHBIX CHCTEMY TPEACTABISIET COO0H
JTUCLUIUIMHY M0 BBIOOPY BapMATUBHOW YacTH OOIEHAYYHOTO LUKJIA AUCLIUTLINH.



I[I/ICHI/IHJII/IHa «be3onacHocTh HH(lJOpMaHI/IOHHBIX CUCTCM» HU3YydacTCsI BO BTOPOM
CCMCCTpPE H 633preTC$I Ha 3HAHUAX, IIOJYYCHHBIX CTYACHTAMU IIpU HN3YUCHHUU

COOTBETCTBYIOIIMX  JUCHUUIUIMH  TIpU
OakanaBpuara.
JlucnuninHa «be3ornacHoCcTh

UH(OPMAIIMOHHBIX

IMOJTYy4YCHHNHA O6p330BaHI/I$I B paMKax

CHUCTCM» ABIIACTCS

06CCHCHHB3IOHICﬁ JJIA HpCI[,ZIHHJIOMHOﬁ IMPAKTUKHU U JUIIJIOMHOT'O ITPOCKTHUPOBAHUAI.

3 Komnerennuu ody4arouierocs,
AUCHUIUIMHBI (MOIYJIs1)

[Ipouiecc OCBOCHMSI JTHCUUILIAHBI
CHEAYIOIINX KOMITIETEHIIHM:

¢popmMupyembie B pe3yabTrare OCBOEHUS

(Momyns) HampaBieH Ha (QopMHUpOBaHUE

Ilepeuens u KOz
KOMIIETCHIIUH

[lepedennb MmIaHUPYEMBIX PE3yJIbTATOB
O0Oy4YeHHMsI IO JUCITUTUIMHE

- CIOCOOHOCTH COBEPIICHCTBOBATh U
pa3BUBaTh CBOM HWHTEUICKTYaJbHBIN U
001IeKyIbTYpHBIN ypoBeHb (OK-1);

- BJaJCHWC HaBBIKAMH (HOpMaTH3aIuu

npoOJiem, TOJIKOBAHUS u
KpUTEPUATILHOU OLICHKU
npo¢eCCUOHATIBHBIX CUTYyalluH,

NPUHATUS W pealn3alliid pPelieHUud B
conuoTexHuueckux cucremax (OK-8);

- CHOCOOHOCTH  KJacCU(UIIUPOBATH,
ompeneNnsaTh  (QYHKIIMH U LeIu
noseaenus cuctem (OK-11);

- CIIOCOOHOCTh OCO3HABATh, KPUTHYECKHU
OIICHMBATh ¥ aHAJIU3MPOBATh BKJIAJ
CBOECH MpeaMeTHON 00J1acTH B pelICHUU
HKOJIOTHYECKUX TMpobieM u mpobiem
oe3omacunoctu (OK-22);

- CHOCOOHOCTh M TOTOBHOCTh K
MOATOTOBKE JAHHBIX JJIS  TIPUHSITHS
pelIeHuin IIpH YIIpaBICHUU
TPaHCTIOPTHBIMHU CUCTEMaMU B
pasnuunbix yeaopusx (ITK-1);

- CIIOCOOHOCTD U TOTOBHOCTD
paccUnTHIBATh W OLICHWBATH YCJIOBHS U
IIOCJIEACTBUS (B TOM YHCIIE
HKOHOMHYECKUE) IPUHIMAEMBIX

OpPraHU3aIMOHHO-YIIPABICHYECKUX
pemenwnii (ITK-18);

- yMEHHE HAaxOIHUTh
MEKIY  PasIdYHBIMU

KOMITPOMHMCC
TpeOOBAHUSIMU

3HAaTh:

- OCHOBHBIE TIIYTH U  METOJBI
peiieHuss 3a7ad B 00JIACTH CO3/aHUsA
pexuMa HHGOPMAITMOHHON O€30MaCHOCTH
CUCTEM aBTOMATH3allMd  BO3AYIIHOTO
TPAHCIIOPTA;

- TpeOOBaHHUS HOPMAaTHBHO-
npaBoBOi 0a3pl B 00JIacTH oOecredeHust
MH(QOpPMAIIMOHHOKW  0€30IacHOCTH  Ha
MPEANPUATUIX TPAXKIAHCKON aBUAIINY;

- OCHOBHbIE  BO3MOXHOCTH U
XapaKTEPUCTUKH MPOTPaMMHBIX CpPEICTB
o0ecrniedyeHus 3auuTbl THPOpMaIUH.

YMers:
- ONpENEATh «y3KHE» MECTa B CHCTEME
oOecrieueHus MH(pOpMaTMOHHON

0e30macHOCTH, W Mpeajaratb MyTH HX
yCTpaHEHUS;

- IpPaMOTHO IKCIUTYaTHPOBAThH
pOrpaMMHBIE CpeacTBa
nH(pOopMaIIMOHHOM 0€30MaCHOCTH;

Bnanets:

- METOAMKOW pa3pabOTKW U BHEIPECHUS
cucteM MHGOPMAIMOHHON 0e30macHOCTU
B CTPYKTYPHBIX NoJIpa3esIeHusX
CUCTEMBI BO3AYIIHOTO TPAHCIIOPTA;

- TPOTPaMMHBIMH CPEACTBAMH 3alllUThI
uHdopManuu npu pabore C




[lepeuensb u ko [lepedeHnb MIaHUPYEMBIX pPe3yJIbTATOB
KOMITETEHIIUH O0Oy4eHHMsI IO JUCIUIUIMHE

(CTOUMOCTBIO, Ka4eCTBOM, | KOMITBIOTEPHBIMH CHUCTEMaMH, BKIIIOYAS
0€30IMacHOCThIO u CPOKaMH | TPUEMBI aHTUBUPYCHOH 3aIUTHI.
VCIIOJTHEHUS) KaK TPU JIOJITOCPOYHOM,
TaK u npu KPaTKOCPOYHOM
TUTAHUPOBAHHH, u NPUHUMATD
panmonanbsHble perrenus (I1K-39);

-  YMCHHEM  OpraHHM30BHIBATH W
NPOBOJIUTh MAapKETHHT, pa3padaThiBaTh

OM3HEC-TUTaHbI peanuzanuu
NEePCIEKTUBHBIX u
KOHKYPEHTOCIIOCOOHBIX pabOT U YCIyT
(IK-41);

- CHOCOOHOCTh OpraHU30BBIBaTh U
COBEpPIIICHCTBOBATh CHUCTEMBbI yueTa M
nokymenrooboporta (ITK-45);

- CIOCOOHOCTh OpPraHU30BHIBATH U

OCYUIECTBIISITh pa3paboTKy
METOUIECKIX u HOPMATHUBHBIX
JTIOKYMEHTOB, TEXHUUYECKOH

JOKYMEHTAIMH, a TaKKe MNPEIIOKEHUN
U MEpPONPUATHA IO  IOBBIIICHHUIO

3 PeKTUBHOCTH AKCILUTyaTaluu
BO3MIYIIHBIX  CYJIOB U  OOBEKTOB
aBUAILIMOHHOM UH(DPACTPYKTYPHI,

oOecrieueHnt0 0e30MaCHOCTH TIOJIETOB
BO3JYIIHBIX CYJOB M 0€30MacHOCTH
UCITOJIB30BaHUS BO3/yIITHOTO
MPOCTPAHCTBA, o0ecIeueHuto
aBUALIMOHHOM 0€30MacHOCTH M KayeCcTBa
pabot u yciyr (ITK-51);

4 O0beM AUCHUILTHHBI (MOIYJIS1) M BUABI Y4eOHOH padoThl

OO0mast Tpy10€MKOCTb JUCITUTUIHHBI (MOIYIIS) COCTABISAET 2 3a4ETHBIX €AMHHUITBI
72 akaIleMHUYECKHX Yaca.

HaumenoBanue Beero Kype
JacoB 1
OO6m1ast TPy T0€MKOCTh JUCITUTIIINHBI 12 12
KonrakTtHas pabota 8,3 8,3
JICKIIHH, 4 4
MIPAKTUYECKUE 3aHATHUS, 4 4




CCMUHAPBLI,

nabopaTopHbie PabOTHI,

KYpCOBOM MPOEKT (paboTa)

JIPYTUe BUABI ayAUTOPHBIX 3AHITUH.

CamocrosiTenpHas paboTa CTyeHTa 95 95
KoHTpoJibHBIE pabOTHI
B TOM YHCJIe KOHTaKTHAas paboTa
[TpomexxyTouHast aTTeCTaIUs 9 9
KOHTaKTHas paboTa 0,3 0,3
caMOCTOsATeNIbHAs padoTa MO TOJATOTOBKE K 8.7 8.7
(3au€Ty, DOK3aMEHy) HeoOX00UMO  yKa3amo Jauer 3aver

KOHKDEMHbIU 8UO NPOMENHCYMOYHOU ammecmayuu




5 Coaep:xanue TUCHUIIUHBI (MOIYJIs1)

5.1 CooTHeceHusi TeM (pa3aesioB) TUCHUILIHHBI (MOIYJIs1) U GOPMUPYEMBIX KOMIIETEeHIIHIA

O6pazoBare-

“Alo |9 | N | || |d|wW <
KOJHMYECTBO | [ Pl N A Y | T Ww O11eHOYHBIE
TEMBI, PA3JEJIbI JUCIHUATIIVHBI YACOB XMy | vy vl |y JIbHBIC CpencTRa
©|C|o|o|F|E E|E |ElE rexuonoruu | P
Tewma 1. 3agauu o oOeCreYeHHUIO
nH(OPMAITMOHHON O€30MTaCHOCTH 6 + | + BK, CPC v
KOMITBIOTEPHBIX CHCTEM
Tema 2. YpoBHU oOecrieueHUst
P . 7 + |+ ]+ + | WJI, CPC %
HNudopmanmonHoi 6€301macHOCTH
Tewma 3. AHanu3 yrpo3 uH(pOpMamoOHHOU 7 + + + + + | cpe v
0€30MacCHOCTH.
Tema .4. TakcOHOMUSI KPUTEPUEB
T KPITED 14 + + +| |ILm3,cPC| VY
nHGOPMAITMOHHON O€30MaCHOCTH.
Tewma 5. 3ammra UHPOPMAITMOHHBIX CUCTEM 1. 113
aMMHOT 15 + |+ |+ + |+ |+ > v
OT BPEIOHOCHOTO MPOTPaMMHOTO W3, CPC
obecrieueHus
Tema 6. MexcereBoe dJKpaHUPOBaHUE 14 + |+ + |+ + NJI1, UI13, v
CPC
IIpoMexyTouHasi aTTecTaums 9
HTOrO nNo JMCOUIJINHE 72 3auer

Coxkpamenusi: JI — nexkuusi, WUJI - uatepaktuHas aekuus, [13- npaktuueckue 3ansatusa, U3 — nHTepakTUBHOE MPAKTUYECKOE

3ansitue, CPC — camocrosTenbHas padbora cryaenta, BK — BXogHON KOHTpOb, Y — YCTHBIN OIpOC.



5.2 Tembl (pa3aenbl) TUCHUNIMHBI U BU/IbI 3aHATHH

HaunmenoBanue pazaena nucuumuael | JI | W | TI3 | UII3 | CPC E);sgg
Tema 1. 3amaun mo oOecieYeHUIO
nH()OpMaIIMOHHOM 0€30MacHOCTH 6 6
KOMIIBIOTEPHBIX CUCTEM
Tema 2. YpoBHU oOecrieueHUst 1 5 7
HNudopmanmonHoi 6€30macHOCTH
Tema 3. Ananu3 yrpo3 v v
nH()OpPMaIIMOHHOM 0€30MacHOCTH.
Tema .4. TakCOHOMUST KPUTEPHEB 1 1 12 14
nH(OpMaIIMOHHOM 6€30IaCHOCTH.
Tema 5. 3ammra nHGOPMAITMOHHBIX
CUCTEM OT BPEJIOHOCHOTO 1 1 1 12 15
MIPOTPaMMHOT0 00eCTICUeHUS
Tema 6. MexceTeBoe SJKpaHUPOBaHUE 1 1 12 14
HToro: | 2 2 2 2 55 63
ITPOMEXKYTOUYHAS ATTECTALIUA: 9
BCEro no 1TMCUMILIMHE 72

5.3 Conep:xanue TUCIHUNIMHBI

Tema 1. 3agaum mno oOecnmeyeHHI0 HHPOPMANUOHHOH 0€30MACHOCTH
KOMIIBIOTEPHBIX CHCTEM

3HadueHne HHPOPMAIMOHHOW O€30MACHOCTH KOMITBIOTEPHBIX CHCTEM IS
CTaOMJILHOTO  (PYHKIIMOHUPOBAHUSI ~TPENNPUSATAN U OpPraHu3aluidi  CHUCTEMBbI
BO3JIYIITHOTO TpaHCIOpTAa. Onpenenenue MOHSTHUS «H(pOPMAIMOHHAS
0€30MacHOCThY, MPAKTUUECKHE aCTIEKThl TH()OPMAIIMOHHON 0€30MacHOCTH.

Tema 2. Tema 2. YpoBHu oOecnieuennst UnpopmanuoHHoi 0e30macHOCTH

3aKOHOJIATEIbHBIN, aJAMHUHUCTPATUBHBINA, MPOLEAYPHBIA M IPOrpaMMHO-
TEXHUYECKUH YpOBHM oOecrieueHuss HHPopMauuoHHOW Oe3omacHocTu. IlomuTuka
UH(OPMAITMOHHOW O€301aCHOCTH MPEIIPUITHS.

Tema 3. Ananan3 yrpo3 uHGpopManoHHO 0€30M1aCHOCTH.
Knaccudukamms wu  aHanuz  yrpo3  uH(oOpMmanumoHHOW  0€30mMacHOCTH
KOMITbIOTEpHBIX cucTteM. OleHKa yrpo3 HHGOPMAIIMOHHON 6€30MacHOCTH.

Tema 4. TakcoHOMUSI KpUTEPHEB HH(POPMALMOHHOMH 0€30I1aCHOCTH

Cragmaptel mo uH(pOpMAIMOHHON Oe3omacHOCTH. «OpaHXKeBas KHHTa», €€
3HAUYCHUE U coJAcpkaHue. MexXxaHu3Mbl CO3JaHUS U TIOJJEp/KAHUS HAIACKHOU
BBIYMCIIUTEILHOM 0a3bl.




Tema S. 3amura WHPOPMALMOHHBIX CHCTEM OT BPEJOHOCHOIO
NMPOrpPaMMHOI0 odecrevyeHmst

Knaccudukanus BpeqoHOCHOro mporpaMmHoro otecnedeHus. KomnbroTepHble
BUPYCBI, TPOSIHCKHE IPOrPAMMBI, CETEBBIE KOMIIBIOTEPHBIE YEPBHU, M JPYyroe
BpPEIOHOCHOE MporpammHoe obecrieuenue. Kiaccudukanus cpencts O60opbObl €
BPEIOHOCHBIM MPOrPaMMHBIM 00€CIICUEHHUEM.

Tema 6. MekceTreBoe IKpaHUPOBaHUE

OTanoHHas MOJENIb B3aUMOJCHCTBUS OTKPBITBIX CHCTEM: €€ Ha3HAY€HUe u
¢ynkiuonupoBanne. KOMIUIEKCHBIH MEXKCETEBOM HKpaH, COCTaB, Ha3HAuYCHHUE
COCTABJISIOIIUX JIEMEHTOB.

5.4 IlpakTyeckue 3aHATHSI

Howmep tembl . Tpyno-
TemaTnka MPaKTUUECKUX 3aHITHHA
JTUCITUTUTHBI €MKOCTb
(ceMUHapOB)
(Momys) (dacel)
4 TakcoHomust KpuTepreB HHHOPMAIIMOHHON 0€301aCHOCTH 1
5 3ammTta WHOOPMALIMOHHBIX CHUCTEM OT BPEIOHOCHOTO 2
MPOrPaMMHOTO 00ECTICUCHUS

6 MexceTeBoe SKpaHNPOBAHUE 1

HToro nmo nucuuniinze 4

5.5 JlabopaTopHBIil NPAKTUKYM
JlaGopaTopHBIi TPAKTUKYM YU4E€OHBIM IJIAHOM HE MPETyCMOTpPEH.

5.6. CamocTosiTesibHasi padoTa

No
pasieia, Buasl camocToaTenbHOM paboTh Tpynoemrocts
TEMBbI (dacnl)
JMCHIUTUTAHBI

1 CaMOCTOSITCJIbHOEC ~ OBJIQJICHUE  CTYJCHTaMHU 5
Matepuajia TeMbl. [4]

5 CaMOCTOSTCIILHOE ~ OBIAJE€HUE  CTYIACHTaMHU 6
MaTepuaia TeMsl [2, 5]
CaMOCTOSTCIILHOE ~ OBIAJE€HUE  CTYIACHTaMHU

3 7
maTepuaia temsr [1,2,3,6]
CaMOCTOSITCIILHOE  OBJIQJICHUE  CTYJACHTaMHU

4 Matepuaia TeMsl [3] 12
BBIITOJIHCHUE 3aJlaHUs B COOTBETCTBHH C




HHCTPYKIMSIMH M METOJMYCCKMMHU YKa3aHUSMHU
HpEroaaBaTess

CaMOCTOSITEJIbHOE ~ OBJIQJICHHE  CTYJICHTAMH
MaTepuaia TeMsl [2,4]

5 BBIIIOJIHEHUE 3aJaHUs B COOTBETCTBUUA C 12
WHCTPYKIIUSAMUA W METOJUYECKUMH YKa3aHUSIMHU
MIPETOIaBaTeNs

CaMOCTOSITENIFHOE ~ OBJIQJICHUE  CTYJACHTAMHU
MaTtepuaia Temsl [1,3]

6 BBIIIOJIHEHUE 3aJaHUsI B COOTBETCTBUH C 12
WHCTPYKIUSAMUA M METOJIUYCCKUMH YKa3aHUSIMHU
IPEroIaBaTes

Bcero: 55

6 YueOHo-MeTOAUYecKOe M HHPOPMANIMOHHOE o0ecredeHHe TUCHUITIHHBI
(MoayJin)

a) OCHOBHAsI JUTepaTypa:

1. lanbrun B.®. Nudopmarnmonnas 0€30MacHOCTh U 3a1uTa HHPOPMALIH
[Texcr] / B. ®@. Hlanerun. - M.: JIMK Ilpecc, 2014. - 702c¢. - ISBN 978-5-97060-
226-3.

2. bapanoga E.K. Indopmanronnas 6€301acHOCTb | 3aliuTa HH(popMam
:Yueb. moco0. st By3oB [Tekct] / E. K. bapanosa, A. B. ba6am, A. M. [lerpakos. -
2-e uzn. - M.: PUOP-Unppa-M, 2014. - 256c.

0) JOMOJIHMTEIbHAS JIUTEepaTypa:

3. HecrepoB C.A. lndopmanronnas 6€301acHOCTh: YUEOHHUK U MTPAKTHKYM
JU1s akagemudeckoro OakanaBpuara. Pexom. YMO [Tekct] / C. A. Hectepos. - M,
2016. - 321c. - ISBN 978-5-9916-7227-6.

4. MeabauxoB B.II. NUupopmanmonnas 6e30nacHOCTb U 3alUTa UH(POPMALUU:
VYu4eb. mocoO. aist By30B. Jonym. YMO [Texcr] / B. I1. Menbaukos, C. A.
Kneiimenos, A. M. Tlerpakos. - 2-¢ u3a. crepeotutl. - M.: Akaaemus, 2007. - 336c¢.

5. buprokoB A.A. ndopmarimonHast 0€30MacHOCTh: 3alllMTa U HanaJeHHe.
[Texct] / A. A. buprokos. - M.: JIMK IlIpecc, 2016. - 474c. - ISBN 978-5-97060-226-
3.

6. Sipouxkun B.U. NudopmarnmonHas 6e30macHOCTh: Y4ueO. 1jig By30B. Pexowm.
Muno6p. PO [Tekcr] / B. U. Apoukun. - M.: Akagem. nmpocnekt, 2006. - 544c.

B) IllepedyeHb pecypcoB HH(POPMALNMOHHO-TEJEKOMMYHHKALMOHHOM CETH
«AHTEepHET»:

https://www.intuit.ru/studies/courses/10/10/lecture/296?page=1

https://www.intuit.ru/studies/courses/10/10/lecture/302

https://www.intuit.ru/studies/courses/3649/891/lecture/32336?page=1

https://www.intuit.ru/studies/courses/10/10/lecture/306

https://www.intuit.ru/studies/courses/10/10/lecture/310



https://www.intuit.ru/studies/courses/10/10/lecture/296?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/302
https://www.intuit.ru/studies/courses/3649/891/lecture/32336?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/306
https://www.intuit.ru/studies/courses/10/10/lecture/310

https://www.intuit.ru/studies/courses/10/10/lecture/312
https://www.intuit.ru/studies/courses/10/10/lecture/300
https://studref.com/325272/informatika/klassifikatsiya ugroz_informatsionnoy
bezopasnosti#846
http://protect.htmlweb.ru/orangel.htm
https://studfiles.net/preview/3103252/page:8/
https://www.kazedu.kz/referat/84974/4
https://www.kazedu.kz/referat/84974/5
https://www.kazedu.kz/referat/84974/8
https://ocompah.ru/razlichie-mezhdu-kompyuternyj-virus-cherv-troyanskij-
kon.html
http://old.intuit.ru/department/security/antiviruskasp/2/
http://old.intuit.ru/department/security/antiviruskasp/2/2.html#sect3
http://old.intuit.ru/department/security/antiviruskasp/5/
http://old.intuit.ru/department/security/antiviruskasp/6/
http://old.intuit.ru/department/security/antiviruskasp/7/
https://www.itweek.ru/security/article/detail.php?1D=104405
https://studfiles.net/preview/5282711/
http://routeworld.ru/80-model-vzaimodeystviya-otkrytyh-sistem-osi.html
http://citforum.ru/nets/protocols/1 01 02.shtml
https://studfiles.net/preview/5970826/page:56/
https://studfiles.net/preview/5970826/page:57/
https://studfiles.net/preview/5970826/page:58/
https://studfiles.net/preview/5970826/page:59/
http://ypn.ru/322/osi-depended-firewall-functioning-features/
https://vuzlit.ru/986869/protivodeystvie nesanktsionirovannomu mezhsetevo

mu_dostupu

r) mnporpaMmMHoe oOecnedyeHue (JIMIEH3MOHHOE), ©0a3bl JaHHBIX,
UH(POPMALMOHHO-CIIPABOYHbIC H MOUCKOBbIEC CHCTEMBbI:

1. Ckanep yszBumocTteir XSpider ¢pupmsr Positive Technologies ;

2. KommuiekcHas cuctema koHTpons 3amuiiénnoctd MaxPatrol 8 ¢upmbr
Positive Technologies;

3. AutuBupycHsiii maket Kaspersky Endpoint Security Standard for Windows.

7 MaTepuajJibHO-TeXHHYECKOe o0ecnevyeHue TUCHUIINHBI (MOTYJIs1)

JIJIs  yCTHEIIHOTO OCBOSHHUS JUCIMIUIMHBI HEOOXOJAMMO HMETh ayAUTOPHIO,
000pYI0BaHHYIO:

- MyJIbTUMEIUIHBIMU CPEJICTBAMU;

- IUIaKaTaMd, CTEHJAMH TO0 TEMaTUKH JUCHUIUIMHBI (WM TIPE3CHTAlUd C
uH(pOopMaIren o TEMaTHKU TUCIUATIINHBI);

- BUIe0 OMOMMOTEKOM (BUIEO3aMMCH YYCHUH U TPEHUPOBOK, BUACO(PMIBMBI 110
TEMaTHUKE AUCIUIUINHBI);

- HarJIs,THBIC TIOCOOMS, HEOOXOIUMBbIE JJISI POBEACHUS 3aHATUM 110 TUCIUILIAHE.


https://www.intuit.ru/studies/courses/10/10/lecture/312
https://www.intuit.ru/studies/courses/10/10/lecture/300
https://studref.com/325272/informatika/klassifikatsiya_ugroz_informatsionnoy_bezopasnosti#846
https://studref.com/325272/informatika/klassifikatsiya_ugroz_informatsionnoy_bezopasnosti#846
http://protect.htmlweb.ru/orange1.htm
https://studfiles.net/preview/3103252/page:8/
https://www.kazedu.kz/referat/84974/4
https://www.kazedu.kz/referat/84974/5
https://www.kazedu.kz/referat/84974/8
https://ocompah.ru/razlichie-mezhdu-kompyuternyj-virus-cherv-troyanskij-kon.html
https://ocompah.ru/razlichie-mezhdu-kompyuternyj-virus-cherv-troyanskij-kon.html
http://old.intuit.ru/department/security/antiviruskasp/2/
http://old.intuit.ru/department/security/antiviruskasp/2/2.html#sect3
http://old.intuit.ru/department/security/antiviruskasp/5/
http://old.intuit.ru/department/security/antiviruskasp/6/
http://old.intuit.ru/department/security/antiviruskasp/7/
https://www.itweek.ru/security/article/detail.php?ID=104405
https://studfiles.net/preview/5282711/
http://routeworld.ru/80-model-vzaimodeystviya-otkrytyh-sistem-osi.html
http://citforum.ru/nets/protocols/1_01_02.shtml
https://studfiles.net/preview/5970826/page:56/
https://studfiles.net/preview/5970826/page:57/
https://studfiles.net/preview/5970826/page:58/
https://studfiles.net/preview/5970826/page:59/
http://ypn.ru/322/osi-depended-firewall-functioning-features/
https://vuzlit.ru/986869/protivodeystvie_nesanktsionirovannomu_mezhsetevomu_dostupu
https://vuzlit.ru/986869/protivodeystvie_nesanktsionirovannomu_mezhsetevomu_dostupu

8 O0pa3oBare/ibHbIe U HH(POPMAIIMOHHBIE TEXHOJIOTHHU

BxoaHoii KOHTPOJIb TPOBOAUTCA B (OpPME YCTHBIX OIPOCOB C LEJBIO
OLICHUBAHUS OCTATOYHBIX 3HAHUU 10 PaHEE U3YYEHHBIM AUCLUUILIMHAM WIH pa3aeiam
M3y4aeMOW JUCLUUILIAHBIL.

[Ipy M3ydyeHNH TUCIUIIMHBI UCIIOJIB3YIOTCS KaK TPAAUIMOHHBIC JIEKIIUM, TAK U
WHTEPAKTUBHBIC JICKIINH.

HNHTepakTUBHBIE JEKIUH ITPOBOISITCA B HECKOJIBKUX BapUaHTaX

-po0JieMHasi JIeKIMsl HAYMHACTCS C TIOCTAaHOBKH MPOOJIEMBI, KOTOPYIO
HEOOXOMMO PEIIUTh B MPOIIECCe N3NI0KEHUSI MaTepuaia.

-IeKUUA-BU3YAJIM3alUsl  YYUT CTYACHTOB NpeoOpa3oBbIBaTh YCTHYIO U
MUCEMEHHYI0 HWHGOpMAIMI0 B BHU3yalbHYI0 ¢GopMy, YTO (OpMUPYET Yy HHX
npo(hecCHOHANBFHOE MBIIUICHHE 3a CUET CHCTEMaTH3allid U BBIJIEICHHUS Hamboee
3HAYMMBIX, CYIIIECTBEHHBIX JIEMEHTOB COJACPKAHUS 00yUCHUSI.

- JeKnusA-0ecena MpeanoiaraeT HemoCPEACTBEHHbIN KOHTAKT MPENOAaBaTelis C
ayJIMTOpUEH, TO3BOJSET MPUBJIEYh BHUMAHHUE CTYJCHTOB K HauOoJiee BaKHBIM
BOIIPOCAM TE€MbI, BOBJIEYb B JIBYCTOPOHHUI OOMEH MHEHUSIMH, BBISICHUTh YPOBEHb HX
OCBEJIOMJICHHOCTA [0 pPACCMAaTPUBAEMOM TEME, CTEINEHM HX T[OTOBHOCTHU K
BOCHPUATHUIO IIOCIEAYIOLIETO Marepuana, I[O3BOJLSIET aApecoBaTb BOIPOC K
KOHKPETHOMY CTYACHTY, CIIPOCUTh €r0 MHEHHE 110 00CyX1aeMoii rpodieme.

-J1ekuusa-auckycceusi.  IIpenogaBarens TpM HU3JI0XKEHUH  JIEKIMOHHOTO
Marepuaga He TOJbKO HCIOJIB3YET OTBETHI CTYJAEHTOB Ha CBOM BOIPOCHI, HO M
OpraHu3yeT CBOOOAHBIM OOMEH MHEHUSMH B HHTEpPBAJIaX MEXAY JOTHYECKUMU
paszienamu.

IIpakTH4yeckue 3aHATUA TMPOBOMITCA C HCHOJB30BAHUEM CHEHUAIBHBIX
KOMIIBIOTEPHBIX MPOTpaMM M TPEIHA3HAYCHBI JUISl 3aKPEIJICHUS MOJYYEHHBIX
3HAHHM, a TAaK)Ke BEIPAOOTKH HEOOXOAMMBIX YMEHHIN U HaBBIKOB.

HNHTepakTUBHOE NPAKTHYECKOE 3aHATHE IPOBOJMUTCA C MCIOJIb30BAHUE
CPEIICTB BBIUUCITUTEIHHOM TEXHUKHU U CIIEIIMATIBHOTO MPOTPAMMHOT0 00eCIieYeHUs, U
IIPEIIOJIaracT BbIIOJIHEHNUE BbIJAHHBIX KOHKPETHBIX 3aJaHHM.

CamocrosiTeibHass padoTa CTYJEHTA NPOBOJUTCS C IIEJbIO 3aKPEIUIEHUS U
COBEPILICHCTBOBAHUSI  OCBAaMBAEMBIX KOMIIETEHLHMM, [MPEAINOJAaraerT COYETaHUe
CaMOCTOSITEJIbHBIX TEOPETUYECKUX 3aHATUH M CAMOCTOSITEIBHOE BBINOJHEHUE
MPAKTUYECKUX 3aJaHUM, OTIMCAHHBIX B PEKOMEHAOBaHHOM uTepatype [1,2].

0. ®oH OLEHOYHBLIX CPEICTB /I MNPOBEJEHUS TeKYIIero KOHTPOJIsI
yCIeBAEMOCTH M TMPOMEXKYTOYHOH AarTrecTallul MO0 MTOraM OCBOEHUA
AUCHUIIMHBI (MOIYJIs1)

9.1. OueHka TeKylero KOHTPOJIs yCeBaeMOCTH 1 3HAHUI CTYJ€HTOB

Onenka
[Tpu M3ydeHun MUCIUIIINHBI UCTIOJIb30BaHNE OAIBHO-PEHTUHTOBON CHCTEMBI HE
IPEYCMOTPEHO.
Orenka CTyICHTY 3a ceMecTp 0e3 caaun 3a4eTa - He IPelyCMOTPEHa.



HOKa3aTeJII/I, KPHUTEPHUH, OITUCAHUE IIIKAJIbI OHCHUBaAHUS.

IlToka3zarenu OLICHUBAHUA

Kpurepuu oniennBanus

3HaTh:

- OCHOBHBIE TIyTH W METOJBI
pemieHusi 3aAad B 00JacTH CO3/aHUA
pexxuma uH(GOPMaMOHHON
0€30MacHOCTH CHCTEM aBTOMATH3aLUU
BO3IYIITHOTO TPAHCIIOPTA;

- TpeOOBaHMSI HOpPMAaTHBHO-
npaBoBOM 6a3bl B 00JaCTH 00ECIICUCHHS
nHpOpMaIIMOHHOW  OE€30MacHOCTH  Ha
MPEANPUATUIX TPAXKIAHCKON aBUAIINY;

Ilepeuncnenne, CpaBHEHUE
METO/IOB pEIICHUs 3aJady B 00JacTu
cCo3aHusl pexuMa HHPOPMALMOHHON
0€30IIaCHOCTH CHUCTEM aBTOMATH3ALUNA
BO3/YITHOTO TPAHCIOPTa, OCHOBHBIX
XapaKTePUCTHK MPOTPAMMHBIX CPEJICTB
o0ecrniedyeHus 3aluThl UHPOPMaLUK.

AHanus, COTIOCTaBJICHUE
TpeOOBaHUM HOPMAaTHUBHO-IIPABOBOM
0azpl B oOmactu  oOecreyeHUs

- OCHOBHBIE BO3MOXXHOCTH U | MHQOPMALIMOHHONW OE30MacCHOCTH Ha
XapaKTEPUCTUKHU MPOTPAMMHBIX | IPEANPUATUSX TPAXKIAHCKON aBUAIUH,
CpEICTB o0ecrnieuyeHus 3alUTHl | METOJIOB peIlIeHusl 3ajady B oO0JjacTu
uH(popMauu. co3gaHusl pexuMa HHPOPMALMOHHON

0€30MacHOCTH CHUCTEM aBTOMAaTHU3aIUU

BO3/IyIITHOTO TPAHCIIOPTA.
YMers: CaMOCTOSTENBHOCTE B ONPEACIICHUN
- OTIPEZICTIATh Ky3KHE» MECTa B CHUCTEME | Y3KUX MecTa B CHCTEMEe oOecreueHHs
oOecrieueHus uH(OPMAIIMOHHOHN | UHDOPMAITMOHHON 0e30MacHOCTH,
0e30macHOCTU, W TpeajiaraTh MyTH WX | IPEIJIOKEHUU MyTH UX YCTPAHEHUS.
yCTpaHEHUS; [IpodeccuonanpHas rpamMOTHOCTH B
- IPaMOTHO AKCIUTYaTHUPOBATh | OKCIUIyaTallud TPOTPAMMHBIX CPEJICTB
pOrpaMMHbIE cpenctBa | ”HGOPMAIIMOHHON 6€30MacHOCTH.

nH(OPMAITMOHHON O€30MaCHOCTH.

Bnanets:
- METOJUKOU pa3pabOTKU U BHEIPECHUS

CUCTEM UH(OPMAIMOHHON
0e30macHOCTH B CTPYKTYPHBIX
MOJIpa3AeIEHUsIX CUCTEMBI BO3IYIIHOTO
TPAHCIIOPTA;

- MPOTrPaMMHBIMHU CPEJICTBAMHU 3aLIUThHI
uHbopMaIuu npu pabote C

KOMIIBIOTEPHBIMU CUCTEMaMH, BKJIFOUAs
MIPUEMBI AaHTUBUPYCHOM 3aIUTHI.

Brnanenne wmetonukoit pa3paboOTKu U
BHEJIPEHUSI CHUCTEM HHGOPMAIMOHHON
0e30macHOCTH B CTPYKTYPHBIX
MOAPA3AEICHUSAX CUCTEMBI BO3YIITHOTO
TPaHCIIOPTA;

- TIPOTPpaMMHBIMHM CPEJACTBAMU 3aIUTHI
uHbopMaIuu npu pabote C
KOMIBIOTEPHBIMH CUCTEMaMH, BKJIKOYAst
MPUEMBI AaHTUBUPYCHOM 3aIUTHI.

Omnucanue nIkasibl OLICHUBAHUA:

3ayeT: CpaBHMBAET METOABI PEIICHUs 3aJad B OOJACTH CO3JaHUs PEeXKHUMA
MH(OPMAIMOHHON O€30MaCHOCTU CHUCTEM aBTOMATHU3AI[MU BO3YIIHOIO TPAHCIIOPTA,
OCHOBHBIX  XapaKTEPUCTUK MPOTPaMMHBIX CpPEICTB  OOECHEYeHUs  3alIUTh
uH(popManuu.



AHanu3upyeT, COMOCTaBiIsIeT TpeOOBaHUS HOPMATHUBHO-TIPABOBOM 0a3pl B
obmact obecriedeHuss HMHGOPMAIIMOHHONW 0€30MacHOCTH Ha  TPEANPHUITHIX
IpaXJaHCKOW aBUAIlMHM, METOJbl pEIIeHHUs 3afad B OO0JACTH CO3[aHUs peXHUMa
MH(POPMALIMOHHOM 0€30MMacCHOCTH CUCTEM aBTOMATU3AIlMN BO3IYLITHOTO TPAHCIIOPTA.

CaMocTOATENBHO  ONpefeNseT y3KHe MecTa B CHCTeME 00ecreYeHMs
MH(POPMALIMOHHOM 0€301MacHOCTH, Mpe/yIaraeT MyTH UX YCTPaHCHHUS.
[lpodeccuonanbHO ~ TPaMOTHO  AKCIUTyaTUpPYeT  HIpPOTpaMMHBIE  CpeACTBa
uHGOPMAITMOHHOHN 0€30MaCHOCTH.

Brnageer wmetoamkoil pa3paOOTKM W BHEIPEHHS CUCTEM HWHGOPMAIMOHHOMN
0€30I1acCHOCTH B CTPYKTYPHBIX MOPa3ACIECHUSIX CUCTEMBI BO3AYITHOTO TPAHCIIOPTA,;

- IPOTPAMMHBIMH CPEACTBaMHU 3aIIUTHI MH(POpMALMK MTPH paboTe C KOMIBIOTEPHBIMH
CHCTeMaMH, BKIIFOUYasi MPUEMBI aHTUBUPYCHOM 3aIlIUTHI.

He 3auer: nepeuncisier METOJbI pelIEHUs 3a/1a4d B 00JacTH CO3/IaHusl peKuMa
UH(POPMAIIMOHHON OE30MMaCHOCTH CHUCTEM aBTOMAaTH3allMU BO3AYIIHOIO TPAHCIOPTA,
OCHOBHBIE  XapaKTEPUCTHUKU MPOrPaMMHBIX CPEICTB  OOECIEYeHMs]  3aIIUTHI
uHpopMaruu. CaMOCTOSITENIbHO HE ONPEIENIeT y3KUe MeCTa B CUCTEME 00ecieueHus
MH(POPMAIIMOHHOM 0€30I11aCHOCTH, HE MpejiaraeT MyTH UX yCTPaHEHHUS.

He Bnaneer MeTonukol pa3paOOTKH M BHEAPEHHUS] CUCTEM HH()OPMALMOHHOU
0€301aCHOCTH B CTPYKTYPHBIX MOJPA3AEICHUSAX CUCTEMBI BO3IYILIHOTO TPAaHCIIOPTA,
POrpaMMHBIMM CPEJICTBAMHU 3allUThl MH(OpMAUU IpU padoTe ¢ KOMIIbIOTEPHBIMU
CUCTEMAMHU, BKJIFOYAsi TPUEMBI aHTUBUPYCHOM 3aIUTHI.

9.2. TumoBble KOHTPOJIbHbIE 3aJaHHUsl [JII TNPOBeJEHHS TeKYUIero
KOHTPOJISI ¥ IPOMEKYTOYHOM aTTeCTAIUM 10 UTOTaM O0y4eHHUs MO TUCIUIIHHE
(MoayJ110)

1. Jate onpenenenue nousatuio « Mupopmanronnas 6e30macHOCTbY;

2. OOBACHUTH TOHATHE TMPAKTHUUYECKOTO  acmekTa HWH(OpPMAIMOHHOU
6e3omacHoCcTU «J{OCTYyITHOCTDY;

3. OOBSACHUTH TOHATHE TMPAKTUYECKOTO  acrleKTa HWHOOPMAIMOHHOU
oe3omnacHocTH «llenocTHOCThY;

4. OOBIACHUTH TIOHATHE MPAKTUYECKOTO  aclekTa HMHQPOPMAIMOHHOM
oe3onacHoctu «KoHpUAEHIINATBEHOCTDY;

5. 3akoHOAaTENbHBIA YPOBEHb OOecrieueHus] NH(POPMAIMOHHOW 0OE€30MacHOCTH.
Yro a1o Takoe? Uto BXOauT B 310 noHATHE? [IpHMeEpPBI 3aKOHOAATENBHBIX AKTOB;

6. AJIMUHUCTPAaTUBHBI ~ ypOBeHb  oOecrieueHHs]  HMH()OPMALIMOHHOU
oeszonacHoctu. Ilonstue «llonmutuka Oe3omacHOCTH». YPOBHU JleTajaU3alldd
aJIMUHUCTPATUBHOTO YPOBHS, UX COJICPKAHUE;

7. Ilporpamma Oe3omacHocTH. EE CHHXpoOHHM3amMs C >KHU3HCHHBIM ITHKJIOM
UH(GOPMAIIMOHHBIX CUCTEM;

8. IIponieaypHbIil ypoBeHb 0OecTieueHust nHDOpPMAIMOHHON O6e30omacHoCcTU. UTo
310 Takoe? Kiaccel Mep npolie1ypHOTO YpOBHS;

9. IlpouenypHslii ypoBeHb oOecrmeueHus HHGOPMAIMOHHON 0€30MacHOCTH.
YnpasieHue nepcoHaIoM;



10. IIpouenypHslii ypoBeHb obOecmeueHUs MH(YOPMAIIMOHHOW OE30MacHOCTH.
Pusnueckas 3auuTa.

11. TlpouenypHusiii ypoBeHb oOecrieueHUsi UH(GOPMAIIMOHHON O€30MacHOCTH.
[Toanep:xanue paboTOCOCOOHOCTH;

12. TlpouenypHsiii ypoBeHb oOecrieueHuss MH(GOPMAIIMOHHON O€30MacHOCTH.
PearupoBanue Ha HapylIeHUs pexuMa 0€30MacHOCTH;

13. TlpouenypHsiii ypoBeHb oOecrieueHusi UWH(GOPMAIIMOHHON O€30MacHOCTH.
[InaHupoBaHKe BOCCTAaHOBUTEIBHBIX padoT;

13. IIporpaMMHO-TEXHHYECKHI ypOBEHb oOOecmeueHus: HHPOPMAIHOHHON
oe3onacHocTh. CepBUCH TPOrPAMMHO-TEXHUYECKOTO YPOBHS:

- UIeHTU(UKAITUS U ayTeHTU(DUKAINS;
- YOpaBJIEHUE TOCTYIIOM;

- MPOTOKOJIMPOBAHUE U AYIUT;

- mugpoBaHue;

- KOHTPOJIb LIEJIOCTHOCTH;

- SKpaHUPOBAHUE;

- aHAJIM3 3alIMIIEHHOCTH;

- oOecrieyeHre 0TKa30yCTONUNBOCTH;
-o0ecreueHre 6e301macHOr0 BOCCTAHOBJICHUS,
- TYHHEIINPOBAHMUE;

- yIOpaBJIeHHE.

14. «Kputepun 0€30MacHOCTH KOMIBIOTEPHBIX cucTem» (OpaHkeBas KHHIa).
Takconomust TpedoBanuit. O0ITUE TOHATHS.

15. «Kputepun 6e30macHOCTH KOMIBIOTEPHBIX cucTteM» (OpaHkeBasi KHUTA).
Takconomust TpeboBanuil. [lonsitue «Ilomutuka 6€30MaCHOCTU»U €€ MEXAHU3MBI;

16. «Kpurepun 06e30macHOCTH KOMIIBIOTEPHBIX cucteM» (OpaHkeBasi KHUTA).
Takconomust TpedoBanuil. [loHsITHE KAYAUT» U €TO0 MEXAHU3MBIL;

17. «Kputepun 06€30macHOCTH KOMIIBIOTEPHBIX cucTteM» (OpaHkeBasi KHUTA).
Taxconomusi tpeboBanuii. [lonstue «Koppexktnocts» (I'apanTupoBaHHOCTH) U €€
MEXaHHU3MBI;

18. «Kputepun 06e30macHOCTH KOMIIBIOTEPHBIX cucTteM» (OpaHkeBasi KHUTA).
Taxconomust TpedoBanuii. [lonstue «/lokymenTarus» u e€ cogepkaHue;

19. Knaccudukaims yrpo3 uHQOpMaIMOHHOM 0€3011acHOCTH;

20. DTanoHHas MOJENb B3aUMOJEHUCTBUS OTKPBIThIX cucteM. HaszHaueHue.

21. DramoHHas MOJETb B3aUMOJEHUCTBHUS OTKPBIThIX cucTeM. CTpyKTypa.

22. DramoHHasg MOJENb B3aWUMOJCUCTBUSA OTKPBITBIX CcUCTeM. @OyHKIHNH
YPOBHEM.

23. DTtanoHHas MOJENb B3aUMOJCHCTBHUS OTKPBITBIX cucTeM. [IpoxoxneHue
naketoB uepe3 OMBOC nipu nepenaye 1aHHBIX.

24. KoMIJIeKCHBIN MeXCeTeBo dkpaH. HazHaueHue.

25. KommiekcHbll MexxceTeBOM skpaH. CocTas.

26. KOMIUIEKCHBI MEXCETEBOM 3KpaH. DKpaHUpYIOUd Mapuipytu3arop. Ero
Ha3HAYECHUE.

27. KoMIJIEKCHBIA MEXCETEBOM JKpaH. OKPAHUPYIOIIHUN MapHIpyTHU3aTOpP.
Brimoasiembie 3amuTHbIE QYHKITUU.



28. KommiekcHbld MEXCETEBOM JKpaH. OKPAHUPYIOIMIHUN MapIIpyTU3aTop.
JIoCTOMHCTBA U HETOCTATKH.

29. KoMmruiekcHbli  MexceTeBOM dkpaH. [Ilmo3 ceaHCOBOrO  ypOBHS.
Hasznauenue.

30. KommnekcHblii MexcereBol dkpaH. [IInr03 ceaHCOBOro  ypoOBHSI.
BrlnonHsiembie 3aluTHBIE QYHKIIUU.

31. KommiekcHsiii MexceTeBoil skpad. I1lmo3 ceancoBoro ypoBHsA. DyHKIMS
o0ecriedeHnsi BUPTYaIbHOTO COCTUHEHHUS.

32. KomriutekcHblil MexceTeBoM 3kpaH. [mo3 ceancoBoro yposns. [Ipouenypa
KBUTUPOBaHUs CBs3H 110 ripoTokoiry TCP/IP.

33. Komnnekcubiii MexcereBor 3kpaH. 1103 ceancoBoro ypoBHs. TpaHcisus
BHyTpeHHUX IP-agpecos.

34. KommnekcHbli MexcereBou dkpaH. [lmo3 ceaHcoBOro  ypoBHS.
JIoCTOMHCTBA U HENOCTATKHU.

35. KoMiuiekcHbli MexkceTeBoM d3kpaH. [Ilmr03 mnpukiIagHOro  YpOBHS.
Hasznauenue.

36. KoMmruiekcHbli MexkceTeBoM d3kpaH. [IlIr03 mnpukiIagHOro  YpOBHS.
BrinonHsiembie 3amuTHbIE QYHKIIUU.

37. KoMiuiekcHbIM MexkceTeBoM dkpaH. [IInr03 mnpukiIagHOro  YpOBHS.
[IporpaMMHBIE TOCPETHUKHU.

38. KomruiekcHbIM MexceTeBOM dkpaH. [lmr03 NpUKIAIHOTO  ypOBHSL.
JlocTOMHCTBA U HEJIOCTATKH.

39. BpenonocHoe nmporpaMMmHoe obecrieuenne. Knaccudukarus (BUIBI).

40. BpenonocHoe mporpammHoe obOecrniedeHre. KoMmbroTEpHbIE BHPYCHI.
Knaccuduxanusi.

41. BpenonocHoe mporpammHoe oOecrieyeHue. KoMIbIOTEpHbIE BUPYCHI.
@DailIoBbI HEPE3EICHTHBIN BUPYC.

42. BpenmonocHoe mporpammHoe obOecrnedenne. KommbroTepHBIE BHPYCHI.
@DailIOBbINA PE3€ICHTHBIN BUPYC.

43. BpemonocHoe mporpammHoe obOecrnedenune. KommbroTepHbBIE BHPYCHI.
byToBBIl1 BUpYC.

44. BpenmonocHoe mporpammHoe oOecriedyeHue. KoMIbIOTEpHBIE BUPYCHI.
Makposupyc.

45. BpenonocHoe mnporpamMMmHOe oOecriedyeHue. TposHCKHE NpOrpaMMBI.
CemelicTBa TPOSHCKUX IIPOTPaMM.

46. BpenonocHoe mporpammHoe obOecnedeHre. KommbroTepHbIE BHPYCHI.
KoMrmibroTepHbI€ CETEBbIE YEPBHU.

47. BpenonocHoe mporpammHoe oOecriedyeHue. KoMIbIOTepHbIE BUPYCHI.
OTAM4uTENbHBIE TPU3HAKA KOMIIBIOTEPHBIX BHUPYCOB, TPOSHCKUX IPOTrpaMM,
KOMITBIOTEPHBIX CETEBBIX YEPBEil.

48. BpemoHocHoe mporpaMmHoe obOecredeHue. Jlpyroe BpeIOHOCHOE
nporpaMMHoe obecrieuenue. [Ipumepsi.

49. CpenctBa OOppOBI € BPEIOHOCHBIM IIPOTPAMMHBIM  OOECIICUCHHEM.
Brimonasiembie QyHKIHH.

50. CoBpeMEHHBIE AHTUBUPYCHBIE MAKETHI.



IIpuMepHbIN epeYeHb BONPOCOB /I 3a4era:

1. OO6mue mnonsTHe WHGOPMAIIMOHHONW O€30MaCHOCTH KOMITHIOTEPHBIX
cucteM (MBKC). Ilpaktuueckue acniektsl UBKC, ypoBuu o6ecneuenuss UBKC. (OK-
1, OK-8)

2. 3akoHonaTenbHbll  ypoBeHb  obecrneuenus WBKC.  OcHoBHble

3aKOHO/ATeIbHBIC aKThl U HOpMaTuBHBIE NoKyMeHTHI. (OK-8, OK-22, I1K-1, T1K-18,
[1K-39, [1K-51)

3. AnmMunuctpaTuBHbI ypoBeHb obecnieuenns MBKC. Ero Haznauenue u
conepkanue. (OK-8, OK-22, I1K-1, ITK-18, IT1K-39, I1K-51)

4. [Tpouenypusiit  ypoBenb oOecneuenus MBKC. Ero nasHauenue wu
cogepxkanue. (OK-8, OK-22, I1K-1, T1K-18, T1K-39, I[1K-51)

5. [Iporpammuo-Texuuyeckuii  ypoBeHb  obOecneuennss WBKC. Ero
HasHadyeHue u cogepkanue. (OK-8, OK-22, I1IK-1, T1K-18, I1K-39, I1K-51)

6. Takconomusi  kpuTepueB  HMH(OpPMAIMOHHOW  O€30MaCHOCTH  TO

«OpanxeBoit kaure». Coaepxanne nouatus «[IOJIMTUKA BE3OITACHOCTW», u
Mexanu3Mmbl ee peanusarun. (OK-8, [TK-18, TTK-45)

7. Takconomusi  kpuTepueB  UHGOPMAIMOHHOW  OE30MAaCHOCTH  TI0
«OpamxeBort  kHure». Mexanusmel  «[IPOU3BOJIBHOE  VIIPABJIEHUE
JOCTVYIIOM», u «[TOBTOPHOE MCIIOJIb3OBAHUE OB BEKTOBY. (OK-8, I1K-
18, TIK-45

8. TakcoHomust  KpuTepueB  MH(OPMAIMOHHOW  O€30MaCHOCTH MO
«OpanmxeBort  kaure». Mexanmsmbl  «METKW  BE3OITACHOCTU», wu
«HOPMATHBHOE VIIPABJIEHUE JOCTVYIIOM». (OK-8, T1K-18, ITK-45

Q. TakcoHomust  KpuTepueB  MH(GOPMAIMOHHOW  O€30MacCHOCTH  TIO
«OpamxeBoit kuurey». Copaepkanue mnoHsATHS «AYIWUT», m MexaHU3Mbl €ro
peanmuzanuu. (OK-8, T1IK-18, ITK-45

10. Takconomusi  kKpuTepueB  UHGOPMAIMOHHOW  OE30MACHOCTH  TI0
«OpanxeBoit kaure». Coxaepxkanue nousatuss «KOPPEKTHOCTDy», u mexaHu3mbl
ero peanuzanuu. (OK-8, I1K-18, TTK-45

11. Takconomusi  kpuTepueB  WHGOPMAIIMOHHOW  OE30MAaCHOCTH IO
«Opamxeont kaurey. Cogepxxanue nousatus « JOKYMEHTALIUA». (OK-8, T1K-18,
[TK-45

12. AHanu3 yrpo3 WH(QOPMAIMOHHBIM KOMITBIOTEPHBIM CHUCTeMaM. Bubl
noreHuanbHbIX yrpo3. (OK-1, OK-11, T1K-1, ITK-39, ITK-51)
13.  TIpoTuBOAEHCTBHE MEXKCETEBOMY HECAHKIIMOHUPOBAHHOMY JOCTYITY.

OTaJIOHHasT MOJCNIb B3aUMOJACHCTBUS OTKPBITHIX cHUCTeM. HasHaueHue, MpUHIUI
dbynkuonuposanus. (OK-8, OK-11, OK-22, I1K-39, I[1K-41, I1K-45)

14. [IpoTBOAEHCTBUE MEKCETEBOMY HECAHKIMOHUPOBAHHOMY JIOCTYIY.
KommiekcHbiit MexkceTeBo# skpaH. Coctas, HazHaueHue. (OK-8, OK-11, OK-22, ITK-
39, TIK-41, I1K-45)

15. [IpoTBOAEHCTBUE MEKCETEBOMY HECAHKIMOHUPOBAHHOMY JIOCTYIY.
Okpanupyrouii ~ Mapmpytu3atop.  Hasnauenwe, BwImoiHseMble  (GYHKIUU,
nocrourcTBa u HepoctaTku. (OK-8, OK-11, OK-22, I[1K-39, [1K-41, T1K-45)



16. [IpoTuBOMEHCTBHE MEXKCETEBOMY HECAHKITMOHHPOBAHHOMY JIOCTYITY.
[Imr03 ceancoBoro ypoBHs. Ha3zHaueHue, BBITONHICMBbIC (DYHKIIMHM, JOCTOWHCTBA U
nepoctatku. (OK-8, OK-11, OK-22, I1K-39, I1K-41, T1K-45)

17. [TpoTuBOEHCTBHE MEXKCETEBOMY HECAHKIIMOHHPOBAHHOMY JIOCTYITY.

[MpuknagHoi 1mr03. HasnaueHwe, BBIIONHAEMBbIC (GYHKIHWHA, JOCTOMHCTBA U
nepoctatku. (OK-8, OK-11, OK-22, I1K-39, I1K-41, T1K-45)

18. BpenonocHoe mnporpaMmMHOE 00€cleueHHe; BHUABI, OTIMYUTEIIbHBIE
ocooennoctu. (OK-8, OK-11, I1K-18, T1K-39, I1K-45)

19. Komnerotepusie Bupycol. Mexanusm pacnpocrpanenus. (OK-8, OK-11,
[1K-18, I1K-39, I1K-45)

20. Komneiorepusie Bupychl. DaitnoBbiii Hepe3uaeHTHbIM Bupyc. (OK-8,
OK-11, I1K-18, TTK-39, TTK-45)

21, Komnbrotepusie Bupychl. DaiinoBelii pesuaeHTHbd BUpyc. (OK-8, OK-

11, IIK-18, TIK-39, T1K-45)

22. Kommnsrotepusie Bupycol. bytossiii Bupyc. (OK-8, OK-11, ITK-18, TIK-
39, [IK-45)

23. Kommbrotepusie Bupycol. OcobenHoctu MmakpoupycoB. (OK-8, OK-11,
[TK-18, I1K-39, I[1K-45)

24, Tpostackue nporpammel. (OK-8, OK-11, ITK-18, I1K-39, TTK-45)

25. Ceresbie uepBu. (OK-8, OK-11, ITK-18, TTK-39, T1K-45)

26. Jlpyroe BpemonocHoe mporpammuoe obecrneuenue. (OK-8, OK-11, ITK-
18, TIK-39, I1K-45)

217, CpeactBa OOppOBI C BPEAOHOCHBIM IPOTPAMMHBIM OOECIIEYEHUEM.
Knaccudukamus. (OK-8, OK-11, TTK-18, I1K-39, I1K-45)

10. Metoanyeckue peKOMEHIAUUHM UIA OO0Yy4YaKOUIUXCS IO OCBOEHHIO
AUCHUILIMHBI (MOYJIsA)

[Ipy mnpoBeneHMM BceX BHIOB 3aHATHA OCHOBHOE BHHMMAaHHUE YACISThH
pPacCMOTPEHHUIO  TNPUHLUUIOB  (QOPMHUPOBAHUS  CHUCTEMBI  MH(POPMAIMOHHOM
0€30MacHOCTH Ha MPENNpUITHIX U B OpraHU3alUsaX I'pa)JIaHCKOW aBUaluu, paborte
[0 aHaJU3y MOTEHUHAJIBHBIX YIpo3, a TAKK€ NMPUMEHEHHIO M3y4aeMOro Marepuaa
Ha IPAKTHUKE.

Teopernyeckas MOJATOTOBKA CTYAEHTOB MO AUCLUMUIUIMHE OOECIEeYMBAETCS Ha
nexkuusx. Ha nekuusax oOyyaeMbIM JalOTCS CUCTEMATU3MPOBAHHBIE OCHOBBI 3HAHUM
M0 COCTOSTHUIO K OCHOBHBIM Ipo0jeMaM HH(POPMAMOHHOW 0€30MaCHOCTH.

Teopernueckue  MOJNOXKEHUS,  HW3JaraeMble B JIGKUUAX  JOJDKHBI
WJUTIOCTPUPOBATHCS IPUMEPAMHU MX MPAKTUUYECKOHN peain3auuy B UH(POPMALMOHHBIX
CUCTEMax M CpelacTBax obecrneueHus 3amuThl MHpopmauuu. [ns obnerdenus
BOCTIPUATUS CTYIAEHTOM CIIOKHOTO M Pa3HOOOpa3HOro MarepHajia peKOMEHIYEeTCs
W3YYEHUE HOBBIX PA3AEIIOB Kypca HA4YMHATh C KPATKOTO BBEIEHHS, B KOTOPOM
YCTaHABJIMBAETCSA CBS3b C NMPEABIAYIIMMH M CMEXKHBIMU JUCLHUIIMHAMU Y4€OHOIO
IUTaHA, U PEKOMEH]IOBaTh KOHKPETHYIO yueOHYIO JuTeparypy. Upe3BbluaiiHO Ba)KHO
HAay4YNUTh CTYACHTa NPHUMEHATh IOJy4YaeMble 3HAHUS K PELIEHUIO IPAKTHYECKHUX
3agad. Jljig 3Toro MoryT ObITh pa3pabOTaHbl ClIeHUAIbHbBIE 3aJJaHHsl C PEIICHUSIMH, IO



KOTOPBIM M OPTaHU3YETCS CaMOCTOsTEIbHAsI padoTa CTYy/ICHTOB B TEUCHHUE CEMECTpa.
Ha camocrosiTesbHOE M3y4eHHE BBIHOCITCS HauboJiee MPOCThie BOMPOCH! N3y4aeMbIX
TeM. (CamMOCTOATENbHOE  H3YyYEHHE  IMO3BOJSIET I[PUBUTh  HABBIK  ITOKCKA
MHTEPECYIOIINX BOIPOCOB B UCTOYHUKAX, B TOM YHCJIE U JOTIOJIHUTEIbHBIX.

[IpoBeneHNE MPAKTUUECKUX 3AHSATUN OCYIIECTBIISIETCS IOCJIE MPOYTEHUSA Ha
JIEKIUAX COOTBETCTBYIOIIETO TEOPETUUYECKOTr0 MAaTepualia, U CIYKUT CpPEICTBOM
3aKpemIeHUs. TOJYyYEHHBIX 3HAaHUW U (HOPMHUPOBAHMS HABBIKOB M YMEHHM
WHXEHEPHBIX UCCIIEA0BaHUN.

[IpakTueckue 3aHSITUS MPU3BaHbBl OOECHEUYUTh TMOJYYEHHE CTyACHTaMHU
MPAKTUYECKUX HABBIKOB U YMEHUH MO MPUMEHEHUIO MOJYYSHHBIX 3HAHUU.

Bce Bumbl y4eOHBIX 3aHATHI TMPOBOMATCS C AKTUBHBIM HCIOJIb30BAHHEM
TEXHUYECKUX CPEJCTB OOYUCHUS M UMEIONIUXCS B HAJTMYUHA 00pa3IIoB.

W3yyeHue NUCHMIUIMHBI MMOCTPOEHO TAaKUM 00pa3oM, YTOoObl 0OecredrBaoCh
HaWjlydlllee yCBOEHUME wmarTepuana. /s aKTUBH3aUWM, WHAUBUIyAIU3ALUU U
WHTEHCU(UKAIIMU HW3YYCHUS TUCUUIUIMHBI B TEYEHHE BCETo Mepuoja oOydeHHs
MpeanojaraeTcs MPOBOJUTh KPATKOCPOYHBIE MUCHbMEHHBIE KOHTPOJIbHBIE PAOOTHI
(JleTydkm) mepe] Ha4ajioM JICKITUN U TMPAaKTHYEeCKUX 3aHSTUH.

Texymuii KOHTPOJb YCINEBAEMOCTH CTYACHTOB HEOOXOJAMMO OCYIIECTBISAThH
CUCTEMATUYECKU: Ha JIEKUMSIX, MPU MOJTOTOBKE M TNPOBEACHUU MPAKTUYECKUX
3ansaTuil. Kpome Toro, cieayer mNpoBOAUTH PYOEKHBIM KOHTPOJb YCBOCHUS
TEOPETUYECKOr0 MaTepuajga 1o Haubojee CIOXHBIM pa3fenaM MNpOrpaMMbI
JIACHUTIIUHBI.

NTOroBelid KOHTPOJb 3HAHUW CTYACHTOB MO pa3leiiaM U TEMaM JIUCIUILIMHBI
MIPOBOJIUTCS B BUJIE 3a4ETa.

[IpenogaBarenib TUCHUILUIMHBI UMEET MPABO HA HEKOTOPHIE HEMPUHIUNHATBHBIC
OTCTYIUICHHS OT COJIEpKaHUs MPOTPaMMBbl B HAYUHBIX U MEJArOTHUECKUX IENIsIX.



Pabogas mnporpaMMa MMCHMIUIMHEI COCTaBI€HA B  COOTBETCTBHEM  C
TpeboBanmsamMu PI'OC BIIO mo manpasnenuro moarotoeku 161000 AsponaBwuranys
(xBayMUKAIHA (CTEIIEHB) KMAarHCTP»).

PazpaboTuuk:

Cr. npenogasarens : Ilectaxos C.A.
J

IIporpamma cornacoBana:

PykoBomurens OITOIT

1.3.H., mpodeccop , I'ybenko A.B.

Hupexrop Beiciiei mkoms: a’pOHAaBUTaITAH

K.T.H. bormanos B.I'.

IIporpamma paccMoTpena u omo6pena Ha 3aceaHHy Yue6HO-MeTOIuYECKOro
cosera YHuBepcuterta 20 ¢espans 2019 roza, mpoToKoi Ne 5.



