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1 Ies1n ocBOEHUS AHCHHIIHHDI

Lenbto ocBoenus aucuuminHel «MHdopMannonHas 6e30MacHOCTb) SBISETCS
(bopMHpOBaHHE y CTYHEHTOB CHCTEMbI 3HAHWH B 001aCTH UHPOPMaHOHHOH
0e30macHOCTH ¥ [pUMEHEHWs Ha MNpPaKTHKE METONOB U CPEINCTB  3aIlIUThI
HH(pOpMalHu

[ToBrinenne 06e30MacHOCTH B TPaHCIOPTHBIX CHCTEMAx Beeraa ObLIO OMHOH 3
BOXHEHIINX 3a1a4. AKTYyalqbHO 3TO M JUIS CHCTEMBI BO3IYIIHOT'O TPaHCIIOPTa, YTO
MMOATBEPXKIACTCs Pa3BUTHEM COOBITHII B OC/IEIHEE BPEMS.

Hanpapnenus, o KoTopsIM npoBoanuTCS TIaHOMepHas paboTa Mo MOBBIIIEHHIO
YPOBHsl aBUAllMOHHON 0€301acHOCTH, OXBATHIBAKOT OrPOMHBIH KpyI' BOMPOCOB — OT
COBCPIICHCTBOBAHUA TIPAaBOBOH M HOPMAaTHBHON 0a3sbl, 10 KOHKPETHBIX Mep, B TOM
HHCIIE COBEpHICHCTBOBAaHHE MHGOPMALUHOHHON MOMIEPKKH CHCTEMBbl U BHEJIpeHUS
COBPEMEHHBIX TEXHUYECKHX CPE/CTB.

B 3amayy JIHCUMIUIMHBI BXOOUT IO3HAKOMMUTD CTYJIEHTOB C COBPEMEHHLIM
COCTOSSHUEM obecrieyeHUss  pasIUYHBIX HarpasJieHH HH(pOPMAIIHOHHOMH
0e30I1acHOCTH.

3aa4aMu OCBOEHMS IUCUUILIMHBI (MOIYJIS) SIBIISEOTCS

- OCBOeHMe 0a30BOM TePMHHONIOTHH, HCIOJb3yIoLleHcs B cdepe obecreyenns
MH(OPMaLMOHHOM 6Ee30MacHOCTH;

- OCBOCHHE HOPMAaTHBHO-NPABOBOH 0a3bl Mo obecrneyeHHio HH(PpOPMAaLHOHHOM
Oe30macHOCTH;

- (hopMHpoBaHHe 3HAHUH O CTPYKTYpPe M OCHOBHBIX TPeGOBAHHAX CTaHJapToB, B
chepe HHGOPMALIMOHHON GE30MaCHOCTH;

- (OpMHMpOBaHHME TNpPENCTABICHHH O MeXaHWU3MaX (OPMHPOBAHUSA TOJUTHKH
MHGOPMALMOHHOM 6€30MacHOCTH.

JMcuuminna  obecrieynBaeT MOATOTOBKY — BBIYCKHHKA K IPaMOTHOMY
MCII0JIb30BAHHUIO 3alUTHBIX MEXaHHU3MOB obecreynBarOIIMX 3alIATY
HH(OPMaIMOHHBIX PecypcoB B HH(OOPMALIMOHHBIX CHCTEMAX.

2. MecTo aucuunauuel B crpykrype OITIOII BO

HaHHas ydyeOHas DUCHUILIMHA OTHOCUTCH K OOLIeHAYYHBIM JUCLMILUIMHAM U
TpeOdyeT OT CTYAEHTOB 3HAHUH 10 [MCUMIJIMHAM  MATeMATHYECKOro U
CCTCCTBEHHOHAYYHOIO LHUKIA B 00BEME, ONpeNelsieMOM COOTBETCTBYIOIIHMH
IporpaMMamu.

JlaHHAs! MMCUMITMHA 103BOJISET CTYAEHTY OGOOLINTE pasHooOpa3Hble 3HAHHA,
MOJy4eHHBIC B  TIpOLECCe H3Yy4YeHHMs JUCUUIIMH  Npo(ecCHOHAJIbHOTO U
CCTECTBEHHOHAYYHOI0 LMKJIOB, U MCIOJB30BaTh UX JUIS OPraHH3alUH U TIPOBEIeHHS
paboT MO CO3MaHMI0 HEOOXOAMMBIX YCIIOBHIA, HarpaBJIeHHBIX Ha (OpPMHPOBaHHE



3a/1aHHOH TMOJMTUKH HH(OPMAIMOHHOM
BO3AYILIHOIO TPAHCMIOPTA.

Jucimmmina  «Mudopmannonuas

0e30macHOCTH Ha IPEOTNIPUATHAX CUCTEMEI

Oe3omacHOCTE»  NpejCTaBIseT  cOOOMH

AUCLHUILIMHY 110 BBIOOPY BADHATHBHOIM YacTH 06IIEHAYYHOrO [MKIA I CLIAILINH.
Hucuunmuna «MHopmannonHas 6Ge30macHOCTbY u3ydaetcs Ha 1 Kypce u
0asvpyeTcs Ha 3HAHMSX, TOTYYEHHBIX CTYAC€HTaMH NPH H3YyYEHUH COOTBETCTBYIOUIHX
AMCIHMIUIMH TP MOTY4eHHH 00pa3oBaHus B pamMKax bakajaBpuara.
Hucuunnuaa «MHbopMannonHas 6e30macHOCTbY SBIseTCs obecneyuBaromieii
AUIA NPEANMIVIOMHOH MIPAKTHKH M MTITIOMHOTO MPOEKTHPOBAHHS,

3 Komnerenunu obyuaromerocs,
AUCUHILIHHBI (MOIY/Ist)

[Tponecc oCBOEHHS MUCHHIIIUHB]
CJICAYIOUIUX KOMITETEHIHI

¢dopmupyemble B pesyabTaTe ocBoeHHs

(MOzys1s) HampaBieH Ha (OPMHpOBaHHE

Ilepeyens u kon
KOMIIETEH LU

[lepeuens maHupyeMbIX pe3ylibTaTOB
00y4eHus 1O TUCHHITITHHE

- CIIOCOOHOCTH COBEPLIEHCTBOBATL U
pa3sBUBaTh CBOH HMHTEJJIEKTYalbHBIH U
OOLIEKYTbTYpHEI ypoBeHb (OK-1);

- BJIaIeHHE HaBbIKaMH (GopMalu3aluu

npodiem, TOJIKOBAHUS 5
KpUTEepHaIbHOU OLIEHKH
npodeccruoHanbHbIX CUTYallHH,

NPUHATUS W pealld3allM pelleHui B
COHMOTEXHUYeCKHX cucTeMax (OK-8);

- CHOCOOHOCTh  KiaccHu(UUMPOBATE,
OIpeneNnsaTh GyHKIKH M eI
noseneHus cucreM (OK-11);

- CMIOCOOHOCTh 0CO3HABATH, KPHTHYECKH
OLICHMBATb W AHAJIU3MPOBATHL BKJIAJ
CBOEH Npe/IMeTHOH 001acTH B peleHuu
SKOJIOTHYECKUX TMpodieM u mpobiaem
OesonacHoctn (OK-22);

- CIOCODHOCTH M TIOTOBHOCTL K
MOArOTOBKE HaHHBIX [N NPHHIATHS
pelieHuit npu YIIpaBJIEHUH
TPaHCIIOPTHBIMHU cUcTeMaMHu B
pasnn4HbIX ycnoBusx (IK-1);

- CIIOCOOHOCTD H FOTOBHOCTD
PacCUUTLIBATE M OLIEHUBATEH YCJIOBUS U
TIOCJIeICTBHUS (B TOM qucie
9KOHOMHYECKHE) NPHHUMAaEeMBIX
OpraHU3alHOHHO-YIIPABIEHYECKHUX

3HATE!

- OCHOBHBIE IIYTH W  METOJbl
PelIeHHs 3aJa4 B 00JIACTH CO3[aHUS
pPeXuMa HHPOPMALHOHHON He30macHocTH
CHCTEM  aBTOMAaTHU3allMM  BO3AYIIHOIO
TpaHCIopTa;

- TpeOOBaHus HOPMAaTUBHO-
NpaBoBOK Oasel B oOnactu obecreueHus
HHQOPMaLMOHHON  6e30MacHOCTH  Ha
NPEANPUSITHSX TPaKAaHCKON aBUALIUY,

- OCHOBHBIE  BO3MOXHOCTH U
XapaKTEePHCTHKH IPOrpaMMHBIX CpEICTB
00eCreyeHns 3aIUThl HH(POPMALIHH.

YMeTs:

- ONpeleNiATh «y3KHEe» MeCTa B CHCTEMe
oOecrnieyeHus HMH(DOPMaUHOHHOI
OesomacHOCTH, M mpemmaraTh MyTH HX
YCTpaHEeHHUSI;

- rpaMoOTHO 3KCIIIyaTHPOBaTh
pOrpaMMHEIe cpeacTsa

HH(POPMaLMOHHON Ge30macHOCTH;

Bnanerts:

- METOAMKOH pa3pabOTKH U BHEIPeHHs
CHCTEM HH(OPMALHOHHON (e30macHOCTH
B CTPYKTYPHBIX MOJpa3/IeIeHUsIX




[Tepeyens u kop

[lepevens mmaHupyeMeIX pe3ynbTaTos

paunoHaneHble pemenus ([1K-39);
- YMEHHMEM  OpraHM3OBHIBATL WU
IPOBOJIMTE MAapKETHHT, pa3pabaThIBaTh

OM3Hec-MIaHbI peanuzanuu
NEPCIEKTHBHBIX u
KOHKYpPEHTOCHOCOOHBIX PaboT U ycayr
(ITK-41);

- CHOCOOHOCTB  OpPraHM30BBIBATE W

COBEPILIEHCTBOBATh CHCTEMBI
AoKyMeHTooOopoTa (ITK-45);

ydyeta o

- CHOCOOHOCTB  OpraHU30BBIBATE U
OCYUIECTBIIATH paspaboTKy
METOIMUECKUX % HOPMATHUBHBIX
JIOKYMEHTOB, TEXHHUYECKOMH
AOKYMEHTALIMH, & TaKXe MpeIoKeHHUi
W MEpONpHUATHH 10 TNOBBILUEHUIO
3¢ dexTuBHOCTH IKCIUTyaTaluH
BO3AYIIHBIX  CYOIOB W  OOBEKTOB
aBHALlMOHHOM HH(PaCTPyKTYpHI,

obecrieyeHnI0 Ge30MacHOCTH MOTeTOB
BO3AYIUHBIX CYJOB M 0e30MacHOCTH
HCITONIb30BaHUS BO31YLUHOTO
IPOCTPaHCTBA, obecrnieueHuro
ABHALMOHHOMN 0€30MacHOCTH U KayecTBa
pabor u yeayr (TTK-51);

KOMIETeHIH 00y4eHHsl 10 AUCHUTLIHHE
pewenun (ITK-18); CHCTEMBI BO3YLIHOIO TPAHCIIOPTa;
- YMEHHC  HaxOMMTh  KOMIIPOMHCC | - HPOrpaMMHBIMH CPeACTBAaMH  3allMThl
MEXKIY  pasnu4HbIME  TpeGoBaHHUAMH | MHOPMAaLMK pU pabote C
(CTOEMOCTEIO, Ka4€CTBOM, | KOMIBIOTEPHBIMU CHCTEMAMM, BKJIFOYAS
0e30MacHOCThIO u CpOKaMH | NpHEMBI aHTHBHPYCHOH 3aIIHTEI.
UCTIONIHEHUA) KaK MPH I0JrOCPOUHOM,
TaK 1 npH KpPaTKOCPOYHOM
IIJIaHUPOBAHKH, H IIPUHUMATh

4 O0bemM AHCUNTIIAHHBI (MOAYJIS1) H BHABI y4eOHoii paGoThl

OOwias Tpy10eMKOCTb JHCUUITIHHEL (Mofy1s1) cocTaBiser 2 3a4eTHBIX €IHHULIbI

72 akaneMHYecKHX yaca.

Hanmenosanue Beens Kype |
4acoB 1
OOwuas TpyR0eMKOCTb THCLHITHHEI 12 72
KonTtakTHas pab6ora 8,3 8,3




JIEKIIHH, 4 -+
MIPAKTUYECKHE 3aHATHUS, -4 4
CEeMHHapBI,
nabopaTopHble paboThl,
KypCOBOH NpoekT (pabora)
JApYrHe BUJIbl Ay AUTOPHBIX 3aHATHI.
CamocTosTenbHas paborta cTyaeHTa 33 35
KoHTposbHbIe paGoTel
B TOM YHCJIE KOHTaKTHas pabora
[IpomesxyTouHast aTTecTarus 9 9
KOHTaKTHas paboTta 0,3 0,3
camMoCToATeNbHas padoTa MO MOArOTOBKE K g7 8.7
(3au€ry, oK3aMeHy) Heobxodumo  ykazame Bat,le'r 331,{61“

KOHKPEMHbLU 8UO NPOMENCYMOYHOU ammecmayui
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5.2 Tembl (pasaenl) AHCUHILIHELI K BH/IbI 3AHATHH

Haumenosanue pasgena nucrmmanmgss JI | WJI |13 | UII3 | CPC E’:fgg 1
Tema 1. O6wmwue noustus 06 I 6 6
HHPOPMaLKOHHOI Ge3omacHocTy,

Tema 2. Yposuu o6ecnevenus ‘ '
; 1 6 7
HMudopmaunonnoii 6esomacuocty
Tema 3. Yrpo3ssr HH()OPMALMOHHO ! ! 7 7
Oe3omacHocCTH.
Tema .4. Takconomus KpHUTepHeB ‘ ‘ )
» 1 1 12 14
MHGOPMALHOHHO# 6e300acHOCTH.
Tewma 5. TlpotuBoseiicteue
HECAHKIMOHUPOBAHHOMY MeKCeTeBoMy | | ] 1 12 15
JAOCTymy.
Tema 6. Bpenonocuoe IporpaMMHoOe N
obecneyenne. Cpencrsa 00pBOEI ¢ 1 1 12 14 ’
BpeJoHOCHBIM [TO
Hroro: | 2 | 2 | 2 2 55 63 |
 TIPOMEKYTOYHASL ATTECTALHSI: | 9 ’
BCEro no aucuuniune: | [ ] 2

3.3 Coaepxanue AMCUHILIHHBI

Tema 1. O6mue nousiTus 00 HHpopManHoHHOIH 0e30nacHoCTH.

3HaueHue MH(DOPMALHOHHOI  6e30MacHOCTH KOMIIBIOTEPHBIX CHCTEM IS
CTaOUJIBHOTO GyHKIHOHMpOBaHUS MPEANPHATHA M OpraHM3alMil  CHCTEMB
BO3YLIHOTO TpaHcropTa. Onpenenenue MOHATHS «HH(OPMALIHOHHAs
Oe3omacHoCcTbY, MPaKTH4ECKHE aceKThl HHYOPMALMOHHOM 6e30MaCHOCTH.

Tema 2. Tema 2. YpoBuu obecnevenns Hupopmaunonnoii 6esonacnocrn

3aKoHOaTeBHBIN, AAMUHUCTPATUBHBIA, IPOUEAYPHBIH NPOrpamMMHo-
TEXHHYECKHH YPOBHH obecredeHus MHDOPMaNMOHHOH 6e3onacHocTH. [TomuTuKa
HH(OpMaLKOHHO# Ge3omacHocTH NpPeANpUSATHS.

Tema 3. Tema 3. Yrposm HH(pOpMauHOHHOI GezonacHocTH
Knaccudukauus u  amanus Yrpo3  HH(MOPMALHOHHON  Ge30MacHOCTH
KOMIbIOTEPHBIX cHeTeM. OLeHka yrpos MH(pOPMALMOHHO Ge30nacHoCTH.

Tema 4. Takconomus KpHTepHeB HHPOPMAUHOHHOI Ge30MacHOCTH
«OpanxeBass KHHMTa», e€ 3HaueHHe K conepxxaHue. MexaHH3MBI CO3MAHHS M
TONICPIKAHNS HA/IS)KHOH BBIYHCITUTEILHOM Ga3k].

Tema 5. IIporusoaeiicreue HECAHKIIHOHHPOBAHHOMY MeKCeTeBOMYy
aocryny



DTanoH”as Momens B3aUMOJCHCTBUS OTKPBITBIX CHCTEM: ed HasHaYeHHe u
(byHkuHoHUpOBaHue. Komnekcuelit  mexceresoi 3KpaH, COCTaB, Ha3HauyeHHUe
COCTaBJIAIOLIMX 371€EMEHTORB.,

Tema 6. Bpeaonochoe fiporpammuoe odecneyenne. Cpeacrsa 00pLOBI ¢
BP€IOHOCHBIM MPOrpaMMHBIM 06ecneYyeHHeM

Knaccnukauns spenonocroro TporpaMmHoro obecrnevenns. Komnsrorepusie
BHPYCBI, TPOSHCKHE IIPOTpaMMbI, CeTeBbie KOMIIBIOTEpHBIE YEPBH, W Apyroe
BPCIOHOCHOE MporpaMMHOe obecreyenye. Knaccudpuxauus cpencrs OoprOBI ¢
BPELIOHOCHBIM NPOrpaMMHEIM 06ecreyeHuen.

5.4 IIpakTuyeckue 3ausTHs

Homep Temer 5 Tpyno-
S —— TemaTuxa npakTuyeckux sansruit DT
(ceMuHapoB)
(Momys) (4achr)
| 4 Takconomust kputepuen HH(pOPMALHOHHOI Ge3onacHocTH 1
L s [IpotuBoneiicTne HECAaHKLMOHMPOBAHHOMY 5
MEMHCETeBOMY JOCTYIY )
L 6 ‘ Bpenonochoe lporpaMmHoe  obecneuenne. Cpenctsa I
00pbOBI ¢ BpenoHocHBIM [T0O
LI/IToro Mo AUCHHILIHHE l 4
5.5 JlaGopaTopHbiii NPaKTHKYM
JlaGoparopHerit NPaKTUKYM y4eOHBIM MJIAHOM He NpelyCMOTpEH.
5.6. CamocTrosnTenbnas pabora
No
pasnena, Bunel camoctositensroit paboTeI Tpynoemxocrs,
TE€MbI (4achr)
AU CLUTITHHBI
I CaMOCTOATEIbHOE  OBJNAfieHHe  CTyxeHTAMH 6
MaTepuasia TeMbl. [4]
5 CAMOCTOATENIbHOE  OBJAZeHHE  CTyZeHTaMH 6
B MaTepuasa Temsi [2, 5]
3 CAMOCTOATE/IBHOE  OBJAJeHHE  CTyHeHTaMu -
Matepuana remsl [1,2,3,6]
CaAMOCTOATECNIBHOE  OBNANEHHE  CTyaeHTaMH
4 MaTepHana Temsl [3] 12
BBIIIOJIHCHHE  3allaHUS B COOTBETCTBHH
MHCTPYKUMAMH M METONMYECKMMH yKA3aHHAMH




| npenonasarens
CaAMOCTOATEIbHOE  OBJAJeHHE  CTyZeHTaMu
Matepuana temsi [2,4]

5 BBITIOJTHEHUE  3a1aHudg B COOTBETCTBHU C 12
UHCTPYKUMAMHU M METOIUYECKUMH YKa3aHUAMH
[IpernoaaBaresist

CAMOCTOATCNILHOG  OBNAleHHE  CTyNEeHTaMH
Marepuana Tems [1,3]

6 BLIIOJIHCHHE  33a]1aHUSl B COOTBETCTBUM  C 12
NHCTPYKUHMAMH M METOTHYECKUMH YKa3zaHHuSMH
IpenoaaBares
Bcero: S5 J

6 YueOHo-MeTonnYecKoe U HHpOpMauHOHHOe oGecnevenne AHCUHI/IHHBI
(Moayas)

a) OCHOBHas JHTepaTypa:

1. Epoxun B.B. Besonachocts MH(QOPMAaLMOHHBIX CHCTEM [DnexkTponHsIii
pecypc] : yuebHoe nocobue / B.B. Epoxun, J.A. Iloronsinesa, U.I'. Crenuenko, —
OnekTpoH. maH. — Mocksa OJIMHTA, 2015. — 182 ¢. — Pexum JlocTyna:
https://e.lanbook.com/book/62972

2. 3anaskubiX B.A. OKCIIEpTHBIE  CHCTEMBI  KOMILIEKCHOI OLIEHKH
OesomacHocTn aBTOMaTH3UPOBAHHBIX HH()DOPMALHOHHEIX M KOMMYHHKaITHOHHBIX
CHCTEM [DNIeKTpOHHBI pecype] @ yae6HO-MeToMYecKOE TOCOGHE / B.A. 3ansxusix,
A.B. Tupuk. — OJIEKTPOH. naH, — Cankr-Tletepbypr : HUY HUTMO, 2014. — 136
C. — Pexum nocryna: https://e.lanbook.com/book/71193.

0) 1oNoHHTeILHaS JHTEpaTypa:

3. boumapes B.B. Bseaenue B MHQOPMALUOHHYIO  6e30MacHOCTh
ABTOMATHU3HPOBAHHEBIX CHCTEM [DneKkTpoHHbII pecype] @ MeToanyeckne ykazanus /
B.B. bounapes. — ONEKTPOH. naH. — Mocksa: MI'TY uM. H.D. baymana, 2016, —
250 ¢. — Peskum nocryma; https://e.lanbook.com/book/103554.

4. Meabnukos JI.A. HHpopmaruonnas 6eszonacnocts OTKPBITBIX CHCTEM
[DneKTpoHHBIit pecype] : yuebuuk / I.A. Menbuukos, — DNEKTPOH. 1aH. — Mocksa
: @JIMHTA, 2014. — 448 ¢. — Pexum Aoctyma: https://e.lanbook.com/book/48368.

5. lessanun TILH. Mogenu OesonacHocTH KOMITBIOTEPHBIX  CHCTEM.
YIpasnenue moctynom u MHOPMALHOHHBIMU MOTOKAaMH [DnexTponHbIi pecype]:
y4eOHO-MeToanYeckoe mocobue / ITH. [eBsinun, — DNEeKTPOH. naH. — MockBa:
["opsiuas maHug-Tenexom, 2012, — 320 o Pexxum  nocryna:
https://e.lanbook.com/book/5150.

B) nepeyeHb pecypcos nrld)opmauuouno-'renelcommyﬂuxaunommﬁ CeTH
«UnTepHeT»:

https:/’/www.intuit.ru/studies/courses/I 0/1 0/lecture/296%page=1

https://www.intuit.ru/studies/courses/l 0/10/lecture/302




https://www.intuit.ru/studies/com‘ses/S 649/891/lecture/3233 67page=1
https://www.intuit.ru/studies/cou rses/10/10/lecture/306
https://www.intuit.ru/studies/courses/1 0/10/1ecture/310
https://www.intuit.ru/studies/courses/l 0/10/lecture/312
https://www.intuit.ru/studies/courses/ 10/10/lecture/300
https://studref.com/325272/im‘brmarika/k}assiﬁkatsiva ugroz_informatsionnoy
bezopasnosti#846
http://protect.htmEweb.ru/orange¥ .htm
https://studfiles.net/preview/3 103252/page: 8/
https://www.kazedu.kz/referat/84974/4
https://www.kazedu.kz/referat/84974/5
https://www.kazedu.kz/referat/84974/8
https://ocompah.ru/razlichie-mezhdu~kompyutemvi-virus-cherv-troyanskii~
kon.htm]
http://old.1'ntuit.ru/department/security/antiviruskasp/Z/
http://old.imuit.ru/departmem/security/anliviruskasla/zﬂ.ht'ml#secB
_h_ttp://old.intuit.ru/department/security/antiviruskasp/S/
htlp://old.intuit.ru/depamnent/security/antiviruskasp/é/
hrtp://oId.intuit.ru/department/securitv/antiviruskasp/7/
https://www.itweek.ru/security/artic[e/delail.php‘?ID= 104405
https://studﬁ]es.net/previewf52827l 1/
http://routeworld.ru/SO-modeI-vzaimodeystviya—otkryiyh-sistem—osi.html
http://citforum.ru/netsx’protocols/l 01 _02.shtml
hgps://studﬁles.net/preview/5970826/pa,t1e:56/
https://studﬁ]es.net/previcwx’S970826/1)326:S7/
https://studﬁles.net/preview/S970826/page:58/
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mu dostugu

I) nporpamMmHoe obecreyenne (IMLEH3HOHHOe), (a3bI AAHHBIX,
HH}OpMaUHOHHO-CIpaBoYHbIE 1 MNOHCKOBBIE CHCTEMBI:

1. Ckanep yasBumocrei XSpider pupmsr Positive Technologies ;

2. KommniekcHast cucrema KOHTpoIs 3ammménnocty MaxPatro]l 8 GupMmeI
Positive Technologies;

3. AHTHBHpPYCHBII naker Kaspersky Endpoint Security Standard for Windows.

7 MaTepHanbHO-TexHHYecKoe odecneyeHHe TUCHMILTHHDI (Mmoayis)

Hns yenemnoro ocpoenus AUCLHIUINHBI HEoOXOOHUMO HMeTh ayJIMTOPHIO,
o0opynoBaHHyIo;

- MYJIBTUMEMHHBIMU CPENCTBAMH;

- IIakaTaMH, CTEHJaMH 10 TeMaTHKH AUCHMIITIMHBL (MM TpPEe3eHTalUu
HHpOpMaumeii no TeMatuky JAUCHHILIUHB);



- BUJIeo bubnmuotekoit (Buaeosanucy YYE€HUH U TPEHHPOBOK, BUIEO(UTEMBI 1O
TEMaTHKE THCLUUILINHEI);

- HalUIHBIe  mocobus, Heo6XommMmele s NIPOBEIEHUS 3aHATHH 1o
AUCLUIIHHE.,

8 ObpasoBaTebHble 1 HHPOPMALHOHHBIE TeXHOMOrHK

Hpu u3ydenun nuenymmmm HCTIOMB3YIOTCS KaK TPaJUIIHOHHbIe JIEKIHH, TaK U
MHTEPaKTUBHbIE JEKIHY.

HurepakTusuble texnuu ITIPOBOZSITCS B HECKOIBKUX BapHaHTax

-IpodJeMHas JlekuMs Haumzaercy MOCTAHOBKH  MpPOGJIEMEI, KOTOpYEO
Heo0XoanMo peruuTs B lIpoLIecce U3TOXKEHHS MaTepHana.

~IEKUHS-BU3yaau3auua  yqpur CTYIEHTOB INpeoOpa3oBEIBATH YCTHYIO U
[THCBMEHHYIO HH(pOpManumo B BU3YaJIbHYIO0 opmy, yro dopMupyeT y Hux
poeccHoHanbHOe MbIlTeHKe 32 CHET CHCTEMATH3ALMKM W BBIEIEHUS HanGoee
SHaYUMBIX, CYIIECTBEHHBIX 3JIeMEHTOR CoaepikaHus 00yYeHHs,

- JIEKIHsA-0ecea npenmosaraer HCTIOCPENICTBEHHbIN KOHTAKT NpenonaBarens ¢
dYAUTOPHEH, TO3BONAET MPUBIEYs BHHMAHKe CTYACHTOB K Haubojiee BakHBIM
BOTIpOCaM TeMbI, BOBJIeYD B ABYCTOPOHHUH 0OMEH MHEHHSMH, BBISCHUTE YPOBEHb UX
OCBEIOMIEHHOCTH 10  paccMaTpuBaeMoii TEME, CTeNeHM UX TOTOBHOCTH K
BOCIIPUATHIO  moclenyromero MaTepHana, TMOo3BOJAeT ampecoBaTh BOIIpOC K
KOHKPETHOMY CTYZEHTY, CIIPOCHTD €ro MHEHHe 1o obcyxmaemMoit mpobenme.

~I€KUHs-AMcKycens.  [lpenonasartens IpH  HM3I0XKEHUM  JIeKIHOHHOro

KOMIIBIOTEPHBIX MporpamMm u PEIHasHAYEHbl /11  3aKpelJieHus NOTYy4YeHHBIX
3HaHMH, a TakKe BBIPaBGOTKH HEOOXOMUMBIX YMEHHUIT U HAaBBIKOB.

Hurepakrusnoe MPAKTHYECKOEe 3aHATHE NpPOBOAUTCH C HCITI0JIb30BaHHe
CPCACTB BBIYHCIHTENBHON TEXHUKH U CIICLHATIBHOTO IPOrPaMMHOI0 obecnevenus, u
IpeAnonaraeT BeINONHEHHE BbIAaHHbIX KOHKPETHBIX 3a1aHHii.

Camocrosnrenpnas pabdora cryaenra MPOBOUTCA C LENBIO 3aKperieHus u
COBCPLICHCTBOBAHHSA  OCBAMBAEMEIX KOMIICTCHUMH, mnpenmosnaraer coveranue
CaMOCTOATENLHBIX  TEOPETHYECKHX  3aHSTHI M CaMOCTOATEIbHOE  BBINONHEH e
[IPAKTUYECKUX 3alaHUM, ONIUCAHHLIX B PEKOMEHII0BaHHOM JnTepatype [1,2].

ycneBaemoctH n POMEKYTOMHOH  aTTecTaumu mno wuroram OCBOeHHH
AMCLHILTHHBI (MO1Yy.J151)

9.1. Ouenka TEKYILEro KOHTPOJISI YCIIeBAeMOCTH H 3HAHHH CTYAEHTOB
Ouenka



Ipu usydenuu nucuunmmng HCII0/Ib30BaHKe OabHO-PEHTHHIOBON CHCTEMbI He
NpeayCcMOTpEHo.
Ouenka ctynenty 3a cemecTp 6e3 caaun 3avera - He IpenycMoTpeHa.

9.2. Tunoswie KOHTPOJIbHbIE 33aJ]aHMAl  Q0A  NpoBeIeHHs TeKYUIero
KOHTPOISl M POMEKYTOYHOM aTTeCTALHK Mo HTOraM o0y4eHHs N0 AMCUMILTHHE
(Moay.o)

1. Mate onpenenenue noustuio «HMudopmanuonnas 0e30macHoCTbY;

2. OObsCHUTL  nOHsTHE PAKTHYECKOro  acmekTa  MHGOPMALHOHHOI
OesonacHocTH «locTynHoCThY;

3. OObscHUTH moHsTHe IPaKTHYECKOI0  acrmekTa HH(OPMAIHOHH O
Oe3omacHocTH «LlenocTHOCTEY;

4. OObsiCHUTL  noHsTHe MPAKTHYECKOr0  acmekTa  WH()OPMALHOHHOI
OesonacHocTn «KoHpuneHunansHocThy;

5. 3aKoHonaTe bHbIH YPOBEHb O0ecneveHus uH(pOPMAHOHHOI OesonacuocTy.
Yro 310 Takoe? Yto BxouT B 510 nouaTue? [TpuMeprl 3aK0oHO1aTENBHEIX aKTOB;

6. AXMHHHCTpATHBHbII YPOBCHb  obecriedenns  uHPOPMAHMOHHO!
OesonacHoctn. Tlonsitue «[lomutika 6e3omacHocTuy, YpoBHH  meTanuzanuu
AIMHHHUCTPATHBHOI'O YPOBHS, HX CollepKaHHue;

7. Ilporpamma Gesonachoctn. Eé CHHXPOHHM3ALHUsl C JKU3HEHHBIM IIMKIOM
HH(DOPMaLHOHHBIX CHCTEM;

8. Ilpouenypusiit yposens obecneuenus MH(OpMaNHOHHOH GesonacHocTh. Yto
310 Takoe? Knaccel mep MPOLENYPHOIO YPOBHS;

9. Ipouenypuwlit yposens obecreyeHHs WHPOPMANUOHHOI Oe3omacHoCTH.
Ynpasnenne IEPCOHAITOM;

10. TIpouenypusrit YPOBCHL oOecreueHns MHBOPMALHOHHOI] Oe3onacHocTH.
Dusnveckas 3amura.

11. Mpouenypusrii YPOBEHb oOecreyeHus HH(POPMALHOHHOH 6e30macHOCTH.
[Monnepxanue paboTocnocobHoCTH;

12. TlpouenypHusiii YPOBEHb obecrieveHns MHMOPMAHOHHON OesonacHocTy.
Pearuposanue na napymenus pexnMa bezonacHocTi;

13. TlpouenypHsrii YPOBeHbL obecrieuenus HH(OPMaLMOHHOM OesomnacHocTw.
[Tnanupoanue BOCCTaHOBUTENIBLHBIX PAGOT:

13. Ilporpammuo-texnuyeckuii YPOBCHb obecreveHns MHOOPMALHOHHON
b6esonacnoctn. Cepauchr TPOrPaMMHO-TEXHHYECKOTO YPOBHS:

- HIeHTUUKALKS 1 ayTeHTH(UKALUS;

- YOpaBIIeHHE JOCTYIIOM;

- IPOTOKOJIMPOBAHUE U ayauT;

- wH}poBanue;

- KOHTPOJIb LIETTOCTHOCTH;

- 9KPaHHpPOBaHHe;

- dHAJIU3 3alUINEHHOCTH,

- obecnieyenue OTKa30yCTOHYHBOCTH;
-o0ecneyenue 6ezonacHoro BOCCTaHOBJIEHHS;
- TYHHEJIUPOBaHHue;



- YNpaBlieHue,
14. «Kpurepuu OesonacHocTH KOMIIBIOTEPHBIX cHCTeMmy (OpanxeBas KHHTa).
Takconomus TpeboBanuii. O61me TTOHSTHS.
15. «Kpurepun Oe3onacHocTy KOMIIBIOTEPHBIX CcHCTeM (OpamskeBas KHHTa).
Takconomus TpeboBanuii. [TousgTie «ITonuTnka 6e3omacHocTiy ) e€ MexaHHu3Mbl;

19. Knaccudukanus YT'pO3 HH(OPMaLHOHHO] Oe3onmacHocTy;

20. Dranonnas moxens, B3aUMONEHCTBUS OTKDBITHIX cHCTeM. Hasnayenue.

21. Dranonnas momens B3aUMONEHCTBUS OTKPBITBIX CHCTeM. CrpykTypa.

22. Dranonnas wmonens B3AHMONCHCTBAS  OTKPBITBIX CcHCTEM. OyHKUHHN
YPOBHei,

23. Dranonnas monens B3AUMONCHCTBHA OTKPBITBIX CHCTeM. [Mpoxoxnenue
[IaKeTOB Yepe3 IMBOC IIpH Niepenaye qaHHbIX.

24. KoMnexcHprii MEXCeTeBOH sKpaH. Hasnayenye.

25. KoMnekcHpiii MeXceTeBoi skpan. Cocras.

26. Komnekcuprit MEXCeTeBoi skpaH. OKpaHupyIomumii MapipyTtusarop. Ero
HasHayeHue,

27. Kommnekcuprii MEXCeTeBOi  3KpaH. OKpaHUpyIOmHii MapuipyTtusatop.
Bbinonusemsie sammrype GyHKIHH,

28. KommiexcHprii ME@XCETeBOIH 3KpaH. OKpaHUpYIOIHIi MapuipyTusarop.,
Hocrouncraa u HEJIOCTaTKH,

29.  Kommuekcupijf MEXCETeBOH  skpaH. Illmo3 CEAHCOBOIo  ypoBHs,
Hasnauenpe.

30.  KommuekcHbpiii MEXCCTEBOH  okpan. [tz CCaHCOBOTO  ypoBH4.
Beimonusemsre samurypre GyHKUIMY.

31. Komnnekcusri MexKceTeBoi skpan. Ilnio3 CCaHCOBOrO ypoBHS. MyHKIUs
obecrieyenus BUPTYalbHOIO CoeuHeHuy.

32. KomnekcHsrii MEXCeTeBOH skpan. 11103 CCaHCOBOro ypoBHs. [Ipouenypa
KBUTHPOBAHHSA CBS3H 110 npoTtokosy TCP/IP.

33. Kommnekchbprii MEXCeTeBoH skpan. [1103 CEaHcoBoro yposHs. TpaHcismsg
BHYTpeHHUX IP-anpecos.

34.  KomniekcHprii MEXKCETEBOH  3kpaH. [lImo3 CCaHCOBOTO  ypoBHS.
Hocrouncraa u HeJocTaTKH,

35.  KommuekcHsrii MEKCETeBOH  skpan. Illmos IPHUKTIATHOTO  YpOBHS4,
Hasnauenwpe,

36. KoMmniekcHsrii MEXKCETeBOH skpan. Illmos IIPHKJIaIHOTO  ypoBHs.
Beinonnusiemsre sampuruge QyHKIHHY.

37.  KommiekcHspiii MEXCETeBOH  skpan. Illno3 [IPHKIATHOTO  ypoBHS.
[Iporpammurie NOCPETHHKH.



38.  KomnekcHprii MEXKCETeBOW  akpaH. [llmo3 NIPHKJIAIHOTO  ypoBHS.
Hocrouncra u HEe0CTaTKH,

39. Bpenonocroe IporpaMMHoe obecnieyerye. Knaccupurarms (BuAbI).

40. BpenonocHoe IporpaMmHoe  obecneuenye. Kommsiotepheie BUDPYCEI.
Knaccudpukanus.

41. BpenoHocHoe IporpaMMHoOe  obecreyenue. Kommsrotepheie BHPYCHI.
DaiinoBkrii HEpe3eeHTHBIH Bupyc.

42. BpenonocHoe IporpaMmMHoe  obGecneyenye., Komnerorephpie BHUPYCEI.
Daii 0Bl pesenenTHbI BUpYC.

43. Bpenonochoe IporpammHoe  obecneuenpe. Kommsiorephsie BHPYCBI.
ByToBkIit BHpYC.

44. BpenoHocnoe IporpammHoe  obecneyenpe. Komnerorephsie BUPYCHI.
Makposupyec.

45. BpenonocHoe HIporpamMMHoOe  ofecreyenue, Tposickue [IPOrpaMMBl.
CemelicTa TposHckux nporpamm,

46. BpenonocHoe Iporpammuoe  obecneuenye. Komnerorepusie BHPYCHI,
Komnerorephsie cerenpre YEPBH.

47. BpenonocHoe IporpaMMHOe  obGecreyenye. Kommnsrotepnsie BHPYCHI.
Otnuyntensupie NPU3HAKK  KOMIBIOTEPHBIX BUPYCOB, TpOSHCKHX IIporpamm,
KOMITBIOTEPHBIX CeTeBbIX 4YepBei.

48.  BpenonocHoe iporpammHoe  obGecnevyenue, Hpyroe  Bpemonocuoe
IporpamMmHoe oGecrieyenye., ITpumepsr.

49. Cpencrsa 0opbbBl ¢ BPCIOHOCHBIM  MporpaMMHbIM obecrieyenuenm,
Brmonusemere byHKIUY.

50. CoBpeMennpre AHTHBUPYCHBIE MaKETh],

ITpumepHsiii NE€petieHL BONpocos as 3avera:
1. Obue mnoustue HHpOpMaHOHHOH 0e3onacHocTy KOMITBIOTEPHBIX

cuctem (MUBKC). IMpaktuyeckue acnextel UBKC, yposuy obecnevenns UBKC, (OK-
1, OK-8)

¥ 3 3aKoHOmaTeNbHbI} YPOBCHb  obecnedyenns WBKC. OcHoBHBIe
3aKOHOATEeNbHbBIE aKThI K HOPMaTHBHbIE TOKYMEHTBI. (OK-8, OK-22, TIK-1, I1K-18,
[1K-39, TIK-51)

3. AIMHHUCTPATHBHBI YPOBEHb obecnedenus HBKC. Ero Ha3Ha4yeHHe u
conepxanue. (OK-8, OK-22, TIK-1, IK-18, I1K-39, IK-51)

4. [Ipouenypusprit YPOBEHE obecniewenns UBKC. Ero HasHayeHue u
cozepxanue. (OK-8, OK-22, IK-1, TTK-18, TIK-39, TIK-51)

5 IIporpammuo-rexuuyeckmi YPOBEHb  obecnevenus HWBKC. Ero
HasHaueHue u comepxanue., (OK-8, OK-22, IIK-1, TIK-18, I1K-39, IK-51)

6. Takconomus KpuTepreB  uHMOpManMoHHOl OesonacHocTH g

«OpaHikeBoii Kuurey. Conepxanne nonsTus «ITOJIMTUKA BE3OIMTACHOCTMUy, u
MEXaHH3MBI ee pealu3auy. (OK-8, TTK-18, [1K-45)
7. Takconomus KPUTepHEB  HHOOPMALHOHHO} OesonmacHoctit 1o

«OpamxeBoit  kHurey. Mexauusmer «ITPOM3BOJILHOE VIIPABJIEHUE



HOCTYTIOM», u «IIOBTOPHOE MCIIOJIb30BAHUE OBBEKTOB. (OK-8, TIK-
18, I1IK-45

8. Takconomus KPHTCpHEB  MHDOPMaLKHOHHOI OesonmacHocTH o
«OpamkeBoif  kHurey, Mexanusmer  «METKH BE3OITACHOCTH»,
«HOPMATHUBHOE YIIPABJIEHUE AOCTYIIOM». (OK-8, I1K-18, ITK-45

9, Taxconomus KPUTEpHEB  HH(pOpPMaNHOHHOI OesomacHocTn 1o
«OpamnxeBoit  kuurey, Conepkanne monsTus «AYIOUT», u MexaHu3ML] ero
peamsanun. (OK-8, T1K-18, [TK-45

10. Takconomus KPHTEpHEB  HH(bOPMaUHOHHOI OesomacHoctnt 1o
«OpanxeBoil kuurey. Conepskanne nousrug «KOPPEKTHOCTI)», U MEXaHH3MBI
€ro peanuzanuu. (OK-8, I1K-18, [1K-45

1 Takconomus KPUTEpHEB  MHGbOpPMaNHOHHOI OesomacHocTH 110
«OpaHxeBoii kKHuTey. Conepskanne monstus «I{OKYMEHTAI_IH}I». (OK-8, ITK-18,
I1K-45

12. AHanu3 yrpos HH(POPMALIMOHHBIM KOMIILIOTCPHBIM cHCTeMaM. Bujpi
IOTEHIHANILHEIX yrpo3, (OK-1, OK-11, [IK-1, TIK-39, ITK-51)
13, [TporuBoneiicrrue MEeXCETeBOMY HECaHKIHOHUPOBAHHOMY JOCTYIy.

OTalloHHas Momens B3AUMONEHCTBUA OTKPBITBIX CHCTeM. Hasuayenue, IPUHIHII
QJyHKuHOHHpOBaHHH. (OK-8, OK-11, OK-22, TIK-39, IIK-41, TTK-45)

14. [Tpotusoneiictue MEXCeTEeBOMY HECaHKLIIMOHUPOBaHHOMY aoctymy.
Komnnexkcuprii MEXCeTeBOM KpaH. Cocras, Ha3Ha4yeHue. (OK-8, OK-1 1, OK-22, TIK-
39, TTK-41, [1K-45)

15, Ilpotusoeitctaue MEKCETEBOMY HECaHKIHOHMPOBaHHOMY noctymy.
DKpaHupyroHii MaplipyTusatop.  Hasuavehue, BbIIIOIHsAGMbIE  (yHKIHH,
AOCTOMHCTBA M HETOCTATKH. (OK-8, OK-11, OK-22, I1K-39, IK-41, [1K-45)

16. llpotusoneiictaue MEXKCeTeBOMY HECaHKUHMOHUPOBaHHOMY JA0CTymy.
o3 ceancoporo YpoBHs. HasHauenwe, BBINOJTHS€MbIe (BYHKLMH, TOCTOMHCTRA
Henocratky. (OK-8, OK-11, OK-22, TIK-39, [1IK-41, [1K-45)

17. IpoTusoneiictaue MexceTeBoMy HCCaHKUMOHNPOBaHHOMY JOCTyIy.

[puknannoit  mmos. Hasnavenne, BRITOJIHACMbIE  (yHKIIHH, IOCTOMHCTBA U
Henoctarku. (OK-8, OK-1 1, OK-22, I1K-39, [1K-41, ITK-45)

18. Bpenonochoe NporpamMmHoe  obecrneyenue; BHABI, OTIHYHTEILHDBIE
ocobenHoctH. (OK-8, OK-] 1, TIK-18, TIK-39, I1K-45)

19, Komnerorepusie BHPYChl. Mexanusm pacnpoctpanenus. (OK-8, OK-11,
ITK-18, ITK-39, [1K-45)

20. Kommerorepusie BHpPYCHI. DaiinoBkIii HCPE3UACHTHEIA Bupyc. (OK-8,
OK-11, TIK-18, [1K-39, TTK-45)

21. Komnerorepueie BUPYChI. DaiinoBblil pesnmenTHb BUpyc. (OK-8, OK-

11, TK-18, TTK-39, [1K-45)

22, Komnsioteprpie BHPYChI. byToBEIii BHpYC. (OK-8, OK-11, [1IK-18, ITK-
39, [1IK-45)

23. Komneiorephpre BUPYCBI. OcoGeHHOCTH MakpoBupycos. (OK-8, OK-] I,
[IK-18, TIK-39, [1K-45)

24, Tposinckue nporpamme, (OK-8, OK-11, IIK-18, T1K-39, [1K-45)

25, CeteBgple depeu. (OK-8, OK-11, ITK-1 8, IIK-39, [1K-45)



26. Hpyroe Bpenonocuoe [IpOrpaMMHOe obecneyenye. (OK-8, OK-11, IIK-
18, TIK-39, [1K-45)

27. Cpencrsa (1T XTSI BPCIOHOCHBIM  NIpOrpamMMHEIM obecrieyenuem,
Knaccupukanus, (OK-8, OK-1 1, ITK-18, ITK-39, [1K-45)

10. Mertoanueckue PEKOMeHAaUNM 11 obyuaromuxcs M0 O0CBOEHHIO
AHCUHITHHBI (MOAyns1)

PaCCMOTpeHUI0  mpuHUMIOR POpMHpOBaHHS  creTeMmp HHpOPManuonHoi
Oe3onacHoctu Ha MPEANPUATHAX M B OpraHM3ammsx TP&KIAHCKOH aBMALUH, paboTe
10 aHaNu3y NoTeHUHATbHEIX YIPo3, a Takxke NpUMeHeHHo H3yHaemoro marepuana
Ha IIpaKTHKe,

JTekuusax. Ha nexnusx 00yuaeMbIM parorcs CHCTEMAaTH3HPOBaHHbIE OCHOBBI 3HAN
ITO COCTOSIHUIO W OCHOBHBIM npobremMaM HHGOpMaIHOHHOf OesonacHocTH,
Teoperuueckue NOJIOXKEHU S, U3NaraeMble B NeKOHAX  mOMmKHE]
HILUTIOCTPHPOBATLCS pHMepamy nx IPaKTHYeCKOM peanuzanuu g HH()OPMALMOHHBIX
CHCTeMax M cpenctTBax obecreyennus 3alNTel uHGOpMaumy. J[ns o0neryenus

HHIKCHEPHBIX HCClenoBaHMi],
[IpaktHueckue 3aHATHA  NPU3BaHBI  OGecreyuTs [I0Jly4eHHe  cTynentamu
[IPAKTHYECKUX HABBIKOR 1 YMEHHUH 110 IpUMeHeH o [TOJTYYeHHEBIX 3HAHHI.
Bce Bunpr Y4YEOHBIX 3aHATHI IIDOBOAATCA C aKTHBHBIM HCIIONb30BaHHeM

Wsyuenne nucuurnmmng; TIOCTPOCHO TakuUM 06pasom, 4TOGEH! obecneynBanocs
Haunyuiree ycBoenue MaTepuana. [{ng AKTUBM3AUMY, HHIMBHAYANH3aLMH u



Pa6ouag porpamma  ucummnmng; COCTAaBICHA B  CcOOTBeTcTBHM
TpeboBaHusIMH P OC BIIO 1o HalpaBIeHHIO  noarotopky 161000
AspoHaBuranms (KBaHuKaims (cTenens) «MarucTpy).

Paspadoryyy:
4 3

/]

Cr. npenonasarens ey~ // Ilecrakos C.A.

A |

[Tporpamma CorjlacoBaHa:

PykoBonurens OI10oI71

A.T.H., npodeccop // -;»1,.7 KoBanenko I' B.

K.T.H. Bornanos B.T".

[Iporpamma paccMoTpena y 0l10bpeHa Ha 3acenaHun  YyeGyo-
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