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1 Ilesan ocBOeHUST AUCIHUIJINHBI

Llenbto ocBoeHust muctuiuinHbl «HPOpMannoHHas 0€30MaCHOCTEY SIBISCTCS
dopMmupoBaHHE y OOYYarOIIUXCS CUCTEMBI 3HAHWA B 00JIACTH HH()OPMAIMOHHON
0e30nacHOCTH ¥ TPHUMEHEHHS Ha NPAKTUKE METOJOB W CPEACTB  3aIIUTHI
uH(popManuu.

[NoBbIIeHUEe 0E30MACHOCTH B TPAHCIIOPTHBIX CHCTEMax Bcerja ObLIO OJHOW U3
BOKHEHIIMX 3a7a4. AKTyaabHO ATO M JUIsl CHCTEMBbI BO3IYIIHOI'O TPAHCIOPTA, YTO
HOJITBEPKIAETCS PA3BUTHEM COOBITUH B ITOCIICHEE BPEMSI.

Hanpanenusi, Mo KOTOPBIM MPOBOJIUTCS TNIAHOMEpHAsi paboTa 1O TOBBIIICHHUIO
YpOBHSI aBHAIIMOHHOW OE30MMaCHOCTH, OXBATHIBAIOT OTPOMHBIN KpPyT BOMPOCOB — OT
COBEpIIICHCTBOBAHUS TPAaBOBOM M HOPMATHBHOW 0a3bl, 10 KOHKPETHBIX MEp, B TOM
YHciie COBEPIICHCTBOBAaHUE MH(POPMALMOHHON MOANEPKKA CHUCTEMBI U BHEAPEHHUS
COBPEMEHHBIX TEXHHUECKUX CPEICTB.

3anauamu nuctuIinHbl « MTHGOpMaMoHHas 6€30MaCHOCThY SBIISIOTCS:

— OCBOCHHE 0a30BOM TEPMHUHOJOTHH, UCHOIB3YIOUICHCs B cdepe obecreueHus
nH(OPMAITMOHHON O€30MTaCHOCTH;

— OCBOCHHE HOPMATHBHO-TIPABOBOM 0a3bl 1O OOECIeYCHUI0 WHPOPMAIMOHHOM
0e30IacCHOCTH;

— (opMHpOBaHKE 3HAHUI O CTPYKTYPE M OCHOBHBIX TPEOOBAaHUSIX CTAHIAPTOB, B
chepe uHpopMaIMOHHON OE30MTaCHOCTH;

— (opmupoBaHMEe TPENCTABICHUNA O MeXaHU3Max (HOPMHUPOBAHHS TOJUTHKU
nH(pOpMaIIMOHHOM 6€301aCHOCTH.

JucuumiuHa o0ecreynBaeT MOATOTOBKY OOYyYalomerocss K pelICHHI0 3aaad
po(heCCUOHATTLHOW ACSITENTFHOCTH OPTaHU3AIMOHHO-YIIPABIEHYECKOT0 U HAay4HO-
UCCIIEI0BATEILCKOTO TUTIOB.

2 Mecro nucuuminnbl B crpykrype OIIOII BO

Jucuunnna  «MHpopmanmoHHass  0€30MacHOCTb»  NPEJCTaBiseT  coO0OH
JUCLMIUIMHY, OTHOCAIIyIoCS K oOsi3arenbHOM dvactu bioka 1 «Jlucuurmiunbl
(Mogynu)» 1Mo HampaBieHHio noArotoBku 25.04.03 «AsponaBurauus», npoduib
«I"ocymapctBeHHOE peryanpoBaHue HICIIOJIb30BaHUA BO3QYILIHOTO
IIPOCTPAHCTBAY.

Hucuumnuna «MuadopmannonHas 6e30macHOCT) Oa3upyeTcss Ha pe3ysbTaTax
00y4eHMs], NOJYUYEHHBIX NMPU U3YUYEHUU JUCUUIUIMH: « T€opHsi CUCTEM M CUCTEMHBIH
aHam3», «MeToapl HaydHbIX HCCIEIOBaHUN», «DUHAHCOBBIA MEHEIKMEHTY,
«/IHHOBAIIMOHHBI MEHEKMEHTY», «YTpaBJIeHUE TPAHCIOPTHOM OE€30MaCHOCTHIOY,
«Y1IpaBlIeHUE PUCKAMUY.

Jucuunnuna «MudopmanuonHas 0€30MacHOCTh» ABISIETCS OOecreunBaroei
Uil JUCHUIUIMH,  NPakTUKU:  «YTpaBieHue  0€30MacHOCThIO  TOJIETOBY,
«udpoBuzanus  AeATEIBHOCTH  OpPraHu3aluii  BO3AYIIHOTO  TPaHCIOPTay,
«MudpopmanonHas 0e30macHoOCTh», «MeHemxMeHT KaudecTBa», «llcuxomnorus
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YIPaBICHUs», «YTPABICHUE YEIIOBEUECKUMH pecypcammu», «Meroapl m monenu
yOpPaBICHUYECKUX PpEHIeHUH Ha BO3AYIIHOM TpaHcrnopTe», «lIpodeccuonanbro
OpPMEHTUPOBAHHBIM  AHIJTIMHMCKUM  A3BIK», «l OCyZapCTBEHHOE  pEryJIMpOBAHUE
UCIIONB30BaHUs  BO3AYLIHOTO  MmpocTpaHcTBay,  «CpeactBa W METOJIBI
a3pOHABUTALIMOHHOTO OOCIIy’)KMBaHUS IIOJIETOB», «AHaIM3 M MOJEIMPOBAHUE
IIPOLIECCOB B AadpPOHABUTALIMOHHOM cHUCTEME», «l'0CynapCTBEHHBI KOHTPOJIb W
HaJ30p B OOJACTH MCHOJIb30BAaHUS BO3AYLIHOTO MpocTpaHcTBay, «HopmaTuBHO-
IIPaBO€  PETYJIMPOBAHMWE  MPENOCTABICHHUS  TOCYJNAPCTBEHHOM  yCIyrd IO
a’3pOHABUTALIMOHHOMY OOCITY>KMBAHHUIO MOJIb30BATENIEH BO3AYLIHOTO MPOCTPAHCTBAY,
«ABTOMAaTU3UPOBAHHBIE  CHCTEMBl  YIPABJICHHUS  BO3LYIIHBIM  JABUXKXCHUEMY,
«HopmaTuBHO-IpaBOBOE PETyJIMPOBAHHUE JESITEIBHOCTM B 00JacTH aBUALUNY,
«O3HakOMHUTENbHA NpakTUKa», «IIpOM3BOACTBEHHAs IpakTHKa» a Takke s
[ToaroToBKM K mpolEeIype 3alluThl M 3alIUTHl BBIMYCKHOW KBaIU(DUKAIIMOHHON
paboTHI.
JucuuruinHa u3ydaercs BO 2 CEMECTPE.

3 Komnerenuuu odyuamomerocsi, (popMupyemMbie B pe3ybTaTe OCBOCHHSA
AUCUMIIMHBI

[Ipouecc ocBoenust aucuuiuinabl  «MHQOpManmonHas  0€30MaCHOCTHY
HampaBjieH Ha QopMHUpOBaHUE cieayromux kommereHuu [Ipomecc ocBoeHus
JUCIUTUIMHBI HAIIpaBJieH Ha (POPMUPOBAHUE CIIEAYIOIIUX KOMIETEHIUMI:

Kon PesynbpraT 0OydeHus: HAMMEHOBAaHUE KOMIIETEHIIUU, HHIUKATOPa
KOMITETCHIIUH/ | KOMIIETEHIIUU

WHJMKATOpa

OIIK-10 CrnocoOeH K BBISIBJICHUI0O W aHaJIU3y OMAcHOCTEH U  yrpos,

BO3HHMKAIOIIMX B  TPOIECcCe  pa3BUTUS  COBPEMEHHOTO
uHGOPMAIMOHHOTO O0IIECTBA

OIIK-10.1 [Iporno3upyer 3(p@PexkTUBHOCTh (PYHKIIMOHMPOBAHUSA CHUCTEM
oOecrieyeHus: 0€3001aCHOCTH, OLIEHUBAsI 3aTPAThl U PUCKHU

OIIK-10.2 AHaIM3upyeT yrpo3bl obecnedeHus O0e30MacHOCTH OOBEKTOB H
pa3zpabaThIBaeT METO/Ibl MPOTUBOJACUCTBUS UM

OIIK-10.3 OcymiecTBisieT  MOCTPOCHUE  KaK  OTAEIbHBIX  IPOLECCOB
yOpaBJiIeHUs] WHPOPMAIMOHHON 0€30MaCHOCThI0, TaK U CUCTEMBI
IIPOLIECCOB B LIEJIOM

OIIK-11 CrnocoOeH opraHu3oBbIBaTb M oOOecreunBaTh  COOJIIOJICHHE
OCHOBHBIX TpeOOBaHUI HH(POPMAIMOHHON O€30MacHOCTH, B TOM
YHUCJIE 3AIIUTY OXPaHsIEMOM 3aKOHOM TalHBbI

OIIK-11.1 AHanu3upyeT — HampaBi€HHs ~ Pa3BUTUS  MHPOPMALMOHHO-
KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH 00BEKTA 3aUT




OIIK-11.2 AHanuzupyer TEeKyL1ee COCTOSIHUE uH(MOPMAITMOHHON
0€30macHOCTH Ha MPEANPUSITHH C IEITBI0 pa3pabOoTKH TPeOOBaHMIA
K pa3pabaThiBacMbIM MpoOIeccaM YIpaBleHUs WH()OPMAIMOHHON
0€30MaCHOCThIO

OIIK-11.3 IIpumensier IIPOLIECCHBIN IIOJX0/ K YIIPaBJICHUIO
uH(poOpMaMOHHOW Oe30macHOCThI0 B cdepax JesATeIbHOCTH
00J1acTH a’3pOHABUTALIUU

HJI&HI/IpyeMBIe PE3yJIbTaThl U3YUCHUA NTUCHUIIIINHBI:

3HaTk:

— OCHOBHbIE IYTH M METOJbl PEIICHUs 33Jad B OOJACTU CO3JaHUS PEXKHUMA
uHPOPMAIIMOHHON 06€30MaCHOCTH CUCTEM aBTOMATH3allMU BO3AYIIHOTO TPAHCIIOPTA;

— TpeOOBaHMSI HOPMATUBHO-TIPABOBOM 0a3pl B o0sactu  oOecredeHUs
uHGOPMAIIMOHHOHN 0€30MaCHOCTH Ha MPEANPUATUAX TPAKIAHCKON aBUALINN;

— OCHOBHBIE BO3MOXXHOCTHM M XapaKTEPUCTUKHU IPOTPAMMHBIX CPEICTB
oOecrieueHus 3aluThl THHOPMALIIH.

YMeTh:

— ONpEACNATh «Yy3KHE» MecTa B CHCTeMe oOecredeHuss WHGOPMAIMOHHON
0e30MacHOCTH, U IIpejiaraTh MyTH UX YCTPAHCHUS;

— TPaMOTHO DJKCIUIyaTHPOBaTh MPOrpaMMHBIC CpeacTBa HHGOPMAIMOHHON
0e3011aCHOCTH.

Bianers:

— METOJMKOW pa3pabOTKM H BHEAPEHUS CUCTEeM HH(DOPMAIMOHHON
0€30IacCHOCTH B CTPYKTYPHBIX MOAPA3/EIICHUAX CUCTEMbI BO3IYIIHOTO TPAHCIIOPTA;

— TOpOrpaMMHBIMH CpPEACTBAMH 3alIUThl HMHpOpManuu Tmpu pabore ¢
KOMIBIOTEPHBIMU CHCTEMaMH, BKITIOUYAs TPUEMbI aHTUBUPYCHOM 3aIIUTHI.

4 O0beM JMCUUILIMHBI M BUBI Y4eOHOH padoThl

OO6masi TPpyJ0EMKOCTh JUCHUIUIMHBI COCTABJSCT 2 3a4ETHBIX CIUHUILI 72
aKaJeMHUYECKUX Yaca.

Bcero Cemectp
HanmenoBanue
4acoB 2
OO01mast TpyJI0eMKOCTh JUCITUTUTMHBI 72 72
KoHnrtakTHas paboTa 8,3 8,3
JICKIIMH, 4 4
PAKTUUYECKUE 3aHSTHUS, 4 4
CEMHHAapHI,
nabopaTopHbIe paboTHI,




KypCOBOM MPOEKT (paboTa)

JOPYTUE BUJIbI AYIUTOPHBIX 3aHATHUH.

CamocTosiTesnbHasi paboTa CTyAeHTa 55 55
KoHTposbHbIe paboThl
B TOM 4YHCJIe KOHTaKTHAasi paboTa
[TpomexyTouHasl aTTecTalus 9 9
KOHTaKTHas paboTa 0,3 0,3
caMOCTOsITEeNIbHAsI pab0Ta MO MOATOTOBKE K 3a4eTy 8,7 8,7
3auer 3auer




5 Conep:xxanmne IMCHUIIUHBI

5.1 CooTrHecenus Tem (pa3ae0B) JMCHUUILIMHBI M (pOPpMUPYEMBbIX KOMIIETEHIUI

(| = || o
© |2 |2| = | = | = |Obpazopare-
TEMBI, PA3JIEJbI JUCHUILIJIMHBI KoMH4ECTBO v v gl || 2 JIbHBIE OLCHOUHbIE
YACOB = == - = = TeXHOIOIMH CpCaACTBa

|0 |0l 0| 0O |0

Tema 1. O6mmre noHsATHS 00 HHOOPMALIMOHHOM BK, JI,
11.5 + | + Y

0€30IaCHOCTH. CPC
Tewma 2. Yposau obecnieuenus: MudopmarmonHom 10,5 n |+ |+ |m, cpe v
0e30macHOCTH
Tema 3. Yrpo3sl HHPOPMAIIOHHOM 11,5 4 4 4 JL, CPC v
0€30IMaCHOCTH.
Tema 4. TaKCOHovMI/Iﬂ KPUTEPHUEB 9.5 n + lepe v
MH(OpPMATMOHHOW O€30IaCHOCTH.
Tewma 5. IIpotuBonericreue 9.5 R N CPC v
HECAHKIIMOHUPOBAHHOMY MEXKCETEBOMY JOCTYITY.
Tema 6. BpenoHOCHOE IporpaMMHOE
obecnieuenue. CpencrBa 60pHOBI ¢ BPETOHOCHBIM 10,5 + | + + | 113, CPC v
110
[IpoMeXyTOUHAas aTTeCTalus 9 + |+ |+ |+ |+ |+ |CPC 3auer
HWTOTrO 1O JUCHUITIJIMHE 72

Coxkpamenusi: JI — nexkuus, [13 — npakruueckue 3anarus, CPC — camoctosarenbHas pabora cryaenta, BK — BxomgHoii
KOHTPOJIb, ¥ — YCTHBIN OIPOC.



5.2 Temsl (pa3aenbl) IUCHUMIIJIMHBI 1 BUABI 3AaHATHI

Bcero
HanmenoBaHue pa3zaena IUCHUILINHBI J I3 | CpC HACOR
Tema 1. O6mmue nouaTus 06 HHPOPMALIMOHHON
2 9,5 11.5

0€30MacHOCTH.
Tema 2. YpoBHu obecrnieueHust

- 2 8,5 10,5
NudopmarimonHoit 6€301macHOCTH
Tema 3. Yrpo3sl unbopMaImoHHON 5 9.5 11,5
0€301aCHOCTH.
Tema .4. TakcoHOMHUSI KpUTEPUEB 9.5 9.5
nH()OPMAITMOHHON 0€30MaCHOCTH. ’ ’
Tema 5. IIporuBoaenicTBue
HECAHKIMOHUPOBAHHOMY MEKCETEBOMY 9,5 9,5
JOCTYITY.
Tema 6. BpenoHocHOe nmporpaMMHOE
obecnieuenue. CpencrBa 60pbOBI C BPEIOHOCHBIM 2 8,5 10,5
110
HTOrO : 4 4 55 63
I[IPOMEXYTOUYHAS ATTECTALIUA: 9
BCEIo 0 AMCUUIIIVHE: 72

5.3 Conep:kanue JTUCUUIJINHBI

Tema 1. O0mue noHsaTHA 00 HHPOPMALMOHHOI 0€30IIACHOCTH.

3HaueHue WHQPOPMAIIMOHHON O€30MaCHOCTU KOMIIBIOTEPHBIX CHCTEM IS
CTaOMWJIBHOTO  (DYHKUMOHUPOBAHUS MPEANPUATHA M  OpraHU3alMi  CUCTEMBI
BO3/IyIIIHOT'O TpaHCIopTa. Omnpenenenue HOHSTHUS «MH(pOpPMaLIMOHHAs
0€30MaCHOCThY, MPAKTUYECKUE ACTIEKThl HH(POPMAIIMOHHON 0€30MaCHOCTH.

Tema 2. YpoBHuu obecnieuenuss UnopmanuoHHoi 0e30macHOCTH

3aKOHO/MATEIbHBINA, aJIMUHUCTPATUBHBIN, TMPOLEAYPHBIA W TPOTPaAMMHO-
TEXHUYECKUH YypOBHU obOecreueHus uHpopManuoHHOM Oe3omacHoctu. [lonmmThka
uH(OPMAITMOHHON 0€30MaCHOCTH MPEITPUITHSI.

Tema 3. Yrpo3sl uHGOpPMaLMOHHOH 6€30IIACHOCTH
Knaccudukanus w  aHanm3  yrpo3  WHGOPMAIMOHHOW  0€30MacHOCTH
KOMIBIOTEPHBIX cucTeM. OleHKa yrpo3 HHPOPMAIIMOHHOM 0€30MacHOCTH.

Tema 4. TakcoHoMusI KpuTEepUeB HHPOPMAILTMOHHOH 0€301IACHOCTH
«OpanxeBas KHUTa», €€ 3HAUCHUE U COAEpKaHHUE. MeXaHU3Mbl CO3IaHUA U
NOJAACp>KaHUs HAJEKHON BEIYUCIUTEIHLHON Oa3bl.



Tema S. IIporuBoaeiicTBHe HECAHKUUOHUPOBAHHOMY MEKCETEBOMY
AOCTYIY

OTaJIOHHAsT MOJENb B3aWMOJEUCTBUSA OTKPBITBIX CHCTEM: €€ Ha3HAYCHUE M
¢ysnkuonupoBanue. KOMIUIEKCHBIH MEXKCETEBOW JKpaH, COCTaB, Ha3HAUYCHUE
COCTABJIIOLIUX 3JIEMEHTOB.

Tema 6. BpenonocHoe nporpammuoe odecnedeHue. Cpeacrsa 00pb0ObI €
BPEI0OHOCHBIM MPOTrPAMMHBIM O0ecrneuyeHueM

Kinaccuduxanust BpeJoHOCHOTO MporpaMMHOTro odecrnieueHus. KoMmbroTepHbie
BUPYCHI, TPOSIHCKUE MPOrPAMMBbI, CETEBbIE KOMIIBIOTEPHBIE YEpPBH, U APYroe
BpPEJAOHOCHOE TporpamMMmHoe obOecneuenue. Kiaccudukaius cpeacts O0pbObl ¢
BPEJOHOCHBIM MPOrPaMMHBIM 00ECTICUEHHUEM.

5.4 llpakTnyeckue 3aHATHS (CEMHHAPBbI)

Howmep Tembl TemaTnka NpakKTUYECKUX 3aHITUN ;{EZ)T;
JACLIUTUTAHBI (cemuHapoB) (uack)
2 YpoBHu obecnieuenust MTudopmannoHHon 6€30macHOCTH 2
6 Bpenonocnoe mnporpammuHoe oOecrnieuenue. Cpencrsa 5
60pbObI ¢ BpesoHOCHBIM 10
WToro no AucuMIuIinHe 4
5.5 JIabopaTOpHbIH NPAKTUKYM
JlaGopaTopHBIi MPAKTUKYM yU4eOHBIM TUIAHOM HE TIPETYCMOTPEH.
5.6 CamocTosiTesibHas padoTa
Homep Temsl . Tpyno-
e — Bunbl camoctosaTensHol padoTh €MKOCTb
(dachl)
1 CamocTosITeNnbHOE OBJAJEHUE CTYJICHTaMU MaTepuaia 9.5
TeMbl. [4] ’
CamocTosiTeNlbHOE OBJAJEHUE CTYJICHTaMU MaTepuaia
5 TeMBI [2, 5] g5
Brinonnenue 3aanusi B COOTBETCTBUU ¢ MHCTPYKIUSMH U ’
METOJMYECKUMU YKa3aHUSIMU IIpenoaaBaTess
CamocTosTelbHOE OBJIAJICHUE CTYJICHTAaMU MaTepuaia
3 Temsl [1,2,3] 9.5
Brinmonnenue 3aganusi B COOTBETCTBUU ¢ HHCTPYKITUSIMH U ’
METOAMYECKUMH YKa3aHUSMU NPErnoiaBaTest
4 CaMoCTOATEIbHOE OBJIAJICHUE CTYJICHTAMH MaTepuala 9,5




Howmep Temsbl . Tpyno-
N —— Bunbr camoctosaTensHOM paboThI E€MKOCTb
(dachl)
TeMbI [3]
Brinonnenue 3aanusi B COOTBETCTBUU ¢ MHCTPYKIUSAMH U
METOJMYECKIUMU YKa3aHUSIMU IIpenoaaBaTess
CamocTosTelbHOE OBJIAJICHUE CTYJICHTaAaMU MaTepuaia
5 TeMbl [2,4] 9.5
Brinmonnenue 3aganusi B COOTBETCTBUU ¢ MHCTPYKITUSIMH U ’
METOAMYECKIUMU YKa3aHUSIMHU TPEToaBaTes
CamMocTosITeIbHOE OBNIQJICHUE CTYJACHTaAMH MaTepuaia
6 Tembl [ 1,3] 25
BrimotHeHue 3a1aHUS B COOTBETCTBUN C HHCTPYKITUSIMH H ’
METOJMYCCKIMU YKA3aHUSIMHU TPETOaBaTes
Bcero: 55

6 YueOHO-MeTOAUYeCKOe U MH(POPMAIIMOHHOE ol0ecredeHUue TUCIUIIIMHBI
(MoayJin)

a) OCHOBHAas JiMTeparTypa:

1. Epoxun B.B. be3onacHocts WMHGOPMAIMOHHBIX CHUCTEM [DJIEKTPOHHBIN
pecypc] : yuebHoe mocodue / B.B. Epoxun, /[.A. [loronsmmesa, N.I'. Cremuenko. —
OnektpoH. naH. — Mocksa : ®JIMHTA, 2015. — 182 c¢. — Pexum nocryna:
https://e.lanbook.com/book/62972

2. 3ansmxebix B.A. DkcnepTHble  CUCTEMbl  KOMIUIEKCHOW — OIEHKH
0€30MacHOCTU aBTOMATU3UPOBAHHBIX HWH(MOPMALIMOHHBIX M KOMMYHUKAIIMOHHBIX
cucTeM [DJIEKTPOHHBIN pecypc] : yueOHo-MeToauueckoe nocooue / B.A. 3anskHbIX,
A.B. T'upuk. — DnekrpoH. nan. — Caunkrt-Iletepoypr : HUY UTMO, 2014. — 136
c. — Pexxum nocryma: https://e.lanbook.com/book/71193.

0) 1OMOJIHUTEILHAS JIUTEepaTypa:

3. bougapes B.B. Bgenenne B wuHGOpPMAIMOHHYIO  0€30MacHOCTH
aBTOMATU3UPOBAHHBIX CUCTEM [DJIEKTPOHHBIA pecypc]| : METOAMYECKUE yKa3zaHus /
B.B. bonaapeB. — OnektpoH. nan. — MockBa: MI'TY um. H.D. baymana, 2016. —
250 ¢. — Pexxum nmoctyma: https://e.lanbook.com/book/103554.

4. MeabnuxkoB J[.A. NudopmarmonHas 06e30MacHOCTh OTKPBHITHIX CHCTEM
[DnexkTponHbIit pecypc] : yaeOnuk / J[.A. MenpbHUKOB. — DJIEKTpOH. AaH. — MoOcCKBa
: ®JIMHTA, 2014. — 448 c. — Pexum pocrtyna: https://e.lanbook.com/book/48368.

5. Jesnun ILH. Mogenn 06€30MacHOCTH KOMIBIOTEPHBIX CHCTEM.
VYrpaBiaeHue JOCTYNIOM M MHPOPMALMOHHBIMHU MOTOKaMU [DJIEKTPOHHBIM pecypc]:
yuebHo-meTonuueckoe nocodbue / I[1.LH. JleBsuun. — DnextpoH. gaH. — Mocksa:
lopsiuas  nunusg-Tenexkom, 2012, — 320 c¢. — Pexum  jgocryma:
https://e.lanbook.com/book/5150.




B) NepeyeHb PecypcoB MH(POPMALMOHHO-TEJIEKOMMYHUKALUMOHHON CeTH
«HHTepHeT»:
https://www.intuit.ru/studies/courses/10/10/lecture/296?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/302
https://www.intuit.ru/studies/courses/3649/891/lecture/32336?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/306
https://www.intuit.ru/studies/courses/10/10/lecture/310
https://www.intuit.ru/studies/courses/10/10/lecture/312
https://www.intuit.ru/studies/courses/10/10/lecture/300
https://studref.com/325272/informatika/klassifikatsiya_ugroz_informatsionnoy
_bezopasnosti#846
http://protect.htmlweb.ru/orange1.htm
https://studfiles.net/preview/3103252/page:8/
https://www.kazedu.kz/referat/84974/4
https://www.kazedu.kz/referat/84974/5
https://www.kazedu.kz/referat/84974/8
https://ocompah.ru/razlichie-mezhdu-kompyuternyj-virus-cherv-troyanskij-
kon.html
http://old.intuit.ru/department/security/antiviruskasp/2/
http://old.intuit.ru/department/security/antiviruskasp/2/2.html#sect3
http://old.intuit.ru/department/security/antiviruskasp/5/
http://old.intuit.ru/department/security/antiviruskasp/6/
http://old.intuit.ru/department/security/antiviruskasp/7/
https://www.itweek.ru/security/article/detail.php?ID=104405
https://studfiles.net/preview/5282711/
http://routeworld.ru/80-model-vzaimodeystviya-otkrytyh-sistem-osi.html
http://citforum.ru/nets/protocols/1_01 02.shtml
https://studfiles.net/preview/5970826/page:56/
https://studfiles.net/preview/5970826/page:57/
https://studfiles.net/preview/5970826/page:58/
https://studfiles.net/preview/5970826/page:59/
http://ypn.ru/322/osi-depended-firewall-functioning-features/
https://vuzlit.ru/986869/protivodeystvie_nesanktsionirovannomu_mezhsetevo

mu_dostupu

r) mnporpaMMHoe oOecnedyeHue (JIMIEH3MOHHOE), 0a3pl JTaHHBIX,
HH(OPMAIMOHHO-CITPABOYHbIE H MOMCKOBBIE CHCTEMBbI:

1. Cxanep ys3Bumoctet XSpider pupms Positive Technologies ;

2. KommekcHas cuctema koHTposst 3ammmiéHHoctd MaxPatrol 8 ¢upmer
Positive Technologies;

3. AutuBupycusiii naket Kaspersky Endpoint Security Standard for Windows.
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7 MarepuajibHO-TeXHUYECKOEe o0ecneyeHue JMCIUIIHHBI (MOAYJIA)

JIii  yCHEemHOro OCBOEHUS IUCIHHILIUHBI HEOOXOIUMO HUMETh ayIUTOPHIO,
000pyI0BaHHYIO:

- MYJIbTUMEUIHBIMU CPEJICTBAMU;

- IUIaKaTaMM, CTEHJAMHU [0 TEMAaTHUKW JUCUUIUVIMHBI (WM TpPE3EHTALMH C
uH(pOopMalren o TEMaTUKU TUCHUTIINHBI);

- BUJ1e0 OMOIMOTEKOH (BUACO3ANNUCH YUEHUH U TPEHUPOBOK, BUAECO(UIBMBI 110
TEMaTHKE AUCLHUILINHBI);

- HarjsgHble 10coOMs, HeoOXOauMble Ui IPOBEIEHUS 3aHATUH 110
JTUCLUIUIVHE.

8 O0pa3oBaresibHbIe M HHPOPMAIIMOHHBIE TEXHOJIOTHH

BxoaHol KOHTPOJb TPOBOAUTCA B (OpPME YCTHBIX OIPOCOB C IIEIBIO
OLICHWBAHUA OCTATOYHBIX 3HAHUI MO paHee U3YUYCHHBIM JUCIHUILTMHAM WX pa3zesiaM
M3y4aeMOM JTUCUUIUINHBI.

[Tpu M3ydyeHUHn TUCIUIUIMHBI UCTONB3YIOTCSA KaK TPaJAUIMOHHBIC JEeKIUH, TaK
Y UHTEPAKTUBHBIE JICKITUH.

NuTepakTUBHBIE JEeKIUM TIPOBOJISTCS B HECKOJIBKUX BapUaHTaX

-npo0JjieMHasi JIeKIHMSA HAYWHACTCA C IOCTAHOBKH MPOOJIEMbI, KOTOPYIO
HEO0OXOMMO PEIINUTh B MPOIIECCE U3T0KEHUS MaTepuaa.

-1eKIUA-BU3yaTu3alMsd yYUT CTYJACHTOB NIPeoOpa3oBbIBaTh YCTHYIO U
NUCBMEHHYI0 WHGOpPMAIMI0 B BHU3yalbHYIO (opmy, dYro QopMupyer y HUX
npo(heCCHOHATILHOE MBILIUICHHE 3a CUeT CHUCTEMaTH3allMd U BBIJIEICHUsS Haubosee
3HAYUMBIX, CYIIIECTBEHHBIX JIEMEHTOB COJEPKaHUS O0yUEHUSI.

- Jekuus-0eceqa mpeArnogaraeT HEMOCPEACTBEHHbBIN KOHTAKT MpernoaaBaTess
C ayauTOpHEH, MO3BOJSET MPUBICYh BHUMAHHE CTYACHTOB K HanOojiee Ba)KHBIM
BOIIPOCAM TE€MbI, BOBJICYb B JIBYCTOPOHHUI OOMEH MHEHHSIMH, BBISICHUTh YPOBEHD UX
OCBEIOMJICHHOCTH TI0 paccMaTpUBaeMOl TeMe, CTENeHH WX TOTOBHOCTH K
BOCTIPUATHIO TIOCJIEAYIOIIET0 MaTepuaia, MO3BOJIAET aapecoBaTh BOMPOC K
KOHKPETHOMY CTYIEHTY, CIIPOCUTh €r0 MHEHHUE MO 00CyX)aaeMoil nmpodieme.

-leknus-TucKyccusi. [IpenonaBatens mnpu  W3JIOKEHUU  JICKIIMOHHOTO
MaTepuaiia He TOJbKO HCIOJb3yeT OTBEThl CTYJIEHTOB Ha CBOM BOIPOCH], HO H
opraHu3yeT CBOOOJHBIH OOMEH MHEHHUSIMH B HMHTEPBAIAX MEXIY JOTHYECKUMHU
pazzenamu.

HpaKaneCKne 3aAHATUA IIPOBOAATCA C HMCIIOJIb30BAHUCM CIICHHAJIBbHBIX

KOMIIBIOTEPHBIX IPOTPaMM M IPEIHA3HAYEHBl JUIA 3aKPEIUICHMS ITOJIYYEHHBIX
3HaHWH, a TAaK)Ke BRIPAOOTKH HEOOXOIMMBIX YMEHUN U HABBIKOB.
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NHTepakTHBHOE NPAKTHYECKOE 3aHATHE IPOBOJUTCA C UCIIOJIb30BAHUE
CPENICTB BBIYMCINUTEILHON TEXHUKU U CHEIUATBHOTO TPOrPAMMHOTO 00€CTICUCHUS, 1
MPEIIOIAracT BbINOJIHEHUE BBIJAHHBIX KOHKPETHBIX 3a/IaHUMH.

CamocTosiTeibHasA padoTa CTYJAeHTA MPOBOAUTCS C LEJbIO 3aKpEIUICHUS U
COBEPILICHCTBOBAHUSI OCBAaMBAEMbIX KOMIIETEHLIUM, MPEANOJIAracT COYETAHUE
CAMOCTOSITEJIbHBIX TEOPETUUECKUX 3aHSATHM M CaMOCTOATEIBHOE BBINIOJHEHUE
MPAKTUYECKUX 3aJaHUM, ONTMCAHHBIX B PEKOMEHJ0BAHHOM juTeparype [1,2].

9 ®oHa OLEHOYHBIX CPEeACTB ISl NPOBEJCHUHA TEKYLIEro KOHTPOJS
yCIeBaeMOCTH W IPOMEXKYTOYHOM aTTeCTAlMH 10 MWTOraM OCBOCHHS
AUCUMITHHBI

9.1 banjibHO-peHTHHIOBasl OLEHKA TEKYLIero KOHTPOJIA yCIIeBaeMOCTH
U 3HAHUH CTYACHTOB

bamibHO-pEeNTUHIOBasE OLEHKA TEKYIIETO KOHTPOJISI yCIIEBAEMOCTH W 3HAHHM
CTYJICHTOB y4€OHBIM TUTAHOM HE TIPETyCMOTPECHA.

9.2 MeToauyecKkue peKOMeH/IalUH 110 POBEACHUI0 MPOLEeYPbI
OLICHUBAHUSA 3HAHUI, YMEHUIl U HABBIKOB M (MJIM) ONbITA 1eATEJIbHOCTH,
XapaKTepU3YIIIHMX 3TANbl (POPMHUPOBAHUS KOMIIETECHIMI

B mpouecce nmpenomaBaHusi AMCHMIUIMHBI  JJIsi  TEKYIIETO  KOHTPOJIS
00y4Jaronmxcst UCTIOIb3YIOTCS CIEAYIOIINE (OPMBI:

- TECTUPOBAHUE TI0 TEMaM,;

- pelIeHre TUMOBBIX CUTYAIIMOHHBIX 33/1a4 HA IPAKTUYCCKUX 3aHATUSIX;

- BBITNIOJIHCHHE MUCbMEHHOM ayIUTOPHOM pabOTHI.

Tecmuposanue:

Tect cumtaercs 3auTeHHBIM Npu Haauuuu Oonee 60% MpaBUIBLHBIX OTBETOB.
TecT cuntaercs He 3a4TEHHBIM TTPHU HATMYUU MeHee 60% MpaBHIIBHBIX OTBETOB.

Pewenue cumyayuonnvix 3a0au (KpUTEpUH):

oOy4YaromMiicss  caMOCTOSITEIbHO  MpPaBWJIBHO  pellaeT  3ajady, Jaer
000CHOBaHHYIO OLIEHKY MO UTOTY PEILEHHUS;

OoOy4Jaronuiicss OTKa3bIBa€TCAd OT BBINOJHEHMS 3aJauM, WJIM HE CIOCOOEH ee
pPElINTh CAMOCTOSITENBHO, a TaKXe C TIOMOIIbI0 TpernojaBarens (B ciydae
HEMOJATOTOBJICHHOCTH MO W3YYEHHBIM TE€MaM, WMEIOIIMM OTHOIICHHE K PEUICHUIO
JAHHOM 3a/1a4H).

Tucvmennas ayoumopnas paboma (KpUTEPUH ):

OOy4JaromIMiicss MPaBUJIBHO PEIIaeT 3a/1ady, CIAAeT €€ BOBPEMS M0 OKOHYAHHH
3aHATHS TPETOJaBaTENI0, JaeT 000OCHOBAHHYIO OIIEHKY 10 UTOTY PEIICHUS;

OOy4JaromIMiiCsl OTKa3bIBA€TCA OT BBHITIOJIHEHMS 3aJ]a4M, WKW HE CIOCOOCH ee
pPEIINTh CaMOCTOSITENIBHO, @ TaKXe C IOMOIIbK HpenojaBarens (B ciydae

12



HEINOATrOTOBJICHHOCTH 110 M3YYE€HHBIM TE€MaM, UMEIOIIUM OTHOLICHUE K PELICHUIO
JTAHHOM 3a/1auM).

I1o nToram ocBOEHUS IUCHMILUIMHBI IIPOBOAUTCS MPOMEKYTOUHAS ATTECTALIMS.

OCHOBHBIMM JTOKYMEHTaMH, PETJIAMEHTUPYIOLIMMH MOPSAAOK OPTraHM3aliu H
IIPOBEJEHUS TEKYLIEro KOHTPOJIA YCIIEBAEMOCTH M IPOMEXKYTOYHOM aTTECTALUHU
cTyneHtoB, oOyuvarommxcs B ['YI'A saBustorca: ycraB CIIOIY T'A, yueOnas
nporpaMMa II0 COOTBETCTBYIOLEMY HAIPaBJICHHUIO IOATOTOBKH MAarucTpoB,
[Tonoxxenne o OaTLHO-PEUTUHIOBON CHUCTEME OIICHKM 3HAaHUW U O0O0eCreueHHs
KadecTBa yueOHoro nporuecca B ['YT'A.

Ha mepBom 3aHsTHM mpenojaBareib AOBOJIUT 10 CBEACHHUS OOydarouiuxcs
rpauK TEKyIIEero KOHTPOJS OCBOCHUS JIUCUUILIMHBI U KPUTEPUU OLEHKH 3HAHHM
IIPU TEKYLIEM KOHTPOJE YCIEBAEMOCTH, & TAKXKE CPOKH M YCIOBUS MPOMEKYTOUHOM
aTTECTALlUH.

DK3aMEH SBJISETCS 3aKIOYUTENbHBIM 3TAlOM M3YyYEHHs JUCLMIUIMHBI U UMEET
LIEJIBI0 TIPOBEPUTH U OLEHUTHh YPOBEHb IIOJIYYEHHBIX CTYJECHTAMHU 3HAHUW, YMEHHE
IPUMEHATh HMX K PEIICHHUIO IPAKTUYECKUX 3a/1ad, OBJIAJICHUE IPAKTUYECKHUMH
HaBBIKaMH B 00beMe TpeOoBaHMIT 00pa30BaTEIbHON MPOrpaMMBbl Ha IPOMEKYTOYHOM
sTane GOpMHUPOBAHUS KOMIIETEHIIUH.

3a4eT MPUHUMAETCS JIEKTOPOM, BEAYIIMM 3aHATHS B JAHHOM IPYMIE M0 TaHHOU
JVCLUIUIAHE.

9.3TemMbl KypcOBbIX PadoT (IPOEKTOB) MO AMCIUIIHMHE
KypcoBbie poeKThl HE MPEAYCMOTPEHBI

9.4 KoHTpoJ/IbHBIE BONPOCHI /1J1sl IPOBEACHUSI BXOAHOT0 KOHTPOJISI
OCTATOYHBIX 3HAHNH MO 00eCeYNBAK UM TUCHUIINHAM

[To nucuummHe «YnpaBiieHHEe TPAHCIOPTHON 0€30IaCHOCTBIO»:

1. O6mee nousTre 6€30MACHOCTH.

2. OcHOBHBIE TPUYNHBI, BBI3BIBAIOIINE BO3pACTAHHE 3HAUCHUS OE30MMaCHOCTH
P® B cOBpeMEHHBIX YCIOBUSIX.

3. OCHOBHBIE JOKYMEHTHI, ONPEICIIONINE TOHATUS «0e30macHOCTh PDy» u
«HalMOHaJIbHas 0e3011acHOCTh PDy.

4. OCHOBHbBIEC TEPMUHBI U ONIPEJICTICHUS, CBA3aHHBIE C MOHSATHEM O€30ITaCHOCTH
Ha TPAHCIIOPTE.

5. [loHsiTHE KOMILJIEKCHOM CUCTEMBI 0OecrieueHus1 0€30MacHOCTH.

6. OCHOBHbIE HaIPaBJICHUS] HOPMATUBHO-IIPABOBOM JIEATETLHOCTH B 001aCTH
obecrieueHurs 6€30MacCHOCTH Ha TPAHCIIOPTE U UX XapaKTEPUCTUKA.

7. OCHOBHBIE HaNpaBJICHUS OPTaHU3ALMOHHON JAESITEIbHOCTU MO0 00ECTIEYEHUIO
0€30I1acHOCTH Ha TPAHCIOPTE U UX XapaKTEPUCTHUKA.
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8. OCHOBHBIC OpraHU3AIMOHHBIE 33/1a4l CYOBEKTOB TPAHCTIOPTHOM
HHPPACTPYKTYPHI IO 0OECIICUCHHIO OS30ITaCHOCTH Ha TPAHCTIOPTE U UX

XapaKTEPHUCTHKA.

9. Tlousatue mojeneil 00bEKTOB, MPOIIECCOB U CUCTEM UX KiacCu(UKaIMs U

TpeOOBaHMS K HUM.
10. Haznauenune Moeinei.

9.5 Iloka3aTesin, KpUTEPUH, ONMCAHUE HIKAJIbI OLIECHUBAHUSA

Iloka3zarenu OLCHUBAHUA

Kpurepuu onieHuBaHus

3HaTh:

- OCHOBHBIE IYTH M  METOMAbI
pemieHusi 3a7a4 B OOJACTH CO3JaHUS
pexxuma uH(GOPMaLMOHHON

0€30MaCHOCTH CHCTEM aBTOMAaTHU3ALMU
BO3IyIITHOTO TPAHCIIOPTA;

- TpeOOBaHMUS HOPMaTUBHO-
paBoBOi 0a3bl B 00JIACTH OOECIEUCHUS
nHpopMaMOHHOW  O€30MacHOCTH  Ha
NPEANPUATUIX TPAXKIAHCKON aBUallNU;

- OCHOBHBIE  BO3MOXHOCTH H
XapaKTEePUCTUKU MPOTPAMMHBIX CPEACTB
obecrieueHuns 3amuThl THHOPMAIIHH.

HCpG‘-II/ICJ'IeHI/Ie, CpPaBHCHHC MCTOJ0B
peuicHusd 3aJ1a4 B obiactu CO31aHH

pexxuma UHPOPMAITMOHHOK
0€30IaCHOCTH CHUCTEM aBTOMAaTHU3allUUA
BO3MIYIITHOTO  TPAHCTIOPTa, OCHOBHBIX

XapaKTePUCTUK MPOTPAMMHBIX CpEICTB
oOecrieyeHus 3auThl THHOPMALIIH.

Ananus, CONOCTABJICHUE
TpeOOBaHMI HOPMATUBHO-TIPABOBOM 0a3bl
B obiractu obecrieueHUs
nHpopMaIIMOHHOW  OE€30MacHOCTH  Ha

OPEANPHUATHIX TPakIaHCKON aBHALIVH,
METOJIOB pEIICHUS 3agad B 00JacTu
CO3JaHUsl  PeKUMa HHPOPMAIIMOHHOMN
0€30IIaCHOCTH CHCTEM aBTOMATHU3AIMU
BO3IYIIIHOI'O TPAHCIIOPTA.

YMers:

- OTpeNeNATh «y3KHE» MEeCTa B CHCTEME
oOecrieueHus MH(}OpMAMOHHOM
0e30macHOCTH, M NpeajaraTb MyTH HUX
yCTpaHEHUS;

- I'PaMOTHO AKCILIYyaTUPOBATh
IpOrpaMMHBbIE CpeacTBa

nH(OPMAITMOHHON O€30MaCHOCTH.

CaMOCTOATENBHOCTE B ONPEACIICHUN
y3KHX MECTa B CHCTEeMe oOOecreueHus
nH(pOpMAITMOHHOM 0€30MacHOCTH,
NPEIOKEHUH IMMyTH UX YCTPAHCHHUS.
[IpodeccuonanbHas  rpaMOTHOCTH B
AKCIUTyaTallid  MPOTPAMMHBIX  CPEICTB
nH(pOpMAITMOHHOM 6€30TTaCHOCTH.

Bnanets:

- METOJIMKON pa3pabOTKH W BHEAPEHUS
cucTeM MH(OPMAIMOHHOW 0€30MacHOCTH
B CTPYKTYPHBIX NOoJIpa3AeeHUsIX
CHCTEMBI BO3AYIIHOTO TPAHCIIOPTA;

- MPOTPaMMHBIMHU CPEICTBAMH 3aIlUTHI
uH(popMauu npu pabore C
KOMIBIOTEPHBIMU CHUCTEMaMHM, BKJIIOYAsI

Brmaneane weTtomukoi pa3paboTKu  H
BHEJPEHUSI CUCTEM HH(POPMAIIMOHHOMN
0e30macHOCTH B CTPYKTYPHBIX
NOJIPA3/ICTIECHUSAX CHUCTEMbBl BO3AYLIHOTO
TPaHCIIOPTa;

- MPOrPaMMHBIMU CPEACTBAMHU 3AILUTHI
uH(popManuu npu pabore C
KOMIIBIOTEPHBIMU CUCTEMaMH, BKJIIOYasi
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[Toka3aTenu OLleHUBAaHUS Kpurepuun ouenupanus

IIPUEMBI aHTUBUPYCHOMW 3aIIUTHI. IIPUEMBI AHTUBUPYCHOW 3aIIUTHI.

Omnucanue mIKagbl OIICHUBAHUS

3ayeT: cpaBHUBAET METOJBI PEIICHHs 3a7ad B O0JIACTH CO3JaHUS PEKUMa
uH(OPMAIMOHHOW 0€30MaCHOCTH CUCTEM aBTOMATHU3AllMU BO3AYLIHOTO TPAHCIOPTA,
OCHOBHBIX  XapaKTEPUCTHK MPOTPAMMHBIX  CPEACTB  0OecleueHus  3alfuThl
uHpopMaruu.

AHanu3upyeT, CcOmocTaBigeT TpeOOBaHUS HOPMATHUBHO-NPABOBOM 0a3bl B
obmactu oOecriedeHus: HMHQPOPMAIMOHHON O€30MACHOCTH Ha  MPEANPHUITHSIX
rpak/1IaHCKOM aBMallMM, METOJbl PEIIEeHHUs 3ajad B 00JIaCTH CO3JaHUs  peXHUMa
UH(POPMAIIMOHHOM 0€30M1aCHOCTH CUCTEM aBTOMATHU3allMU BO3AYLIHOI'O TPAHCIIOPTA.

CaMoCTOATENbHO OIpenensieT y3Khue MecTa B CHCTeMe oOecredeHus
uH(GOPMAIIMOHHON 0€30MaCHOCTH, MpeJiaraeT MyTH UX YCTPAHECHUS.

[IpodeccnonanbHO TpPaMOTHO JKCIUTyaTHPYET MPOrPaMMHBIE  CPEICTBA
UH(OPMAIMOHHON O€30ITaCHOCTH.

Brnaneer Mmeronukoil pa3pabOTKM M BHEAPEHUS CHCTEM HHQPOPMALIMOHHON
0€30IacCHOCTH B CTPYKTYPHBIX MOJIPA3/CICHUIX CUCTEMbI BO3IYIIIHOTO TPAHCIIOPTA;

- MPOrpaMMHBIMHU CpPEJICTBaMM 3allUThl MHPOpMalMK 1pu padoTe cC
KOMITBIOTEPHBIMU CUCTEMAaMHU, BKJIFOYAsi TPUEMBbI aHTUBUPYCHOM 3aIlIUTHI.

He 3ader: nepeuncisier MeTObI pelIeHuUs 3a/1a4 B 00JIaCTU CO3/IaHUs pPexKUMa
UH(POPMAIIMOHHON O€30MMaCHOCTH CHCTEM aBTOMAaTH3alMU BO3AYLIHOIO TPaHCHOPTA,
OCHOBHBIE  XapaKTEPUCTUKU MPOTPAMMHBIX CpPEACTB OOECHEUEHHUs  3alUTh
uHpopMmaruu. CaMOCTOSITENIbHO HE ONPENIesieT y3KIe MecTa B CUCTEME O0eCTieueHus
uH(POPMaAIIMOHHOM 0€30M1aCHOCTH, HE MpeajaraeT MyTu UX yCTpaHeHHUs.

He Brnageer meToaukoil pa3paOOTKu W BHEAPEHUS CUCTEM HMH(OPMALMOHHOU
0€30IacHOCTH B CTPYKTYPHBIX MOJPA3ACICHUSIX CHUCTEMbI BO3AYIIHOTO TPAHCIIOPTA,
IPOrpaMMHBIMH CPEICTBAMU 3aIUTHI HHPOPMALMU TpU paboTe ¢ KOMIBIOTEPHBIMU
CUCTeMaMH, BKIItOUasi IpUEMbI aHTUBUPYCHOM 3aIIUTHI.

9.6 TumoBble KOHTPOJbHbIE 3aJaHHUA [JI MPOBeJAeHUS TeKYyUIero
KOHTPOJISI M IPOMEKYTOYHOM aTTECTAIMU 10 UTOraM 00y4eHHs 10 TUCHHUILTHHE

1. Hatp onpenenenne nouaruto «MupopmanmonHast 6€300acHOCThY;

2. OOBSACHUTHL TIOHSATHE MPAKTUYECKOTO  acleKkTa HWHQPOPMAIMOHHON
6e3omacHocTH «JlO0CTyITHOCTBY;

3. OObsCHUTHP TOHATHE TNPAKTUYECKOTO AacmeKkTa HH(POpMAIMOHHOM
oe3omnacHocTu «llenocTHOCTBY;

4. OOBbSICHUTP TIOHATHE NPAKTHUYECKOTO acmeKkTa HH(OPMALUOHHOU
6e3onacHoctu «KoHPUACHINATHHOCTDY;

5. 3aKoHOJATENbHBIM YPOBEHb OOecTieueHus: HH)OPMAIMOHHONW 0€30MacHOCTH.
Yo 310 Takoe? UTo BXOAUT B 3TO noHATHE? [IprMephl 3aKOHOIATENbHBIX aKTOB;
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6.  AIMUHHUCTPAaTUBHBIH  ypOBEHb  oOecredeHuss  HUH(POPMAIMOHHOM
oe3zonacHoctu. Ilonarne «lloauTuka ©Oe30macHOCTH». YPOBHH JICTAIM3ALUH
aJIMUHHUCTPATUBHOTO YPOBHS, UX COJICPKAHUE;

7. Ilporpamma Oe3omacHocTH. EE cHUHXpOHM3ANMS C >KU3HEHHBIM ITHUKJIOM
UH(OPMAITMOHHBIX CUCTEM;

8. IlponenypHblii ypoBeHb oOecrnedeHus HHGPOPMAIMOHHON OE30MaCHOCTH.
Uto 310 Takoe? Kiaccel Mmep mpoueaypHoro ypoBHs;

9. Ilpouenypnslii ypoBeHb oOecrnedeHuss UHGOPMAIMOHHON OE30MaCHOCTH.
YrpaBiieHHUe IEpCOHATIOM;

10. TlpouenypHbiii ypoBeHb oOecriedeHHs] MHPOPMALMOHHON 0e30MacHOCTH.
duznueckas 3a1uTa.

11. TlpouenypHblii ypoBeHb obecrnieueHus HHPOPMALMOHHON 0€30MacHOCTH.
[Tognepsxanue paboTOCIIOCOOHOCTH;

12. TlpouenypHblii ypoBEeHb OOecriedueHHs] MHPOPMAIMOHHON 0e30MacHOCTH.
PearupoBanue Ha HapyIIeHUs pekrMa 0€30MIaCHOCTH;

13. IlpouenypHsiii ypoBeHb obecriedeHusi HHHOPMALMOHHONW OE30MaCHOCTH.
[1nannpoBaHre BOCCTAHOBUTEIBHBIX PaboT;

13. IIporpaMMHO-TEXHHUYECKHI YPOBEHb oOOecrmeueHus: HH(OOPMALUOHHON
6e3onacHocTu. CepBHUCH TPOrPAMMHO-TEXHUYECKOTO YPOBHS:

- uaeHTU(DUKALUS U ayTeHTHU(PUKALINS;
- yIpaBJeHHUE TOCTYIOM;

- IPOTOKOJMPOBAHUE U AYUT;

- mudpoBaHue;

- KOHTPOJIb LEIOCTHOCTH;

- DKpaHUPOBAHUE;

- aHAJIM3 3alUIIEHHOCTH;

- obecrieyeHre 0TKa30yCTONYUBOCTH;
-o0ecrieyeHre 6e3011acHOr0 BOCCTAHOBJICHHS,
- TYHHEJINPOBAHMUE;

- yIIpaBJICHHE.

14. «Kpurepun 6€30mMacHOCTH KOMIBIOTEPHBIX cucTem» (OpaH)keBas KHUTA).
TakcoHomust TpeboBanuid. OO1IME TOHATHS.

15. «Kpurepun 06e30macHOCTH KOMNbIOTEPHBIX cucTem» (OpaH)keBas KHHIa).
Takconomust TpedboBanuid. [lonsarue «Ilonutruka 6€30MacHOCTH» U €€ MEXaHU3MBI;

16. «Kputepuu 6€30macHOCTH KOMITbIOTEPHBIX cucTem» (OpaHkeBas KHUTA).
Takconomust TpedoBanuid. [ToHsiTHE CAYIUT» U €T0 MEXAHU3MBI,

17. «Kpurepun 6e30macHOCTH KOMIBbIOTEPHBIX cuctem» (OpaH)keBas KHHIa).
Takconomusi Tpeboanuii. Ilonarue «KoppektHocTh» (I'apaHTUPOBAHHOCTH) M €€
MEXaHU3MBI;

18. «Kpurepuu 6e30macHOCTH KOMMBIOTEPHBIX cucTem» (OpaH)keBas KHHTa).
Takconomus TpedoBanuid. [Tonsitue «/{oxymenTarus» u e€ comepkanue;

19. Knaccuduxarus yrpo3 nHHOpMAITMOHHONW O€30MTaCHOCTH;

20. DTanoHHas MOAENb B3aUMOACHCTBHS OTKPBITBIX cucTeM. HazHaueHue.
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21. DTanoHHAas MOJIEb B3aMMOJEHCTBUS OTKPBITHIX cucteM. CTpyKTypa.

22. DranoHHas MOJEIb B3aMMOJEUCTBUS OTKPBITBIX cUCTeM. DyHKINHU
YPOBHEN.

23. DTasloOHHAas MOJENb B3aWMOJEUCTBUS OTKPBITBIX cucTeM. [Ipoxoxnenue
nakeToB yepe3 OMBOC npu nepenaye naHHBIX.

24. KoMIuIeKCHBIN MekceTeBo 3kpad. HazHauenue.

25. KoMmiekcHbI MexkceTeBoM 3kpaH. CocTas.

26. KOMIUIEKCHBIN MEXCETEBOM AIKpaH. DKPaHUPYIOIMIMK MapuipyTuzaTtop. Ero
Ha3HA4YEHUE.

27. KOMIUIEKCHBIM MEKCETEBOM H3KpaH. ODKPAaHUPYIOUIMN MapLIpyTHU3aTOP.
Brinonnsemspie 3amMTHBIE QYHKIIUH.

28. KOMIUIEKCHBIM MEKCETEBOM H3KpaH. ODKPaHUPYIOUIMI MapIIpyTHU3aTOP.
JIOCTOMHCTBA U HEJIOCTATKH.

29. KowmmekcHbld MexceTeBoM skpaH. [IImo3 ceaHcoBOro ypoBHS.
Ha3znauenue.

30. KommnekcHblii MexcereBou dkpaH. llmroo3 ceaHCOBOrOo  ypOBH.
Brimonasiembie 3amuTHBIC (YHKITAH.

31. Komnnexkcusiii MexcereBou skpaH. [no3 ceancoBoro yposHs. DyHKIuA
o0ecreyeHus: BUPTYyaIbHOT'O COEAMHEHUSI.

32. KomruiekcHblil MmexceTeBou 3kpaH. 1103 ceancororo yposus. [Ipouenypa
KBUTUPOBaHUS CBsi3H 110 ipotokoiry TCP/IP.

33. KowmmekcHblii MexcereBoil dkpaH. Ilnr3 ceaHCOBOTO  YpPOBHSL.
Tpancnsauua BHyTpeHHUX [P-anpecos.

34. KowmmekcHblii MexcereBoil dkpaH. Ilnr3 ceaHCOBOTO  YpOBHSL.
JIOCTOMHCTBA U HEIOCTATKH.

35. KomiuiekcHbli MexceTeBoM dkpaH. [Ini03 npukiIagHOTO ypOBHS.
Ha3znauenue.

36. KomiuiekcHbIM MexceTeBoM dkpaH. [Ini03 npukiIagHOrO ypOBHS.
Brimonasiembie 3amuTHBIC YHKITAH.

37. KoOMIUIEKCHBIM MeXceTeBOM »dkpaH. [lImo3 mNpuKIIagHOro ypoBHS.
[IporpamMMHBIE TOCPETHUKH.

38. KommuiekcHbIi MexcereBol dkpaH. [lm03 NpUKIIaZHOrO YpOBHS.
JIOCTOMHCTBA ¥ HEJOCTATKH.

39. BpenonocHoe nporpammHoe obecrnieuenue. Knaccudukamus (Bub).

40. BpenonocHoe mnporpaMmHoe obOecrnedueHue. KoMIbIOTEpHBIE BUPYCHI.
Kiaccuduxarnmus.

41. BpenonocHoe mnporpaMmHoe obOecrniedeHue. KoMIblOTEpHBIE BUPYCHI.
@DailoBbI HEPE3EICHTHBIN BUPYC.

42. BpenonocHoe mnporpaMmHoe obOecrnedeHue. KoMIbIOTEpHBIE BUPYCHI.
@DailIoBbINA pE3€ACHTHBINA BUPYC.

43. BpenonocHoe mnporpamMmHoe obOecrnedueHue. KoMIbIOTEpHBIE BUPYCHI.
byToBbIii Bupyc.
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44. BpenoHocHoe mporpaMmHoe obecrnedeHrne. KoMIbIOTEpHBIE BUPYCHI.
Makposupyc.

45. BpenoHocHoe mporpaMMHoOe obOecniedeHue. TpOSIHCKHE NPOrpaMMBbl.
CemencTBa TPOSHCKUX IIPOTPaAMM.

46. BpenonocHoe nporpaMMmHoe obOecrnedeHre. KOMIBbIOTEpHBIE BHUPYCHI.
KoMmbroTepHbI€ CETEBbIE YEPBHU.

47. BpenoHocHoe mnporpaMmHoe obOecrnedyeHue. KoMIbrOTEpHBbIE BHUPYCHI.
OTnuuuTenbHble NPU3HAKM KOMIBIOTEPHBIX BHUPYCOB, TPOSIHCKUX IPOrPaMM,
KOMITBIOTEPHBIX CETEBBIX YEPBEl.

48. BpenoHocHoe nporpaMMHoe obOecrnieueHue. Jlpyroe BpeJOHOCHOE
nporpaMMHoe obecrieueHue. [Ipumepsl.

49. CpenctBa O0pbObl € BpPEIOHOCHBIM IPOIPAaMMHBIM  00ECIIEUEHHEM.
Boinonusiembie GyHKINN.

50. CoBpeMEHHbIE aHTUBUPYCHbBIE MTAKETHI.

IIpuMepHbBIi NepeYeHb BONMPOCOB /1JIs1 IPOMEKYTOYHOM aTTeCTaAIllUN:

l. OO1ue noHsATHE HHPOPMAITMOHHOM 0€30MaCHOCTH KOMIIBIOTEPHBIX
cucteM (MBKC). Ilpaktuueckue acnektsl UBKC, ypoBau obecneuennss MBKC.

2. 3akoHogaTenbHbIN ypoBeHb o0ecnieueHuss UBKC. OcHoBHBIE
3aKOHOJATEIbHbIE AKThl U HOPMATHUBHbBIE JJOKYMEHTHI.

3. AnmvunHucTpaTuBHbINA ypoBeHb o0ecnieuenust UIBKC. Ero naznauenue u
COZIEpIKAHUE.

4. [Iponenypusiii ypoBenb ooecrnieuenust MUBKC. Ero naznauenue u
coZiepKaHue

3. [IporpammHuo-TexHnueckuii ypoBeHnb ooecneuenust MUBKC. Ero
HA3HAYEHUE U COJIEPIKAHUE.

6. Takconomust kputepreB HHHOPMAITMOHHON O€301TaCHOCTH T10
«OpanxeBoii kaurey. Coaepskanue noustus «[IOJIMTUKA BE3OITACHOCTW», u
MEXaHU3MBbI €€ peaTu3aLyH.

7. Takconomust kpuTepreB HHHOPMALMOHHON OE€30MaCHOCTH 10
«OpamxeBoit kuure». Mexanusmel « IPOM3BOJIBHOE VIIPABJIEHUE
JOCTYIIOM», u «ITIOBTOPHOE NCIIOJIbB3OBAHUWE OB BEKTOB.
Takconomust kputepueB HHHOPMAITMOHHON Oe30nacHOCTH 10 «OpaHKEeBOU KHUTEY.
Mexanuzmel «METKW BE3OITACHOCTWy», u «cHOPMATHUBHOE
VIIPABJIEHUE JOCTVYIIOM».

8. Takconomust kKputepreB HHHOPMAIIMOHHON O€30aCHOCTH T10
«OpanxeBoit kuure». Conepxxanue nousatus «AY AUT», u mexaHu3Mbl €ro
peanuzanuu.

9. Takconomust kputepreB HHHOPMAITMOHHON O€30MTaCHOCTH T10
«OpanxeBoit kaure». Conepxkanne nousatuss «KKOPPEKTHOCTDby, u mexanu3zmbl
€ro peaju3alyi.

10. Takconomusi KpuTepreB HHGHOPMALMOHHON OE30MaCHOCTH 10
«OpamxeBont kuure». Conepxanue noustust « JOKYMEHTATLI .
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11. Amnanu3 yrpo3 HHQOpPMaIMOHHBIM KOMIBIOTEPHBIM CUCTeMaM. Buibl
NOTEHUUAJIBHBIX YTPO3.

12.  IIpoTUBOAEHCTBHE MEKCETEBOMY HECAHKIIHOHUPOBAHHOMY JIOCTYITY.
DTanoHHasg MOJEJb B3aUMOJICHUCTBUS OTKPBITHIX cucTeM. Ha3zHaueHue, npuHInI
(YHKIIMOHUPOBAHHUA.

13. TIpoTuBOAEHCTBHE MEKCETEBOMY HECAHKIIMOHUPOBAHHOMY JIOCTYITY.
KomrmnekcHbiii MexceTeBol 3kpaH. CoctaB, Ha3HaueHue. [I[potuBoaericTBre
MEKCETEBOMY HECAHKIIMOHUPOBAHHOMY JAOCTYIY. DKPAHUPYIOUIUN MapIIpyTU3ATOP.
Ha3snauenue, BbITIOTHsIEMbIEe (DYHKIIUM, TOCTOMHCTBA U HEJOCTATKHU.

14.  IIpoTMBOAEHCTBHE MEKCETEBOMY HECAHKIIMOHUPOBAHHOMY JIOCTYITY.
[r03 ceancoBoro ypoBHsi. Haznauenue, BeINogHsAEMbIE (GYHKIIUU, JOCTOMHCTBA U
HEJOCTATKH.

15. TIpoTuBOJEHCTBHUE MEKCETEBOMY HECAHKIIMOHMPOBAHHOMY JIOCTYITY.
[Tpukirannoi numo3. HasHaueHue, BeImoHsIEMbIe (DYHKITUN, TOCTOMHCTBA U
HEJIOCTATKH.

16. BpenonocHoe mporpaMMHOE 0OECIIEUEHUE; BUIbI, OTIUUUTEIbHBIE
0COOEHHOCTH

17.  KommbrotepHble BUPYChl. MeXxaHn3M pacnpOoCTpaHEHHUS.

18.  KommnsrorepHsie BUupychl. DailioBblii HEPE3UAECHTHBIN BUPYC.

19. KowmmnsrorepHsie BUpychl. @allnoBbIil pe3UIECHTHBIN BUPYC.

20. KowmmnerotepHsie BUPYChl. byTOBBII BUpYC.

21. KowmmnbsiotepHbie BUpychl. OCOOEHHOCTH MaKpOBHPYCOB.

22. TposgHCKHE TPOTpaMMBL.

23. CereBbIEC YEPBH.

24.  JIpyroe BpellOHOCHOE ITPOrpaMMHOE OOECIICUCHHE.

25. CpencrtBa 60ps0BI C BPEIOHOCHBIM IMPOTPAMMHBIM 00€CTICUCHUEM.
Knaccuduxanmus.

10 Mertoauveckue peKOMEHJAAUMH [JIs1 OOY4YalIIMXCH IO OCBOCHUIO
JMUCIHHUTLIHHBI

[Ipu mpoBemeHWM BceX BHUAOB 3aHATUNA OCHOBHOE BHHMAaHUE YJIENATH
pPacCMOTPEHHIO  MPHUHIUIOB  (OpPMHpPOBAHUS  CUCTEMBI  MH(DOPMAIIMOHHON
0e30IacHOCTH Ha MPEANPHUATHIX U B OPTaHU3alMAX TPa)XJTaHCKOW aBUAIlMHU, paboTe
[0 aHaJU3y MOTEHUHUAJIbHBIX YIpo3, a TaKXKe NMPUMEHEHHIO M3y4yaeMOoro MaTepualia
Ha MPAKTHUKE.

Teopernyeckass MOArOTOBKAa CTYACHTOB MO AMCIMIUIMHE OOECIeYMBaETCsS Ha
nexkuuax. Ha nexuusax oOydaeMbIM JIalOTCSl CUCTEMATU3MPOBAHHBIE OCHOBBI 3HAHMI
110 COCTOSTHUIO U OCHOBHBIM MpoOieMaM HH(POPMaIIMOHHOM 0€301MacHOCTH.

Teopernueckue  TOJOXKEHUS,  M3JIaraéMble B JIEKUUAX  JIOJDKHBI
WLTIOCTPUPOBATHCS IPUMEPAMU MX MPAKTUUYECKOH peain3aliuyd B MHPOPMAIIMOHHBIX
CUCTEeMax M CpelcTBax obecrmeueHusi 3amuThl uHpopmanmu. s obnerdenus
BOCTIPUATHUSL CTYJEHTOM CJIOKHOTO M Pa3sHOOOpa3HOro Marepualia pPeKOMEHIYeTCs
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M3y4YeHHUE HOBBIX Pa3/ieJIOB Kypca HAYMHATHL C KPaTKOTO BBEJICHUSA, B KOTOPOM
YCTAaHABJIMBAETCS CBSI3b C MPEIBIAYIIMMH M CMEKHBIMH JUCIUILNIMHAMH Y4eOHOTO
ITaHa, ¥ PEKOMEHI0BATh KOHKPETHYIO Y4eOHYI0 IuTepaTypy. Upe3BbrdaitHO Ba)KHO
HAay4YUTh CTYJEHTA MPUMEHSTH IOJy4YaeMble 3HAHUS K PEHICHUIO NPAKTHUUYECKUX
3amad. /{7 9Toro MoryT ObITh pa3paboTaHbl CTICIMAIBHBIE 33]JaHUS C PEIICHUSIMU, TI0
KOTOPBIM U OPTraHU3yeTCsl CaMOCTOsITEeIbHAs paboTa CTYJEHTOB B TCUCHUE CEMECTpa.
Ha camocTosiTesbHOE U3ydeHUE BRIHOCITCS HAanOoJiee MPOCThIE BOMPOCHI U3YUaAEMbIX
TeM. (CaMOCTOSITEIbHOE  M3YYECHHE  TO3BOJISIET MPUBUTH  HABBIK  IOHMCKA
MHTEPECYIOIINX BOIPOCOB B UCTOYHUKAX, B TOM YHCJIE U JOMOJIHUTEIbHbIX.

[IpoBenaeHne MPAKTHUYECKUX 3aHITHUNA OCYLIECCTBISECTCS IOCIE MPOYTEHUS Ha
JIEKIUAX COOTBETCTBYIOIIEIO TEOPETUUECKOrO MaTepuasna, U CIyKUT CPEeIACTBOM
3aKperyieHus] TIOJYYEHHBIX 3HaHUW ©  (OPMUPOBAHUS HABBIKOB W YMEHHUH
HCCIICIOBAHUN.

[IpakThdeckue 3aHATHS TPU3BAHBI O00ECICYUTH IIOJIYUYCHHE CTYJICHTaMHU
MPAKTUUYECKHUX HABBIKOB M YMEHUH 110 MIPUMEHEHHUIO MOJYYEHHBIX 3HAHUA.

Bce Bumbl y4ueOHBIX 3aHATHNA TPOBOISATCS C AKTUBHBIM HCIOJIb30BAaHHEM
TEXHUYECKUX CPEJCTB OOYUCHUS M UMEIONUXCS B HATMYUUA 00pa3IIoB.

W3ydyenne AMCUMILIUHBI TOCTPOCHO TaKUM O0pa3oM, 4TOOBI 0OecreunBaIoch
HaWIyylllee YyCBOCHUE Marepuana. [[nd aKTUBU3alMW, WHIUBUIAyaIU3alUU U
WHTeHCU(UKAIMA W3Y4YEHUs AUCHUIUIMHBI B TEUYEHHWE BCEro IMepuoga OO0yudeHHs
NpeArnoiaraeTcsi MPOBOJUTh KPATKOCPOUYHBIE MUCHMEHHBIE KOHTPOJIbHBIE PaOOTHI
(JieTyuykH) mepe]1 HayajaoM JICKIIUA U MPAKTUYECKUX 3aHATHI.

Tekymuii KOHTPOJb YCIEBAEMOCTH CTYJICHTOB HEOOXOJMMO OCYIIECTBIATH
CUCTEMATHUYECKU: Ha JIEKIUAX, MPU TMOATOTOBKE M MPOBEACHUHU MPAKTHUUYECKUX
3aHsTui. Kpome TOro, ciemyer MNpoOBOAUTH PYOECKHBIM KOHTPOJb YCBOCHHS
TEOPETUYCCKOr0 Marepuaja I10 Haubojee CIO0XKHBIM pasjellaM IpOorpaMMBbl
JIMCIIUTLIMHEL.

HToroBblii KOHTPOJIb 3HAHUK CTYJECHTOB MO pa3jiejiaM U TeMaM JUCUUILINHBI
MIPOBOJIUTCS B BUJIE 3a4ETA.

[Ipenonasarenb JUCITUTIIINHBI HMeeT MpaBo Ha HEKOTOPBIE
HEMPUHIUOUAIbHBIE OTCTYIUICHUSI OT COJEpKaHHWs MPOrpaMMbl B HAyYHBIX U
MEJaroruueCKux LesX.
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PaGouas mnporpamma JIUCHMIUIMHBI  COCTaBJieHAa B  COOTBETCTBHH  C
tpeboBanusimu OI'OC BO no nanpapnenuto moarotoBku 25.04.03 AsponaBuraiusi,
HAMPaBJICHHOCTh TporpamMmbl  (mpodmib) «locymapcTBeHHOE  peryIupoBaHUE
MCII0JIb30BaHUs BO3AYIIHOTO IPOCTPAHCTBAY.

[Iporpamma paccMOTpeHa M yTBEpKJIeHa Ha 3acenanun Kadeapslr Ne 12

«PaI[I/IOE)JICKTDOHHBIX CUCTEM»
(Hazeanue kageopwt)

oT «25» mas 2021 roga, mpotokosa Ne 8.

Pa3paboTuuk: e W\\ /
J.T.H., CT.H.C "---:-3\ s> \\f Kynpskos C.A.
—
,422 / {
CT. IPENOIaBATEND e o it Hlecrakos C.A.
(vuenas cmenenw, yuenoe 3eanue, pamuius FaHuyuaivl pazpadomuuxa)
3aBenyromuii kadeapoit Ne 12 ‘: Q
JI.T.H., CT.H.C ’\-q—._—)\ N~ Kynpsakos C.A.

- S N )
(yuenas cmeneHb, yueHoe 36anue, amiiis H?}uiwumb: 3asedyroujeco kaghedpoii)

Jnpexrop Beicuien nIKkoJbl a3pOHaBUTralliu

K.T.H. 77 Bornanos B.T.
(yuenas cmenenb, YUeHOE 36aHUe, GaMuNus U UHUYUATLL 0eKana (aKyibmema)

[Iporpamma cornacoBasa:

PykoBoautens OITOIT

J.T.H., ipodeccop KpbixanoBekuii I'.A.
(yuenasa cmenenw, yuenoe 36anue, d)aMwmﬁ u unuyuatel pykosooumens OIOIIT BO)

[Iporpamma onoOpeHa Ha 3acedaHud  Y4yeOHO-METOIUYECKOTO  COBETa
Yuusepcurera «16» urons 2021 roga, nporokoir Ne 7.
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