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1 [lestu ocBOEHUS AU CITUILIHHBI

[enpto ocBoenus nucuuruiuHbl «HbopMmalimonHas 0€30MaCHOCTEY SBIISETCS
dbopMHpOBaHHE Yy CTYICHTOB CHCTEMBbl 3HaHUH B oOJacTu WHGOPMAIIMOHHON
0e30macHOCTM W TPUMEHEHUs] Ha TMPAKTUKE METOAOB U CPEACTB  3alIUThHI
nHpopMaruu.

[ToBpimeHne 6€30MaCHOCTH B TPAHCMOPTHBIX CHCTEMax BCErja ObUIO OJHOM U3
BOXHEHIINX 3a7a4. AKTYaJdbHO 3TO U JUIA CHCTEMbI BO3AYIIHOTO TPAHCIOPTA, YTO
MIOJITBEPKIAETCS Pa3BUTHEM COOBITHI B MOCIIETHEES BPEMSI.

Hanpasnenusi, 1o KOTOPbIM MPOBOJUTCS IITAHOMEpHAs: padoTa MO MOBBIIICHUIO
YPOBHSI aBHAIIMOHHOW OE30MMaCHOCTH, OXBATHIBAIOT OTPOMHBIN KPyT BOMPOCOB — OT
COBEPIIICHCTBOBAHMSI MTPABOBON M HOPMATHBHOW 0asbl, 10 KOHKPETHBIX MEp, B TOM
YHCJIE COBEPIIEHCTBOBAHWE WHMOPMAIIMOHHOW MOJJICPKKH CHUCTEMbI U BHEAPECHUS
COBPEMEHHBIX TEXHUYECKHUX CPEJICTB.

B 3amauy aucnumnivHbel BXOJIUT MO3HAKOMUTH CTYJIEHTOB C COBPEMEHHBIM
COCTOSIHUEM  OOecleueHUs  pa3Iu4HbIX  HamnpaBlieHUW  WHOOPMAIMOHHOU
0€30MacHOCTH.

3amauyaMy OCBOCHUS UCIUIUIMHBI SBIISIOTCS:

— OCBOEHME 0a30BOM TEPMUHOJIOTUH, UCHOJB3YIOIIEHcs B chepe odecriedeHus
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;

— OCBOCHHME HOPMATHBHO-TIPABOBOM 0a3bl MO oOecneyeHn0 MHPOPMALMOHHON
0e30macHOCTH;

— (hopMUpOBaHNE 3HAHHI O CTPYKTYpPE U OCHOBHBIX TPEOOBAaHUSIX CTAaHIAPTOB, B
chepe nHPpopMaIMOHHON OE30MaCHOCTH;

— (opmupoBaHMe TpPEACTaBICHUNA O MeXaHW3Max (HOPMHPOBAHUS TOJIUTUKU
nH(OPMAITMOHHON O€30MaCHOCTH.

JucuunnuHa obecreyuBaeT MOATOTOBKY OOYyYarolerocs K PEeUIeHHIo 3aaay
poeCCHOHANIBHON  JICSITEIbBHOCTH  OpPraHU3alMOHHO-YIPABIEHYECKOT0, HAy4HO-
UCCJIEIOBATENLCKOIO THIIA.

2 Mecto qucuumuinisl B ctpykrype OIIOII BO

JMucuunnuna «MudopmanmonHas  0€30MacHOCTb»  MPEACTaBIseT  CcOOOi
JTUCHUIUIMHY, OTHOCSIYIOCA K 00s13aTenbHON yacTH bioka 1 Jucuuninuael (MOAysn).

Hucuumna «udopManrionHass 6e30macHOCTh» Oa3upyeTcs Ha pe3ysIbTarax
OoOy4eHHMsI, TOJIYYCHHBIX MPU U3YYEHUU TUCUUIUIMHBIL: «YTPaBICHUE TPAHCIOPTHOU
0€30MacHOCThIO.

Jucuunnuna «MudopmanmonHas 0e30MacHOCTh» SBISIETCS 0OecreurBaroe
JUIS  TUCUUIUIMHBI «YTpaBieHHe Oe30MacHOCThIO TIOJIETOB», a Takke JUIs
[ToaroToBKM K TpolLEemype 3alUuThl M 3alIUTHl BBIMTYCKHOW KBaIU(DUKAITMOHHON
paboTHI.

JlucuunirHa u3y4daercs BO 2 CEMECTPE.



3 Komnerennumn oOyuarwimierocsi, (popmupyembie B pe3yJbTaTe OCBOEHUS
TUCHUTITIHHBI

[Iporecc ocBOEHUS IUCHMILUIMHBI HAMpaBlIeH Ha (POPMHPOBAHHUE CIICTYIOIINX
KOMIIETEHITN:

Kon Pe3ynpraT 00yueHHs: HAMMEHOBAaHNE KOMIIETEHIINH, MHIUKATOPA
KOMIIeTeHIH/ | KOMIICTCHITUH

WHIUKATOpa

OIIK-10 CrocobeH K BBISBICHUIO M aHAJM3y OMACHOCTEH W yrpos,

BO3HHUKAIOIINX B mporiecce Pa3BUTHUSA COBPEMEHHOTO
nH(popMarMoHHOTo 00IIIeCcTBa

OIIK-10.1 [Ipornosupyer 3d@PeKTUBHOCTh (DPYHKIIMOHHUPOBAHUS CHCTEM
oOecrieueHus: 6€30MaCHOCTH, OIICHUBAs 3aTPAThl U PUCKH

OI1K-10.2 AHanmu3upyeT yrpossl oOecrieueHus 0€30MacHOCTH OOBEKTOB H
pa3pabaThIBaCT METO I TPOTHBOICHCTBHSI KM

OIIK-10.3 OcymecTBiseT  TOCTPOCHHE  KAaK  OTACIBHBIX  IPOIECCOB
yIpaBicHUsT HH(POPMAIIMOHHOW O€30MacHOCTBIO, TaAK M CHUCTEMBI
IIPOIIECCOB B IIEJIOM

OIlK-11 CrocobeH opraHu3oBbIBaTb M 00OecmeurMBaTh  COOJIOJICHUE
OCHOBHBIX TpeOOBaHUI HH(POPMAIIMOHHON 0€30MacHOCTH, B TOM
YUCJIE 3alIUTY OXPaHsIeMON 3aKOHOM TalHbI

OIlK-11.1 AHanu3upyeT ~— HampaBJCHHS  pa3BUTUS  HHGPOPMAIIMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTHI 00BHEKTa 3aIUT

OIlK-11.2 AHanu3upyet TEKyIllee COCTOSIHHE uH(}OpMAITMOHHOM
0€30MacHOCTH Ha MPEANPUITHH C LENIbI0 pa3paboTKu TpeOOBaHUM
K pa3pabaThIBa€MbIM IpOIECCaM YIPaBICHUS HWHPOPMALMOHHOM
0€301aCHOCTHIO

OIIK-11.3 [Ipumensier MIPOIIECCHBIN MOAXO0/T K YIIPaBJIEHUIO
uH(OpMAITMOHHONW 0€30mMacHOCThI0 B cdepax JesTeIbHOCTH
00J1acTH a3pOHABHUT AN

HHaHI/IpyeMLIe pe3yJibTaTbl UBYUCHUA JUCIHHUIIJINHBI:

3HaTh:

— OCHOBHBIE TIYTH M METOABl PEIICHHS 3aJad B OOJACTH CO3JaHUS PEKUMa
nHPOPMAIMOHHOK 06€30MMaCHOCTH CUCTEM aBTOMAaTU3allMK BO3AYITHOTO TPAHCIIOPTA;

— TpeOOBaHMS HOPMATUBHO-TIPaBOBOM 0a3pl B oOsactu oOecrieueHus
nHGOPMAITMOHHOK 0€30MaCHOCTH Ha MPEANPHUATUIX TPAKIAHCKON aBUAIINH;

— OCHOBHBICE BO3MOXKHOCTH U XapaKTE€PUCTUKH MPOTPAMMHBIX CPEICTB
o0ecrnedeHus 3aiuThl HPOPMaLUK.

YMeTs:




— ONIpeAeNiTh «y3KHe» MecTa B cucTeMe oOecreueHuss WHGOPMAIMOHHON
0€30MacHOCTH, U TIpeIjiaraTh MyTH UX YCTPaHCHUS;

— TPaMOTHO OJKCIUTyaTHPOBaTh IIPOrPaMMHBIC CPEACTBA HHGOPMAIIMOHHON
0€e30IMacCHOCTH.

Bnanets:

—  METOAUKOW pa3paOOTKM M BHEAPEHUs CcuUcTeM HHGPOPMAIMOHHON
0€30MaCHOCTH B CTPYKTYPHBIX MOJIPA3ICIICHUSIX CUCTEMbI BO3IYIITHOTO TPAHCIIOPTA,;

— TMPOTPAaMMHBIMH  CpPEACTBAMH 3aIllUThl HHPOPMAUA TpU PpaboTe C
KOMITBIOTEPHBIMHU CUCTEMAaMHM, BKJIIOYAs] TPUEMBI AHTUBUPYCHOM 3AIIUTHI.

4 O0beM AUCHUILIMHBI U BUJbI y4eOHOH padoThI

O6H1351 TPYAOCMKOCTh AJUCHUIIIMHBI COCTABJIACT 2 3aYeTHBIX CANHUIIbI 72
AKaJCMHNYCCKHUX Ydaca.

HaumeHnoBanue Beero Cemectp
JacoB 2
OO6m1ast TPyJI0EMKOCTh JUCHUTUIUHBI 72 72
KonrtakTHas pabota 8,3 8,3
JICKIUU, 4 4
IIPAKTUYECKHUE 3aHATHUS, 4 4

CEMUHApBHI,

nabopaTopHbIe paboOTHI,

KypCOBOM MPOEKT (padoTa)

JIpYTye BUABI ayAUTOPHBIX 3aAHSATUN.

CamocTosiTenbHast paboTa CTyJIeHTa 95 95

KoHTposibHbIE paboThI

B TOM YHCJIe KOHTAKTHasi paboTa

[IpomexyTouHas aTTecTalus 9 9
KOHTaKTHasi paboTa 0,3 0,3
caMOCTOsITeNIbHAsI paboTa Mo MOATOTOBKE K 3a4eTy 8,7 8,7

3ager 3ager




5 Coaepxanne JTUCHHUILIAHBI

5.1 CooTHeceHusi TeM (pa3aesioB) IUCHUILIUHBI M (popMHUPYyeMBbIX KOMIEeTEHIUH

NN ™ 06
KOJIMYECTBO | = | = |9 | o | o | o [VOPa30BATC o unmre
TEMBI, PA3JEJBI JUCLUIIINHBI v |yw|w|y|w|w| nbHBE
YACOB S| E B E|E|E | rexnogorm| SPEACTER
|0 |00 |0 |0

Tema 1. O61ue nousTrst 00 HHPOPMAITMOHHOM BK, JI,

115 + |+ v
0€30MacHOCTH. CPC
Tewma 2. YpoBHu obecnieuenust MudopmanmoHHon 10,5 + + |+ | +|m3 crc v
0€30MacHOCTH
Tema 3. Yrpo3sl uH)OpMaITMOHHON 115 + + + J1, CPC v
0€301aCHOCTH.
Tema 4. TaKCOHOUMI/I;I KPUTEPUEB 9.5 + + lcpe v
nHOOPMAITMOHHON O€30MTaCHOCTH.
Tema 5. IIpotuBoaencTBHE 9.5 P O CPC v
HECAHKIIMOHUPOBAHHOMY MEKCETEBOMY JOCTYITY.
Tema 6. BpetoHOCHOE IpOrpaMMHOE
obecneuenue. Cpencrsa 60pbOBI C BPEJOHOCHBIM 10,5 + | + + | 113, CPC v
I10
[IpomexyTOUHas arTecTalus 9 + |+ |+ |+ |+ |+ |CPC 3auer
WTOro 1o JUCLUILIMHE 72

Cokpamenusi: JI — nmeknus, 13 — npaktudeckue 3ansatusi, CPC — camocrtosrenbHas pabora cryneHta, BK — BxogHoi
KOHTPOJIb, ¥ — YCTHBIN OIPOC.



5.2 Tembl (pa3aenbl) TMCHMIIMHBI U BUAbI 3aHATHIA

HanmenoBanue paszjena IUCIUIIIUHBI J I3 | CPC Beero
4acoB

Tema 1. O6mue nouatust 06 HHGOPMAIIMOHHOMN 2 9.5 115
0€30MacHOCTH.
Tema 2. YpoBHH ou6ecnequI/m 2 8.5 10,5
HNudopmannoHHon 6€30MacHOCTH
Tema 3. Yrpo3bl HHPOPMAIIMOHHOM 5 9.5 115
0€30I1acCHOCTH.
Tema .4. TakCOHOMUSI KPUTEPUEB

. 9,5 9,5
UHGOPMAITMOHHON O€30MaCHOCTH.
Tema 3. [IpotuBoaericTBHE
HECaHKIIMOHUPOBAHHOMY MEKCETEBOMY 9,5 9,5
JOCTYIy.
Tema 6. BpemoHocHOE porpaMmMHOE
obecreuenue. CpeacTBa 60PHOBI ¢ BPEOHOCHBIM 2 8,5 10,5
110
HTOro: 4 4 55 63
ITPOMEXYTOYHAS ATTECTALIUA: 9
BCEIro o JMCLMITIJIMHE: 72

5.3 Conep:kaHue IMCHUNIMHBI

Tema 1. O0mue nousitust 00 THGOPMANMOHHON 0€30MACHOCTH.

3HaueHne HH(OPMALMOHHONW O€30MaCHOCTH KOMIIBIOTEPHBIX CHUCTEM ISt
CTaOMIBHOIO  (PYHKIMOHUPOBAHUS NPEANPUSITHA U OpraHU3aluil  CHUCTEMBbI
BO3/TYIITHOTO TpaHCIOpTA. Omnpenenenue TOHATHUS «uH(pOpMALTHOHHAS
0€30MacHOCTbY, MPAKTUYECKUE aCMIEKThl HH(OPMAIITMOHHON O€301aCHOCTH.

Tema 2. YpoBHu o0ecnieuenuss UnopmanuoHHoi 0e30macHOCTH

3aKoHOAATENbHbIN, AJMUHHUCTPATUBHBINA, NPOLEAYPHBIH W IPOrPAMMHO-
TEXHUYECKUH YpOBHU obOecrieueHus uHopMmanumoHHOW Oe3zomacHocTu. IlonmuTtuka
MH(OPMAIMOHHON O€301aCHOCTH MPEAIPUSITHS.

Tema 3. Yrpo3bl uHpopManMOHHOI 0€30MIACHOCTH
Knaccudukanus w  aHanm3  yrpo3  WHGOPMAIMOHHONW  0€30MacHOCTH
KOMITBIOTEPHBIX cucTeM. OneHka yrpo3 HHGOPMAIMOHHONW O€30IaCHOCTH.

Tema 4. TakcoHoMHSsI KpUTEPUEB NHPOPMAITMOHHO 0€30MMACHOCTH
«OpankeBasi KHUTay», €€ 3HAUEHUE U cojlepkaHue. MeXaHu3Mbl CO3IaHUs U
NoJIep>KaHUs Ha/Ie)KHON BIYUCITUTEIHHON 0a3bl.



Tema S. IIporuBoaeiicTBMe HECAHKIMOHUPOBAHHOMY MEXKCETEBOMY
AOCTYIy

OTanoHHas MOJENb B3aWMOJECHCTBUSA OTKPBITBIX CHCTEM: €€ HA3HAYCHHE U
¢yHKIMOHMpOoBaHHE. KOMIUIEKCHBIH MEXKCETEBOW HKpaH, COCTaB, Ha3HA4YECHUE
COCTABJISIFOLIUX JIEMEHTOB.

Tema 6. Bpenonocnoe nporpammtHoe odecnedeHue. CpeacrBa 00pbObI €
BPeI0OHOCHBIM NMPOTPAMMHBIM 00ecTiedeHrneM

Knaccudukanus BpeoHOCHOTO IPOTPaMMHOTO oOectiedeHnsi. KomrbroTepHble
BUPYCHI, TPOSIHCKHE IPOrPAaMMBbI, CETEBbIC KOMITBIOTEPHBIC YEpPBH, U JIPYroe
BpPEIOHOCHOE TporpammHoe obecreueHue. Kraccugukanus cpeacts OopbObl ¢
BPEIIOHOCHBIM IPOTPAMMHBIM 00ECIICUYCHHEM.

5.4 IlpakTnyecKkue 3aHATHS (CEMHUHAPBI)

Howmep Tembl TemaTrka MpakTUYECKUX 3aHITUI e{f}(}gﬁ;
JTUCITUTUTIHBI (ceMuHapoB) (ach)
2 VYposuu obecnieuenus MudbopmanmoHHol 6€30mMacHOCTH 2
5 Bpenonocnoe mnporpamMmmHoe obOecrnieuenue. Cpenctsa 2
00pbObI ¢ BpesoHOCHBIM 10
Htoro no gucuumimnze 4
5.5 JlaGopaTopHbIii NPAKTHKYM
JlabopaTopHBIil MPAKTUKYM Y4E€OHBIM IUIAHOM HE TIPEyCMOTPEH.
5.6 CamocTosiTesibHast padoTa
Homep Temsl . Tpygo-
Buibl camocToATensHOM paboThI E€MKOCTh
JUCITUTITIHBI (uach)
1 CamMocTosiTeNNbHOE OBJNIAJICHUE CTYJACHTAMH MaTepuaia 9.5
tembl. [4] ’
CamMocTosITeNIbHOE OBJNIAJICHUE CTYACHTAMH MaTepuaia
5 Tembl [2, 5] 8.5
BrimonHeHue 3a71aHust B COOTBETCTBUU C UHCTPYKITUSAMH H ’
METOJIMYCCKUMU YKa3aHUSIMHU TIPETIOaBaTeIs
CaMocTosITeNbHOE OBJIQJIEHUE CTYACHTAMH MaTepuala
3 tembl [1,2,3] 9.5
BrImmotHeHHE 3a]aHUsT B COOTBETCTBUU C HHCTPYKIIUSIMH H ’
METOJIMYCCKIUMU YKa3aHUSIMH MPETIogaBaTeIsl
4 CamMocTosITeNbHOE OBJIQJICHUE CTYACHTAMH MaTepuaia 9.5
TeMbl [3] ’




Howmep Tembl . Tpyno-
R —— Bunbl camocToaTensHo# paboTh E€MKOCTh
(dacwl)
BrlnonHenue 3a7jaHusi B COOTBETCTBUM C UHCTPYKUUSAMH U
METOIMYECKIUMU YKa3aHUSIMU MPEroaaBaTesl
CamMocTosTeIbHOE OBJIQJICHUE CTYJACHTAMH MaTepuaia
5 Tembl [2,4] 9.5
BrimotHeHHE 3a71aHUST B COOTBETCTBUU C HUHCTPYKITUSIMH H ’
METOJMYCCKIMU YKa3aHUSIMU TPETIOaBaTeNsd
CamMocTosiTeNlbHOE OBJIQJICHUE CTYyACHTaMH Marepuana
5 temsr [1,3] 8.5
BrinonHeHue 3aaHusi B COOTBETCTBUU C UHCTPYKIUSAMHU U ’
METOJIMYECKUMU YKa3aHUSIMU MPEToaBaTess
Bcero: 55

6 YueOHO-MeTOqUYecKOe U UH(POPMALMOHHOE o0ecreyeHne TUCHUILTHHBI
(MoayJin)

a) OCHOBHAas JIMTeparypa:

1. Epoxun B.B. be3omacHOCTh MH(OPMAIMOHHBIX CHCTEM [DIJIEKTPOHHBIM
pecypc] : yue6Hoe nocobue / B.B. Epoxun, JI.A. Iloronsimesa, N.I'. Ctenmuenko. —
OnekTpoH. naH. — Mocksa : ®JIMHTA, 2015. — 182 c¢. — Pexum poctyna:
https://e.lanbook.com/book/62972

2. 3aasukHbIXx  B.A.  DOKCHepTHBIE CHCTEMBl KOMIUIGKCHOM  OIICHKH
0€30MMacHOCTH aBTOMATHU3UPOBAHHBIX HMH(OOPMAIIMOHHBIX M KOMMYHHUKAITMOHHBIX
cucTeM [DIIeKTPOHHBIN pecypc] : yueOHO-MeToauyeckoe mocooue / B.A. 3ansKHbIX,
A.B. T'mpuk. — Dnektpon. nan. — Cankt-IletepOypr : HUY UTMO, 2014. — 136
c. — Pexxum noctyna: https://e.lanbook.com/book/71193.

0) 10MOJIHUTEILHAS JIUTepaTypa:

3. bougapes B.B. Bgenenue B uHbOpMaANMOHHYIO 0€30MaCHOCTh
aBTOMATU3UPOBAHHBIX CUCTEM [DJICKTPOHHBIM pecypc]| : METOIUYeCKue ykKazaHus /
B.B. bonnapeB. — OnekrpoH. nan. — Mocksa: MI'TY um. H.O. baymana, 2016. —
250 ¢. — Pexxum gocryma: https://e.lanbook.com/book/103554.

4. MeabnukoB JI.A. NudopmarmonHas 6e30MacHOCTh OTKPBITHIX CHUCTEM
[DnexTponHbIi pecypce] : yaeOnuk / JI.A. MenbHUKOB. — DJEKTPOH. AaH. — MocKBa
: ®JIMHTA, 2014. — 448 c. — Pexum nocrtyna: https://e.lanbook.com/book/48368.

5. Jesnun ILLH. Mogenun 06e€30MacHOCTH  KOMIIBIOTEPHBIX  CHCTEM.
VYrpaBneHue A0CTyroM W HWH(POPMAIMOHHBIMH MOTOKaMHU [DIEKTPOHHBINA pecypc]:
yueoHo-mMeToauueckoe mocooue / II.H. JleBsHuH. — DnekTpoH. naH. — MockBa:

l'opsiuass  nmnHug-Tenexkom, 2012, — 320 c¢. — Pexum  jgocryna:
https://e.lanbook.com/book/5150.




B) llepeYyeHb pPecypcoB MH(OPMAIMOHHO-TEJIEKOMMYHUKAUMOHHON CeTH
«AHTEepHET»:
https://www.intuit.ru/studies/courses/10/10/lecture/296?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/302
https://www.intuit.ru/studies/courses/3649/891/lecture/32336?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/306
https://www.intuit.ru/studies/courses/10/10/lecture/310
https://www.intuit.ru/studies/courses/10/10/lecture/312
https://www.intuit.ru/studies/courses/10/10/lecture/300
https://studref.com/325272/informatika/klassifikatsiya ugroz informatsionnoy
bezopasnosti#846
http://protect.htmlweb.ru/orangel.htm
https://studfiles.net/preview/3103252/page:8/
https://www.kazedu.kz/referat/84974/4
https://www.kazedu.kz/referat/84974/5
https://www.kazedu.kz/referat/84974/8
https://ocompah.ru/razlichie-mezhdu-kompyuternyj-virus-cherv-troyanskij-
kon.html
http://old.intuit.ru/department/security/antiviruskasp/2/
http://old.intuit.ru/department/security/antiviruskasp/2/2.html#sect3
http://old.intuit.ru/department/security/antiviruskasp/5/
http://old.intuit.ru/department/security/antiviruskasp/6/
http://old.intuit.ru/department/security/antiviruskasp/7/
https://www.itweek.ru/security/article/detail.php?1D=104405
https://studfiles.net/preview/5282711/
http://routeworld.ru/80-model-vzaimodeystviya-otkrytyh-sistem-osi.html
http://citforum.ru/nets/protocols/1 01 02.shtml
https://studfiles.net/preview/5970826/page:56/
https://studfiles.net/preview/5970826/page:57/
https://studfiles.net/preview/5970826/page:58/
https://studfiles.net/preview/5970826/page:59/
http://lypn.ru/322/osi-depended-firewall-functioning-features/
https://vuzlit.ru/986869/protivodeystvie nesanktsionirovannomu mezhsetevo

mu_dostupu

r) mnporpaMmMHoe oOecnedeHue (JIMIEH3MOHHOE), 0a3bl IAHHBIX,
MH(OPMALMOHHO-CIIPABOYHbIE U MOMCKOBbIE CHCTEMBbI:

1. Ckanep ys3Bumocteii XSpider ¢pupmer Positive Technologies ;

2. KommekcHass cuctema kouTposs 3amuniéaHoctd MaxPatrol 8 dupmsr
Positive Technologies;

3. AutuBupycusiii maketr Kaspersky Endpoint Security Standard for Windows.


https://www.intuit.ru/studies/courses/10/10/lecture/296?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/302
https://www.intuit.ru/studies/courses/3649/891/lecture/32336?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/306
https://www.intuit.ru/studies/courses/10/10/lecture/310
https://www.intuit.ru/studies/courses/10/10/lecture/312
https://www.intuit.ru/studies/courses/10/10/lecture/300
https://studref.com/325272/informatika/klassifikatsiya_ugroz_informatsionnoy_bezopasnosti#846
https://studref.com/325272/informatika/klassifikatsiya_ugroz_informatsionnoy_bezopasnosti#846
http://protect.htmlweb.ru/orange1.htm
https://studfiles.net/preview/3103252/page:8/
https://www.kazedu.kz/referat/84974/4
https://www.kazedu.kz/referat/84974/5
https://www.kazedu.kz/referat/84974/8
https://ocompah.ru/razlichie-mezhdu-kompyuternyj-virus-cherv-troyanskij-kon.html
https://ocompah.ru/razlichie-mezhdu-kompyuternyj-virus-cherv-troyanskij-kon.html
http://old.intuit.ru/department/security/antiviruskasp/2/
http://old.intuit.ru/department/security/antiviruskasp/2/2.html#sect3
http://old.intuit.ru/department/security/antiviruskasp/5/
http://old.intuit.ru/department/security/antiviruskasp/6/
http://old.intuit.ru/department/security/antiviruskasp/7/
https://www.itweek.ru/security/article/detail.php?ID=104405
https://studfiles.net/preview/5282711/
http://routeworld.ru/80-model-vzaimodeystviya-otkrytyh-sistem-osi.html
http://citforum.ru/nets/protocols/1_01_02.shtml
https://studfiles.net/preview/5970826/page:56/
https://studfiles.net/preview/5970826/page:57/
https://studfiles.net/preview/5970826/page:58/
https://studfiles.net/preview/5970826/page:59/
http://ypn.ru/322/osi-depended-firewall-functioning-features/
https://vuzlit.ru/986869/protivodeystvie_nesanktsionirovannomu_mezhsetevomu_dostupu
https://vuzlit.ru/986869/protivodeystvie_nesanktsionirovannomu_mezhsetevomu_dostupu

/ MarepuaJIbHO-TEXHUYECKOe o0ecnevyeHne TUCIUIINHBI (MOIYJIs1)

JI7Isi  yCHEIHOTO OCBOCHUSI JUCIUILTUHBI HEOOXOIUMO HWMETh ayIUuTOPHIO,
000pyI0BaHHYIO:

- MyJTBTHMEIUIHHBIMH CPEJICTBAMY,

- IUIaKaTaMH, CTEHJaMH [0 TEMAaTUKUA TUCIHIUIMHBI (WM TPE3SHTAUU C
uHpOpMaImen 10 TEeMaTUKU TUCITUTUINHEI);

- BUICO OMOJIMOTEKOM (BUICO3AMICH YICHUH U TPEHUPOBOK, BUACOPUIBMBI TI0
TEMaTUKE JUCIUILINHBI);

- HarJasaAHbIe TOCOOWs, HEOOXOAMMBIC [JI1 TIPOBEICHUS 3aHATHH TI0
TUCITUTUTHHE.

8 O0pa3oBaTe/ibHbIe U HHPOPMAIHOHHBIE TEXHOJIOTUH

BxoaHoM KOHTPOJIb TPOBOAUTCA B (OPME YCTHBIX OIPOCOB C ILIEJBIO
OLIEHMBAHUS OCTATOYHBIX 3HAHUM 110 paHee N3YYECHHBIM AUCLUILIMHAM WK pa3zesiaM
U3y4aeMOM UCUUIUINHBI.

[Ipu n3ydeHUH TUCHMIUIMHBI UCHOJB3YIOTCSA KaK TPaJULMOHHBIE JIEKIUM, TaK
Y UHTEPAKTUBHBIE JICKLIUU.

HNHTepakTHBHBIE JIEKIHH TIPOBOJATCSA B HECKOJIBKUX BapuaHTaxX

-po0JieMHasi JeKIUsl HAYMHACTCS C TOCTAHOBKU MPOOJEMBI, KOTOPYIO
HE00XO0IMMO PELUTh B MPOIecce U3JI0KEHUS MaTepHara.

-JIEKUMA-BU3YAJIN3AUMS  YYUT CTYIACHTOB IMPeoOpa3oBhIBATh YCTHYIO U
NUCbMEHHYI0 HMH(pOpMaIMi0 B BHU3yalbHYyl0 (GopMmy, 4YTO (opMUpPYEeT Yy HHX
npodecCHOHANPHOE MBIIIJICHHE 3a CYET CUCTeMaTH3allui U BbIAEJCHUs Haubojee
3HaYMMBIX, CYIIIECTBEHHBIX JJIEMEHTOB COACPKAHUS 00yUCHHUS.

- Jeknus-0ecea MpeanonaraeT HEMOCPEACTBEHHbIN KOHTAKT MpernoaaBaTess
C ayIUTOpHEH, MO3BOJSIET NMPHUBJIEYb BHUMAHHUE CTYIEHTOB K HamOojee BaKHBIM
BOIPOCAaM T€MbI, BOBJIEUb B JIBYCTOPOHHUI OOMEH MHEHUSIMU, BBISICHUTh YPOBEHb UX
OCBEJIOMJICHHOCTH TI0 pacCcMaTpyUBacMoOW TeMe, CTeNeHHM UuX TOTOBHOCTU K
BOCHPUATHIO TOCIEAYIOIIEr0 Marepuaia, MO03BOJIIET aJpecoBaTh BOMPOC K
KOHKPETHOMY CTYJIEHTY, CIIPOCUTB €r0 MHEHHE M0 00Cyk1aeMoil mpobiieme.

-lekuMA-AucKkyceus.  [IpenogaBatens 1pU  H3JI0KEHUH — JICKIMOHHOTO
MaTepuajga HE TOJIBKO HCIOJb3yeT OTBETHl CTYACHTOB Ha CBOM BOMPOCHl, HO U
OpraHu3yeT CBOOOIHBIH OOMEH MHEHHUSAMH B HWHTEpBAJaX MEXIY JOTUYECKUMHU
pazzenamu.

IIpakTHyeckne 3aHATHSA TIPOBOAITCA C HCMOJB30BAHUEM CIEHHAIBHBIX
KOMIIBIOTEPHBIX IPOTPAMM M TMPEIHA3HAYEHBI JUISl 3aKPEIJIEHUS TOJYYEHHBIX
3HaHUH, a TaK)Ke BBIPAOOTKH HEOOXOIMMBIX YMEHUN U HABBIKOB.

NHTepakTHBHOE NPAKTHYECKOE 3aHATHE IIPOBOAMUTCSA C HCIIOIb30BaHUE
CPEICTB BBIYUCIUTENLHON TEXHUKU U CIIEIMATIFHOTO MPOTPaMMHOT0 00eCIeYeHUs, U
IIPEANO0JIAraeT BBIIIOJHEHNUE BBIIAHHBIX KOHKPETHBIX 3aJaHUN.

10



CamocrosiTesibHasi padoTa CTyeHTa MPOBOJUTCA C LEJbIO 3aKpPEIUVICHUS U
COBEPILICHCTBOBAHMSI OCBAaMBAaE€MbIX KOMIIETEHIMH, MPEANoiaraeT CcoueTaHue
CaMOCTOATENbHBIX TEOPETUUYECKUX 3aHATUH U CaMOCTOSATEIbHOE BBIMIOJIHEHUE
MPaKTUYECKUX 3aJ]aHUM, OTIMCAHHBIX B PEKOMEHI0BaHHOM nuTeparype [1,2].

O ®oHa OIEHOYHBIX CPEeACTB /ISl NPOBEJEHUS TeEKYLIero KOHTPOJIs
yCIeBaeMOCTH M TNPOMEXKYTOYHOH AaTTecTAlMM IO HTOraM OCBOEHMs
JTUCIHHUILINHBI

9.1 EaﬂﬂbHO-peﬁTHHFOBaﬂ OLICHKA TEKYIIEro KOHTPOJIA yCIIEBAEMOCTH
W 3HAHMH CTYACHTOB

bamibHO-pENTUHIOBasE OLIEHKA TEKYIIErO0 KOHTPOJISI YCIEBAEMOCTH W 3HAHUU
CTYJICHTOB y4€OHBIM IIJIAHOM HE MPeyCMOTpeHa.

9.2 MeToauvyeckue pPeKOMEHJAAUMH IO TPOBEAEHUI0 TNPOUEeAyPbI
OLlCHMBAHUS 3HAHUI, YMeHUIl M HABBIKOB W (MJH) ONBITA JIeATEJIHLHOCTH,
XapaKTepu3yIuX 3Tanbl GopMUpOBaHUSA KOMIIETCHIU

B mpouecce nmnpenogaBaHus JUCHUIUIMHBL  JUISi  TEKYIIETO  KOHTPOJIS
0Oy4YarOIINXCsl UCTIOIB3YIOTCA CIAEAYIOIHE POPMBI:

- TECTUPOBAHUE IO TEMaM;

- pellIeHHE TUTOBBIX CUTYAIIMOHHBIX 3a/1a4 HA MPAKTUYECKUX 3aHATUSIX;

- BBITMIOJIHEHUE MTUCbMEHHOM ayTUTOPHOM pabOTHI.

Tecmuposanue:

TecT cunTaeTcsi 3auTE€HHBIM MpU Haauuuu Oosnee 60% NpPaBUIIBHBIX OTBETOB.
Tect cunTaercs He 3a4TEHHBIM NPU HaTMuuu MeHee 60% NpaBUIBLHBIX OTBETOB.

Pewenue cumyayuonnovix 3a0au (KpUTEPUH ):

OOy4YaroIIMIICS  CaMOCTOSITEIbHO — TPAaBWJIBHO — pemiaeT  3agady,  Jaer
00OCHOBaHHYIO OLIEHKY 110 UTOTY PEIlIEHUs;

OOyYarOIINIICS OTKA3bIBA€TCS OT BBHITIOJIHCHUS 3aJa4M, WKW HE CIOCOOCH ee
pElIUTh CaMOCTOATENIbHO, a TakKXe C TMOMOIbI0 TMpenojaBarens (B ciydyae
HETOJATOTOBJIICHHOCTH IO W3YYEHHBIM TE€MaM, UMEIOIIMM OTHOIIEHUE K PELICHUIO
JIAHHOU 3a/1a4M).

Iucvmennas ayoumopnas paboma (KpUTEPUH ):

oOy4Jaronuiicss mMpaBUJILHO PEIIAET 3a/advy, CAAeT €€ BOBPEMS M0 OKOHYAHHH
3aHSTHS TPENoAaBaTeNto, JaeT 000OCHOBAHHYIO OLEHKY 10 UTOTY pelIeHUs;

OOy4Yaronuiicss OTKa3bIBAETCS OT BBIMOJHEHMS 3aJlayd, WA HE CIIOCOOEH ee
pElINTh CaMOCTOSITEbHO, @ TakXKe C TMOMOUIbI0 Tpernojasarens (B ciydae
HETMOJATOTOBIICHHOCTH IO W3YYE€HHBIM TE€MaM, UMEIOIIMM OTHOIICHHE K PEIICHUIO
JTAaHHOM 3a/1a4M ).

[To uToram ocBOEHUS TUCHUILUIMHBI MPOBOAUTCS MPOMEKYTOUHAS aTTECTALIMSL.

OCHOBHBIMHM JIOKYMEHTaMHU, PETrJIAMEHTUPYIOIIUMHU MOPSJOK OpraHu3alud U
IPOBEICHUS TEKYIIET0 KOHTPOJSI YCIEBAEMOCTH M IMPOMEXYTOUHOW aTTecTaluu
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cTyaeHToB, oOyuatomuxcs B ['YI'A sBustorcs: ycraB CIIOIY T'A, yueOnas
mporpaMma IO COOTBETCTBYIOIIEMY HANpaBJICHUIO MOATOTOBKM MAarucTpoB,
[Tonoxenue o OaUIBHO-PEUTHUHTOBOM CHCTEME OIICHKM 3HAHUW M oOecreueHus
KadecTBa yueOHoro nporecca B [ YI'A.

Ha mepBoM 3aHsATHMM TpenojaBareib JOBOJUT 1O CBEACHHUS OOy4aronIuXcs
rpauK TEKYyIIEro KOHTPOJIS OCBOCHUS JTUCUMIUIMHBI U KPUTEPUU OLEHKH 3HAHUN
IPU TEKYIIEM KOHTPOJIE YCIIEBAEMOCTH, a TAK)KE€ CPOKHU M YCIOBHS MPOMEKYTOUHOU
aTTECTALUH.

OK3aMeH SIBJSETCS 3aKIIOYUTEIbHBIM 3TANOM M3YyYEHHUs NHCLMIUIMHBI U UMEET
LEIbI0 MPOBEPUTh U OLIEHUTHh YPOBEHb IOJYYEHHBIX CTYJECHTAMU 3HAHHWI, YMEHHE
OPUMEHATh HMX K PEIICHHUIO NPaKTUYECKHUX 3a/ady, OBJAJCHHE NPAKTUYECKUMHU
HaBbIKaMU B 00beMe TpeOOBaHUN 00pa30BaTEIILHON MPOrpaMMbl Ha MPOMEKYTOUHOM
sTane GOpMHUPOBAHUS KOMIIETEHIIUM.

3a4eT MPUHUMAETCS JIEKTOPOM, BEAYIINM 3aHATHS B JAHHOM TPYIIE [0 TaHHOU
JUCLUIUINHE.

9.3TeMbl KypCcOBBIX padoT (MPOEKTOB) MO IMCUMUILINHE
KypcoBbie poeKThI HE MIPEAYCMOTPEHBI

9.4 KOHTpOJILHLIe BOIIPOCHI A TIPOBCACHUA BXOJAHOT0 KOHTPOJA
0CTATOYHBIX 3HAHUH MO 06ecneanaman AUCHUIIJIMHAM

[To aucuumnuube «YnpaBlieHHE TPAHCTIOPTHON 0€30MaCHOCTHION:

1. O6uiee noHsATHE OE30MACHOCTH.

2. OCHOBHBIC TIPUYWHBI, BBI3BIBAIOIINE BO3pACTaHHE 3HAUYEHHUS OE30MacHOCTH
P® B cOBpeMEHHBIX yCIOBHSIX.

3. OcHOBHBIE JOKYMEHTBI, OMpEAeNAloune NOHATUA «Oe3omacHOCTh PD» u
«HallMOHAJIbHAA 0e30macHOCTE PDy.

4. OCHOBHBIE TEPMMHBI U OIpENEICHHUs, CBSI3aHHbIE C TOHATHEM 0E€30MaCHOCTH
Ha TPAHCIOPTE.

5. [loHsTHE KOMILJIEKCHOM CHCTEMBI 0OecrieueHns 6€30MacHOCTH.

6. OcHOBHBIEC HaNpaBJIEHUST HOPMATUBHO-TIPABOBOM NEATEIBHOCTH B 00JACTH
oOecrieyeHus: 6€30MaCHOCTH Ha TPAHCIIOPTE U UX XapaKTEPUCTHKA.

7. OCHOBHbIE HAIpPaBJIEHUSI OPraHU3AIMOHHON JEATEILHOCTH MO 00ECIEeYEHUIO
0€30MacHOCTH Ha TPAHCTIOPTE U X XapaKTePUCTHKA.

8. OCHOBHbIE  OpraHM3alMOHHBIE  337aud  CYOBEKTOB  TPAHCIOPTHOU
UHQPACTPYKTYphl MO oOOecrnedeHur0 Oe30MacHOCTH Ha TpaHCIoOpTe U HX
XapaKTEePUCTHKA.

9. Tlonarue Moxeneil 0OBEKTOB, MPOIECCOB U CUCTEM HUX KiIaccU(UKALMS U
TpeOOBaHMSI K HUM.

10. Ha3nauenue mojenei.
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9.5 Iloka3zare/iu, KpUTEPUH, ONMUCAHME IIKAJIbI OLIEHUBAHHUS

[loka3zarenu OIICHHUBAHMU I

Kpurepuu onienrBanus

3HaTh:

- OCHOBHBIE TIIyTH U  METOJBI
pemieHus 3agad B OO0JIACTH  CO3JaHUs
pexuma UHGOPMAITMOHHOMN

0€e30MaCHOCTH CUCTEM aBTOMAaTH3alluU
BO3JIYIITHOTO TPAHCIIOPTA;

- TpeOOBaHU HOPMaTUBHO-
paBOBOM 0a3bl B 00JACTH OOCCIICYCHHUS
uH(OpPMAIMOHHONW  O€30MacHOCTH  Ha
MPEANPUATUIX TPAKIAHCKON aBUAIIUU;

- OCHOBHBIE  BO3MOXHOCTH W
XapaKTEPUCTUKU MPOTPAMMHBIX CPEJICTB
oOecrieueHus 3auThl THHOPMAIIHH.

Hepe‘II/ICJIeHI/IC, CpaBHCHHC MCTOI0B
peUoICHUA 3adad B obnacTu CO31aHuA

pexuma UHGOPMAITMOHHOMN
0€30IMacHOCTA CHUCTEM aBTOMAaTHU3ALUUA
BO3MIYIIIHOTO  TPAHCIIOPTa, OCHOBHBIX

XapaKTEPUCTHK TPOTPAMMHBIX CPEACTB
oOecrnievueHus 3auThl HHHOPMAIUH.

Ananus, COIOCTaBJICHUEC
TpeOOBaHUM HOPMATUBHO-TIPABOBOM 0a3bl
B obyactu obecrieueHus
uHpOpMaIIMOHHOM  O€30MacHOCTH  Ha
IPEANPUATHIX TPAKIAHCKON aBUAITNH,
METOJI0OB pEIIeHUs 3a7ad B 00JacTu
CO3JIaHUsI  peXUMa HH(POPMAITMOHHOMN
0C30IMaCHOCTH CHCTEM aBTOMAaTH3aIluu
BO3/TYIITHOTO TPAHCIIOPTA.

YMers:

- OTPEIENATh «Yy3KHE» MECTa B CHUCTEME
oOecrieueHus UH(OPMAIMOHHON
0e30MacHOCTH, W TpeajaraTb IMyTH HX
yCTpaHEHUS;

- IrpPaMOTHO HKCILTYyaTUPOBATh
IpOrpaMMHbIE CpeacTBa

nH(OPMAITMOHHON O€30MaCHOCTH.

CaMOCTOSITEIbHOCTh B OIIpCACIICHUHA
Y3KNX MECTa B CHCTCMC oOecrieueHus

uH()OpMaIIMOHHOM 0€30MacHOCTH,
MIPEJIOKCHHUH ITyTH UX YCTPAHCHMUS.
[IpodeccrnonanpHass  TPaMOTHOCTh B

IKCIUTyaTallii  MPOTPAMMHBIX  CPEICTB
uHGOPMAITMOHHON O€30TTaCHOCTH.

Bnanets:

- METOAMKON pa3pabOTKW W BHEIPEHUS
cucteM UHGOPMAIMOHHON O€30MacHOCTH
B CTPYKTYPHBIX noipa3/IeJeHUsIX
CUCTEMBI BO3YLITHOTO TPAHCIIOPTA,;

- TPOrpaMMHBIMH CPEJICTBAMHU 3aIUTHI
uH(popmanuu npu pabore C
KOMITBIOTEPHBIMU CHUCTEMaMH, BKJIIOYAs
PUEMBI AaHTUBUPYCHOU 3aITUTHI.

Brmanenne wetomukoit pa3paboTKu  H
BHEJIPEHUSI CUCTEM HH(POPMALIMOHHON
0e301acHOCTH B CTPYKTYPHBIX
NOJIPA3/IETICHUSIX CHUCTEMbI BO3AYLIHOTO
TpPaHCIOPTa;

- MPOTPAMMHBIMU CPEICTBAMHU 3aILUTHI
uH(popMauu npu pabote C
KOMITBIOTEPHBIMUA CUCTEMaMU, BKJIHOYAs
IpUEMBI aHTUBUPYCHOM 3aILMTBHI.

Onucanue mIkajbl OLICHUBAHM.

3auer: CpaBHUBACT MCTOAbI PCIICHHA 3aJa4 B obnactu Co3gaHuA PCKHMaA
HH(I)OpMaHHOHHOfI 0€30IacCHOCTH CHCTEM ABTOMATHU3allu BO3AYIIHOI'O TPAHCIIOPTA,

OCHOBHBIX  XapaKTEPUCTHK
uHpopmaruu.

POrpaMMHBIX

CpCacCTB oOecrneueHus 3allINThI

AHanu3upyeT, COMOCTaBlsAeT TpeOOBaHWS HOPMATUBHO-TIPABOBOM 0a3bl B

obOiactu oOecrieueHUus

uH(pOpMaIIMOHHOM

Oe30macHOCTH  Ha IMPCAIIPUATHUAX
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TPKIAHCKOW aBUAIlMU, METOABI PEIICHUS 3a7a4 B O0JacTH CO3JaHUS pPEKUMA
UHPOPMAITMOHHOK 06€30MaCHOCTH CUCTEM aBTOMATH3aIlMU BO3AYIIHOTO TPAHCIIOPTA.

CaMOCTOATEIBHO OMpeneseT y3Khe MecTa B CHCTEME OOecreueHus
nHPOPMAITMOHHOK 06€30MMacCHOCTH, TpeIaracT IMMyTH UX YCTPAHCHUS.

[IpodeccnonanmbHO TPaMOTHO JKCIUTyaTHPYeT MPOrpaMMHBIE  CpelICTBa
nH(pOopMaITMOHHOM 6€301TaCHOCTH.

Bnageer Meromukod pa3paOOTKM W BHEAPEHHS CHCTEM HWH(OPMAIMOHHOU
0€30MacHOCTH B CTPYKTYPHBIX MOAPA3ACIICHUSX CUCTEMBI BO3AYITHOTO TPAHCIIOPTA;

- TPOTpaMMHBIMH CpPEICTBAMH 3alllUTHl HWHPOPMAIMK TIPU paboTe ¢
KOMITBIOTEPHBIMU CHCTEMAaMH, BKJTFOYAs IPUEMBI aHTUBUPYCHOM 3aIIIUTHI.

He 3aueTt: mepeuncnsieT METOABI PEIICHUS 3a7a4 B 00JIACTH CO3/IaHUsl PEKUMa
nH()OPMAITMOHHONW 0€30MMaCHOCTH CHCTEM aBTOMATH3aIl{ BO3AYIITHOTO TPAHCIIOPTA,
OCHOBHBIC  XapaKTEPUCTHUKHA TMPOTPAMMHBIX  CPEICTB  OOECICUEHHUs  3aIUTh
uHpopmaruu. CaMOCTOSITEIBHO HE ONPENIETsieT y3KHe MecTa B CUCTEME 00ecTieueHus
nH(OPMAITMOHHON 0€30MaCHOCTH, HE TIPeAJiaraeT IMMyTH UX YCTpaHEHHUSI.

He Bnameer meronukoil pa3pabOTKu W BHEAPEHUS CUCTEM HH(POPMAIIMOHHON
0€30MacHOCTH B CTPYKTYPHBIX MOAPA3ACICHUSIX CUCTEMbI BO3JYIIIHOTO TPAHCIIOPTA,
MPOrPaMMHBIMH CPEJCTBAMHU 3alUTHl HH(MOPMAIIMU TpU padoTe ¢ KOMITbIOTEPHBIMU
CUCTEMaMHU, BKIIIOYAsl MPUEMBI aHTUBUPYCHOM 3aIIIUTHI.

9.6 Tumnossle KOHTPOJIbHBIC 3aJaHud Jsd MNPOBCACHUHA TEKYLIECIo
KOHTPOJIA U leOMB)KyTO‘IHOﬁ arrecralmu 110 uToram 06yquml o ITMCIMIIJINHE

1. ate onpenenenue noustuto « MadopmanronHasi 6€301macHOCTbY;

2. OOBACHUTH TOHATHE MPAKTUYECKOrO  acleKkTa HMHPOPMALMOHHON
0e3omacHoCTU «J[0CTYIMHOCTHY;

3. OOBSACHUTH TIOHSATHE TNPAKTUYECKOTO acmekra HH(POpMaIMOHHOM
oe3omnacHocTU «llenocTHOCThY;

4. OOBACHUTH TIOHSATHE TMPAKTUYECKOTO  acrekTa HWHGOPMAIIMOHHON
oe3onacHocT «KoHpUACHINATBLHOCTDY;

5. 3akoHOAATENbHBIN YPOBEHH 0OecreueHnss HHPOPMAIIMOHHON 0€30MacHOCTH.
Urto 310 Takoe? UTo BXOAUT B 3TO noHATHE? [IpruMephl 3aKOHOIaTEbHBIX aKTOB;

6. AIMUHHCTPAaTUBHBI  ypOBEHb  oOecredeHuss  HUH(POPMAITMOHHOM
oe3zonacHoctu. Ilonstue «llonmutuka Oe30macHOCTH». YPOBHU JIeTadU3alUU
aJIMUHUCTPATUBHOTO YPOBHS, UX COJCPIKAHUE;

7. Tlporpamma Oe3omacHOCTH. EE€ CHUHXpOHM3alMs C KU3HEHHBIM IIUKJIOM
UH()OPMAITMOHHBIX CUCTEM;

8. IlpomnenypHbiii ypoBeHb oOecrnedeHuss HHGPOPMAIMOHHON OE€30MaCHOCTH.
Yro 310 Takoe? Kiaccel Mmep mponeaypHoro ypoBHs;

9. IlpouenypHslii ypoBeHb obOecmeueHus HHPOPMAIMOHHOW O€30MacHOCTH.
VYpaBieHue nepcoHAIOM;

10. IIpouenypHslii ypoBeHb obOecriedyeHUs] MH()OPMAIIMOHHONW OE30MaCHOCTH.
dusnyeckas 3amuTa.
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11. IIpouenypHsiii ypoBeHb obecriedeHuss WH(HOPMALMOHHON OE30MaCHOCTH.
[Toxnep:kanue paboTOCIIOCOOHOCTH;

12. IlpouenypHbiii ypoBeHb OOecrieueHHs] UHPOPMAIIMOHHON 0e3011acHOCTH.
PearupoBaHnue Ha HapyIIEHUS peKUMa O€30IIaCHOCTH;

13. IlpouenypHbiii ypoBeHb OOecrieueHHs] HHPOPMAIIMOHHON 0e3011acHOCTH.
[1manupoBaHre BOCCTAaHOBUTEIBHBIX PadoT;

13. TIporpaMMHO-TEXHMYECKHI ypOBEHb oOOecredeHuss HHPOPMALUMOHHOM
oe3onacHoctu. CepBUCH TPOTPAMMHO-TEXHUYECKOTO YPOBHSI:

- uIeHTU(DHUKAITNS U ayTCHTU(PUKAIINS,
- YOpaBJI€HUE TOCTYIOM;

- MPOTOKOJIUPOBAHUE U AYJIUT;

- mndpoBaHue;

- KOHTPOJIb LIEIOCTHOCTH;

- SKpaHUPOBAHUE;

- aHAJIU3 3alUIIEHHOCTH;

- obecrieyeHre 0TKa30yCTONUYNBOCTH;
-o0ecreueHre 6e30I1acHOr0 BOCCTAHOBJICHMS,
- TYHHEIINPOBAHUE;

- YIIpaBJICHHE.

14. «Kputepun 6€30MaCHOCTH KOMITBIOTEPHBIX cucTeM» (OpaHKeBasi KHUTA).
Takconomust TpeboBanuid. OOLIME MOHATHS.

15. «Kpurepun 6€301macHOCTH KOMMBIOTEPHBIX cuctem» (OpaHxeBas KHHra).
Takconomust TpeboBanuit. [lonsatue «Ilomutrka 6€30MacHOCTU» U €€ MEXaHU3MBI;

16. «Kpurepun 6€30MmacHOCTH KOMIMBIOTEPHBIX cuctem» (OpaHxeBas KHHra).
Takconomust TpeOoBaHuil. [ToHsITHE «AYIUT» U €M0 MEXAHU3MBI;

17. «Kpurepun 0€30MacHOCTH KOMIMBIOTEPHBIX cuctem» (OpaHxeBas KHHra).
Takconomusi tpeboBanuii. [lonsitue «Koppekrnocts» (I'apanTupoBaHHOCTH) U €€
MEXaHHU3MBI;

18. «Kpurepun 6e30macHOCTH KOMIBIOTEPHBIX cuctem» (OpaH)eBas KHHTa).
Takconomust TpedoBanuii. [Tonsitue «/{oxkymenTamus» u e€ cogepkaHue;

19. Knaccudukanus yrpo3 nHPOPMAIMOHHOMN 0€30MMacHOCTH;

20. DrayioHHas MOJIeNIb B3aUMOJICCTBUS OTKPBITHIX cucTeM. HazHaueHue.

21. DTanoHHas MOJAEINb B3aUMOICHCTBUS OTKPBITBIX cucTeM. CTpyKTypa.

22. DTtaloHHAas MOJEIb B3aUMOJACHCTBUSA OTKPBITHIX cUCTEM. DYyHKIUU
YPOBHEM.

23. DrtalloHHass MOJIENb B3aUMOJIECUCTBUSI OTKPBIThIX cucTeM. [IpoxoxkaeHue
nakeToB yepe3 OMBOC npu nepenaye JaHHBIX.

24. KoMIuIeKCHBIN MeKceTeBOM skpaH. Haznauenue.

25. KoMImiekcHbIN MexkceTeBoM 3kpaH. CocTas.

26. KoMIieKCHBIA MEKCETEBOM 3KpaH. DKPaHUPYIOIIHI MapuipyTuzarop. Ero
Ha3HAYEHUE.

27. KoMmIIeKkCHbI MEXKCETEBOM HKpaH. ODKPAaHUPYIOUIUNA MapLIpyTU3ATOP.
BrimoasieMbie 3amuTHBIE QYHKITAU.
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28. KOMIIIEKCHBI MEXCETEBOM 3KpaH. DKPAHUPYIOIIMN MapLIpyTU3ATOP.
JIOCTOMHCTBA U HENOCTATKHU.

29. KomiuiekcHbIi MexceTeBoM d3kpaH. Illmo3 ceaHCOBOro ypoBHS.
Hasznauenue.

30. KoMmruiekcHbli MexceTeBol dSkpaH. Ilm03 ceaHCOBOrO  YpOBHSL.
BrinonHsiembie 3aUTHBIE QYHKIIUU.

31. KommekcHbIi MexceTeBor 3KkpaH. 103 ceancoBoro ypoBHs. DyHKIUA
o0ecrnedeHns BUPTYaIbHOTO COeIMHEHUSI.

32. KoMruiekcHbIN MexceTeBo 3kpad. [1lmro3 ceancoBoro yposus. [Iponenypa
KBUTUPOBaHUS CBs3M 110 rpoTokoiy TCP/IP.

33. KoMruiekcHbpIi MexcereBoM dKpad. llmo3 ceaHCOBOro  ypoOBH.
Tpanciauus BHyTpeHHux |P-anpecos.

34. KoMIuleKCHBIM MexcereBoM dkpad. [Ilmo3 ceaHcoBOro ypoBHS.
JIOCTOMHCTBA M HEOCTATKH.

35. KommnekcHblii MexceTeBoM »skpaH. [llnro3 mnpukinagHOro ypoBHS.
Ha3znauenue.

36. KommekcHbIl MexcereBoW dkpaH. I3 NpUKIAgHOTO  ypOBHS.
BrinosnHsiemble 3alUTHBIE (QYHKITUH.

37. KommekcHbld MexceTeBoM »skpaH. [llno3 mnpukinagHOro ypoBHS.
[IporpamMmHBI€ IOCPETHHUKHY.

38. KommnekcuHbli MexceTeBoM dKpaH. [llnmro3 mnpuxnagHOro ypoBHS.
JlOCTOMHCTBA U HEJOCTATKH.

39. BpenonocHoe mporpamMmmuoe obecnieuenue. Kimaccudukamms (Busi).

40. BpenonocHoe mnporpaMMmHoe obOecreueHue. KoMIbIOTEpHbIE BUPYCHI.
Knaccuduxarnus.

41. BpenonocHoe mnporpaMMHoe obOecneueHre. KoMIbIOTEpHbIE BUPYCHI.
@DailIoBbI HEPE3EICHTHBIN BUPYC.

42. BpenonocHoe mnporpaMMmHoe obecreueHue. KoOMIbIOTEpHbIE BUPYCHI.
DailIoBbIN PE3€ACHTHBIN BUPYC.

43. BpenonocHoe mnporpaMmHoe obecreueHue. KoOMIbIOTEpHbIE BUPYCHI.
byToBBIl1 BUpYC.

44, BpenonocHoe mporpaMMmHoe obecreueHue. KOMIBIOTEpHBIE BUPYCHI.
Makposupyc.

45. BpeaoHocHOoe mporpaMMHOe oOecniedeHue. TpOSHCKUE MPOrpaMMbl.
CemelicTBa TPOSHCKUX ITPOTPaAMM.

46. BpenonocHoe mnporpaMMmHoe obOecrieueHue. KoOMIbIOTEpHbIE BUPYCHI.
KoMmbroTepHbie ceTeBbIE YEPBH.

47. BpenonocHoe mnporpaMMmHoe obOecrieueHue. KoOMIbIOTEpHbIE BUPYCHI.
OTnuuuTenbHblE MPU3HAKA KOMIIBIOTEPHBIX BHUPYCOB, TPOSHCKUX MPOTPaAMM,
KOMITBIOTEPHBIX CETEBBIX YEPBEM.

48. BpemonocHoe mporpamMmHOe obOecrneueHue. Jlpyroe BpegOHOCHOE
nporpaMMHoe obecrieuenue. [Ipumepsr.

49. CpenctBa OOpnOBI C BPEAOHOCHBIM MPOTPAMMHEIM OOECIEYECHUEM.
Brmonusiemsie GpyHKINN.
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50. CoBpeMEHHBIE AHTUBUPYCHBIE MAKETHI.

IIpuMepHBIN NTepeYeHb BONPOCOB /I MPOMEKYTOYHON ATTECTAUM

1. OO6mue mnoHsTHE WHGOPMAIIMOHHONW O€30MaCHOCTH KOMIBIOTEPHBIX
cucteM (MBKC). IIpaktuueckue acnektsl UBKC, ypoBau o6ecneuenust MbBKC.

2. 3akoHonmarenbHbli  ypoBeHb — oOecneuenuss MBKC.  OcHoBHbIe
3aKOHOJIaTEIbHBIE aKThl U HOPMATHUBHBIEC JOKYMEHTHI.

3. AnmunuctpatuBHbld ypoBeHb obecnieuenuss UBKC. Ero nasnauenue u
coJiepKaHue.

4, [Ipouenypusiii  ypoBenb oOecneuenuss MBKC. Ero Ha3HaueHue u
coJiepKaHue

S. [IporpammHuo-TexHnyeckuii  ypoBeHb  obecneuenuss MBKC. Ero
Ha3HAYEHUE U COJIepKaHUE.

6. TakcoHomusi  KpuTepueB  UHOOPMAIMOHHOW  O€30MacHOCTH  TIO

«OpanxeBont kaure». Coaepxkanue nousatus «IIOJINTUKA BE3OITACHOCTW», u
MEXaHHU3MBbI €€ pean3alnH.

7. TakconHomusi  KputepueB  HHGOOPMAIMOHHOW  O€30MAaCHOCTH  TIO
«OpanxeBort  kHure». Mexanuzmbl  «[IPOU3BOJIBHOE  VIIPABJIEHUE
JOCTVYIIOM», wu  «IIOBTOPHOE MUCIIOJIb3OBAHUE OBBEKTOB».
TakcoHomusi kputrepueB HHPOPMALMOHHON Oe3omacHoCTH M0 «OpaHKEBOW KHUTEY.
MexaHu3MbI «METKHN BE3OITACHOCTW», u «HOPMATHUBHOE

YITIPABJIEHUE JOCTYIIOM».

8. TakcoHomMusi  KpuTepueB  MHOOPMAIMOHHOW  O€30MacHOCTH IO
«OpanxeBort kHure». Copepxanne noHsastus «AYAUT», m MexaHusmbl €ro
peanu3zanuu.

9. TakcoHomMusi  KpuTepueB  MH(OOPMAIMOHHOW  O€30MacHOCTH IO

«OpanxeBoit kaure». Copepxkanue nousatuss «KOPPEKTHOCTDB», nu mMexaHu3Mbl
€ro peaau3aluu.

10. TakcoHomusi  KpuTepueB HWHGMOPMAIMOHHONW  OE30MaCHOCTH  TIO
«OpanxeBoit kaure». Conepxanue nouaTus « JOKYMEHTALS».

11. Awnanu3 yrpo3 WHGOPMAIMOHHBIM KOMIBIOTEPHBIM cHUCTeMaM. Bujb
MOTEHIUAJIBHBIX YTPO3.

12. TIpoTtuBOmEHCTBHE MEXCETEBOMY HECAHKIIMOHUPOBAHHOMY JOCTYITY.
DOTaJIOHHasT MOJENb B3aUMOJICHCTBUS OTKPBITHIX cucTeM. HasHadueHue, MPUHLUIM
(GyHKIHOHUPOBAHMUS.

13. TIlpoTuBOAEHCTBHE MEKCETEBOMY HECAHKIIMOHUPOBAHHOMY JOCTYITY.
KommnekcHblii  MexcereBol 3kpaH. (CocrtaB, Ha3HaueHue. IIpoTtuBoaencTBue
MEKCETEBOMY HECAHKIMOHUPOBAHHOMY JOCTYITY. DKPaHUPYIOUIUNA MapIIpyTH3ATOP.
Hasnauenue, BbINOIHSAEMbIE PYHKIIMH, TOCTOMHCTBA U HEJOCTATKHU.

14. TIlpoTuBOAEHCTBHE MEKCETEBOMY HECAHKIIMOHUPOBAHHOMY JOCTYILY.
[Imro3 ceancoBoro ypoBHs. Ha3znaueHue, BBIIONMHSIEMbIE (DYHKIINH, TOCTOUHCTBA U
HEJIOCTaTKH.
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15. TlpoTuBOAEHCTBHE MEXKCETEBOMY HECAaHKIMOHHUPOBAHHOMY JOCTYITY.
[MpuknagHoit mnumo3. Hasnaduenwe, BbImoNHAEMble (GYHKIUUA, JTOCTOMHCTBA U
HEJIOCTATKHU.

16. BpenmonocHoe mnporpamMMHOe oOecleueHue; BHUAbI, OTIUYUTEIbHBIC
O0COOEHHOCTH

17. KowmmbroTepHbsie BUpYChbl. MeXxaHU3M pacpoCTpaHEHUsI.

18. KommbrorepHbie BUpychl. DailiioBbIi HEPE3UIEHTHBINH BUPYC.

19. KowmmbroTepHbie Bupychl. DailIoBbIN pe3UICHTHBIN BUPYC.

20. KowmmnbroTepHbie BUpYChl. ByTOBEII BUpYyC.

21. Kowmmnsiotepnbie BUpYCchl. OCOOEHHOCTH MaKpOBHPYCOB.

22. TpostHCKHE MPOTPAMMBI.

23. CeTeBble YepBH.

24.  Jlpyroe BpeIOHOCHOE IPOrPaMMHOE 00CCTICUCHHE.

25. CpenctBa O0pbObI C BpPEIOHOCHBIM MPOTPAMMHBIM OOECIICUCHHUEM.
Knaccuduxarusi.

10 MeToauyeckne peKOMeHAAUMH Ui OOyYAIOIIUMXCA MO0 OCBOEHHIO
TUCHUTITIHHBI

[Ipu mnpoBeneHMrn BcexX BUJOB 3aHATUA OCHOBHOE BHHMAaHHUE YICISATh
PaCCMOTPEHUIO  TPUHIUIOB  (OPMHUPOBAHUS  CHUCTEMBl  HH(POPMAIMOHHOMN
0€30MacHOCTH Ha MPEANPHUATHAX U B OpPraHU3AIUAX TPAKIAHCKOW aBHAIMH, paboTe
M0 aHaJM3y MOTCHIUAIBHBIX yrpo3, a TakKe NMPUMEHEHHIO M3y4aeMOro Marepuaja
Ha TIPAKTHUKE.

Teopernyeckas MOATOTOBKAa CTYACHTOB MO JWCIMIUIMHE OOECIeYMBaeTCs Ha
nexknusx. Ha nexnusx o0ydaeMbIM TAlOTCsl CHCTEMAaTH3MPOBAHHBIC OCHOBBI 3HAHHM
M0 COCTOSTHUIO U OCHOBHBIM IMpo0JieMaM UH(POPMAITMOHHOM 0€3011aCHOCTH.

Teopernyeckue  TOJNIOXKEHUS,  W3JAraéMble B JICKIHMSIX  JTOJDKHBI
WJUTIOCTPUPOBATHCS IPUMEPAMH UX MPAKTHUYECKOW peain3aiuu B HHGOPMAIIMOHHBIX
CUCTEMaxX M cpeacTBax oOecredeHus: 3amutbl uHopmaruu. s oOnerdyeHus
BOCIIPUATHUSL CTYJICHTOM CJIOHOTO M Pa3HOOOpa3HOr0 maTepuaia pPeKOMEHIYEeTCs
M3yYeHUE HOBBIX PAa3JCIOB Kypca HA4YMHATH C KPATKOTO BBEICHHS, B KOTOPOM
YCTaHABJIMBACTCSA CBSI3b C MPEABIAYIIMMH W CMEXKHBIMU JUCHUIIMHAMU YYEOHOTO
IIaHa, ¥ PEKOMEHI0BATh KOHKPETHYIO YYeOHYIO JIUTepaTypy. Upe3BbI4ailHO BaXKHO
HAyYUTh CTYACHTAa NPHMCHATH IOJIy9aeMble 3HAHUS K PEHICHUI0 TMPAKTHYCCKUX
3amad. /[y 3Toro MoryT ObITh pa3paboTaHbl CHCIIUATBHBIC 3aTaHUSI C PEIICHUSMH, T10
KOTOPBIM M OPTaHU3YETCS CaMOCTOSATEIbHAs paboTa CTYJICHTOB B TCUCHHE CEMECTpa.
Ha camocTrosiTesbHOE M3yYeHHE BBIHOCATCS HanOO0JIee TPOCTHIC BOIIPOCH! N3y4aeMbIX
TeM. CaMOCTOATENIbHOE  HW3Y4YeHHWE IIO3BOJIICT TMPUBHTH  HABBIK  ITOWCKA
WHTEPECYIOINUX BOMPOCOB B UICTOYHHUKAX, B TOM YHCIIC U JOTIOTHUTEIIbHBIX.

[IpoBeneHNe MPAKTUUECKUX 3aHSITHH OCYIIECTBIISCTCS IMOCIEC TMPOUYTEHUS Ha
JICKIHUSIX COOTBETCTBYIOIIETO TEOPETUUECKOTO0 MaTepuana, M CIYXKHUT CPEICTBOM
3aKpETUICHUsS] TOJMYyYEHHBIX 3HAaHUW W (OPMUPOBAHWS HABBHIKOB M YMEHHM
VCCIIEIOBAHNM.
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[IpakTueckue 3aHATUA TpPHU3BAHBI O0ECMEUYUTH IMOJYUYEHUE CTYACHTaMHU
IIPAaKTUYECKUX HABBIKOB U YMEHUM IO IPUMEHEHHUIO ITOJyYEHHBIX 3HaHUM.

Bce Buabpl y4yeOHBIX 3aHATUH MPOBOJATCS C AKTUBHBIM HCIOJIb30BAHHEM
TEXHUUYECKUX CPEACTB 00YUEHMS U UMEIOUINXCS B HAJTMYUU O0Pa3LOB.

W3ydyeHne AMCUMILIMHBI IOCTPOEHO TaKUM 00pa3oM, 4TOObI 00eCreynBanIoCch
Hauiayyllee YCBOCHHME Marepuana. JUisi axkTWBU3alWK, WHIMBHIyaIH3alUud U
UHTEHCU(PUKAIIMM HM3y4EHUs ITUCHUIUIMHBI B TEUEHUE BCEro Iepuoja OoOydeHUus
IPEANOoaraeTcss MpPOBOAUTh KPAaTKOCPOYHbIE MMHCbMEHHBIE KOHTPOJIBHBIE PaOOTHI
(JieTy4ykH) nepe]i HauyaaoM JICKIHUM U MPAKTUYECKUX 3aHATHIM.

Texymuit KOHTPOJb YCHEBAEMOCTH CTYJAEHTOB HEOOXOIMMO OCYIIECTBISTH
CUCTEMATUYECKH: Ha JIEKIMAX, NPU MOATOTOBKE M IPOBEIACHUU IPAKTUYECKUX
3ansaThil. Kpome ToOro, cieayer mNpOBOAUTH pPYOEKHBIA KOHTPOJIb YCBOCHHS
TEOPETHUYECKOr0 Marepuajga 1o Haubosee CIO0XKHBIM pasjiesaM [porpaMMbl
JVCLUTIUIAHBI.

WTOroBeii1 KOHTPOJIb 3HAHUM CTYAEHTOB IO pa3jeilaM M TeMaM JUCLUIIINHBI
IIPOBOAMTCS B BUJIC 3a4eTa.

IIpenonasarens JVCLUATIIMHBL UMEET IIpaBo Ha HEKOTOpBIE
HEIIPUHIUIINAIBHBIE OTCTYIUIEHHS OT COJEP)KAaHMsI IPOrpaMMbl B HAy4YHBIX U
[IEJarOTMYECKUX LEIsX.
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Pabouas nporpaMma AMCLUIUIHHEL COCTABIEHA B COOTBETCTRUY C TpeOOoBaHUAMH
®I'OC BO no Hanpasnenuio noarotosku 25.04.03 «AdpOHaBHraLus».

[Iporpamma pacemotpena u yTBepwkiena Ha 3acenanuu  kadeaper Ne 14
«AdpOIMHAMMKHN ¥ IHHAMUKH ToJIeTa» « 03 » Hosbps 2022 roaa, npotokosn Ne 3 .
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