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1 Ilesin ocBOEGHHUA AUCHUILIMHBI

[enpto ocBoeHust mucuumuinHbel «HpopManmonHas 06€30MacHOCTDY SIBISETCS
dbopMHpOBaHUE Yy CTYICHTOB CHCTEMBbl 3HAaHMA B 00JacTH HH(POPMAITMOHHOM
0€30MMacHOCTH U MPUMEHEHUS Ha MPAKTUKE METO/IOB U CPEACTB 3allUThl HH(pOopMau

[ToBbiieHNEe G€30MaCHOCTH B TPAHCIOPTHBIX CHCTEMax BCETAa OBLIO OTHOU U3
BOXHEHIINX 3a7ad. AKTyaJlbHO 3TO U JJS CHCTEMBI BO3AYIIHOTO TPAHCIOPTA, YTO
MOATBEPKIAETCS PA3BUTHEM COOBITHUI B IOCJIEIHEE BPEMS.

HanpasneHusi, Mo KOTOpbIM IPOBOAMUTCA IUIAHOMEPHAsi padoOTa IO MOBBIILIEHUIO
YPOBHSI aBHAIMOHHON O€30MaCHOCTH, OXBATHIBAIOT OTPOMHBIM Kpyr BOIIPOCOB — OT
COBEpIICHCTBOBAHUS IPABOBOM 1 HOPMATUBHOM 0a3bl, 10 KOHKPETHBIX MEP, B TOM YHUCIIE
COBEpIICHCTBOBaHWE HWH(POPMALMOHHON TMOJAECPKKA CUCTEMBl W  BHEIPEHUS
COBPEMEHHBIX TEXHUUECKHUX CPEJCTB.

B 3agauy aMCUMIIMHBI BXOJWUT MO3HAKOMHUTH CTYJEHTOB C COBPEMEHHBIM
COCTOSIHUEM 00€CTIeUEHHUsI pa3IMYHbIX HAIlpaBiIeHUH NHPOPMALIMOHHON 0€30MacHOCTH.

3agayamMu OCBOEHUS JTUCHMUIUIMHBI (MOJTYJISI) SIBJSFOTCSI:

- OCBOEHHME 0a30BOM TEPMHMHOJIOTHH, MCHOJB3yIoIIElca B chepe obecrieueHus
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;

- OCBOEHME HOPMATHBHO-TIPABOBOM 0a3bl MO 0OecnedyeHuIo UHGOPMAIMOHHON
0e301acHOCTH;

- (hopmupoBaHUE 3HAHUI O CTPYKTYype M OCHOBHBIX TPEOOBAHUAX CTAHIAPTOB, B
chepe nHpOpMAITMOHHOMN OE30ITaCHOCTH;

- (opMUpOBaHME NPEJICTaBICHUA O MexaHu3Max (HOPMUPOBAHMS MOJUTUKU
nH(OPMAITMOHHON OE30MTaCHOCTH.

JucuuniauHa  oOecnedyuBaeT TIOATOTOBKY  BBIIYCKHUKA K  IPaMOTHOMY
MCIOJIb30BaHUIO 3aIUTHBIX MEXaHU3MOB 00€CIIEUNBAIOIIUX 3AIIUTY HHPOPMAIIMOHHBIX
pecypcoB B HMH(OPMAIIMOHHBIX CHCTEMax, K OpPraHU3allMOHHO-YIPABIEHYECKOMY U
HAy4HO-UCCIIEI0BATEILCKOMY THIAaM 33Ja4 MpodhecCUuOHANBHON AeTEIbHOCTH.

2 Mecto aucuumiinibl B ctpykrype OIIOII BO

Huciumnaa  «MHpopManoHHass — 0€30MacHOCTh»  MPEICTaBIseT  CcOOOM
JUCUUIUIMHY, OTHOCSIIYIOCS K 00s13arenbHoi yactu Onoka gucuurind OITOIT BO no
HarpaJIeHUIO OAroToBKHU 25.04.03 AsponaBuraius (YpOBEeHb MarucTpaTyphl).

[Ipy wcnonb30BaHWM 3HAHUM, HABBIKOB W KOMIIETEHLHM, II0Jy4Ya€MbIX B
pe3ylbTaTe YCHEIIHOTO H3yueHus AucuuIuinHbl «MHpopmannonHas 0e30macHOCTbY,
OCHOBHOM aKIIEHT JIeJIaeTCsl Ha MPUMEHEHHNE UX Ha MPAKTHKE, a TAK)KE MPU BHIOOPE TEMBI,
MOATOTOBKE M 3allUTE BBIMYCKHOW KBaTU(DUKAITMOHHONW pabOThl (MarucTepcKoi
auccepranyu). JMCIUIUIMHA U3y4daeTcs BO 2 CEMECTPE.

3 Komnerennun olOyuyawuerocsi, ¢popMupyemMbie B pe3yJbTaTe OCBOECHUSI
AUCHUTIIMHBI



[Iporiecc ocBOeHUSI MUCHMIUIMHBI HAMpaBJIeH Ha (POPMHUPOBAHHUE CIIEAYIOITUX
KOMIIETEHIINN:

Kox Pe3ynbrar 00ydeHus: HAMMEHOBaHUE KOMIIETEHIINH, HHANKATOpa
KOMITETSHITHH/
HHKaTOpA KOMIIETEHLIUN
OIK-10.1 [IporHo3upyer 3(QQPeKTUBHOCTh  (PYHKIMOHUPOBAHUS  CUCTEM
oOecnieueHus O€30MACHOCTH, OLICHUBAsI 3aTPAThl U PUCKH
OIK-10.2 AHanusupyeTr yrpo3sl oOecriedeHHs 0€30IacCHOCTH OOBEKTOB U
pa3pabaThIBa€T METO/1bl IPOTUBOACHCTBUSI UM
Ocy1ecTBIsIeT MOCTPOCHHUE KaK OTACIBbHBIX MPOIECCOB YIPABICHUS
OIlK-10.3 MH()OPMAIMOHHOW 0€30MaCHOCTBIO, TAK M CHCTEMbI MPOLECCOB B
L[EJIOM
OIK-11.1 AHanu3upyeT ~ HampaBleHUS ~ pa3BUTUS  WHOOPMAIMOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJIOTUH 00BEKTa 3aIUT
AHanu3upyeT TeKyIlee COCTOsIHIE HH(OPMAIMOHHON 0€3011aCHOCTH
OIK-11.2 Ha OpEeIIpUsITHH C LEIbl0  pa3paboTKu  TpeOOBaHUH K
pa3pabaTbiBaéMbIM IpoLECCaM  YIpaBi€HUA HH(DOPMALIMOHHON
0€30MacCHOCTHIO
OIIK-11.3 [IpuMeHsieT npoLeCCHBIA MOAX0/ K YIPABIECHUIO HHPOPMALIMOHHON
0e30MacHOCTHIO B chepax eI TeILHOCTH 00JIaCTH adpOHABUT AN
3HaTk:

- OCHOBHBIC TIyTH W METONBI peIIeHUs 3aja4 B OOJACTH CO3MaHMS pPeXKUMa
nH(pOpMaITMOHHOM 06€301aCHOCTH CHCTEM aBTOMATHU3allUK BO3IYIIHOTO TPAHCIIOPTA;

- TpeOOBaHHMS HOPMATHBHO-TIPaBOBOM ©0a3pl B  oOjacth  obOecrieueHUs
nH(pOopMaMOHHOM 6€301aCHOCTH Ha MPEANPHUATUIX IPaKTaHCKON aBUAIUH;

- OCHOBHBIE BO3MOXHOCTH M XapaKTEPUCTHUKU TMPOTPAMMHBIX CPEICTB
obecrieueHus 3aUThl HHPOPMAITUH.

YMeTh:

- ONpENeIsATh «Yy3KHE» MecTa B CHUCTEeMEe oOecredeHus: WHGOPMAIMOHHON
0€30macHOCTH, U TIpejiaraTh MyTH UX YCTPAaHCHUS;

- TPaMOTHO 3KCIUTyaTHpPOBaTh IPOTPaMMHBIC CpEICTBa HH(POPMAIIMOHHON
0e30IacHOCTH;

Bnaners:

- METOJUKOM pa3pabOTKH U BHEJAPEHUS CHCTEM MH(POPMAIIMOHHON 0€3011acHOCTH
B CTPYKTYPHBIX MOAPA3ACIECHUIX CUCTEMBI BO3IYIITHOTO TPAHCIIOPTA;

- TPOTpaMMHBIMH  CpPEJICTBAaMH 3alllUThl HHOpMamuu Tpu padore ¢
KOMITBIOTEPHBIMU CUCTEMaMHU, BKJTFOYAs IPUEMBI aHTUBUPYCHOU 3aIIUTHI.

4 O0beM QUCHHUILIMHBI M BBl Y4eOHOH padoThI



OOmiass TpyJA0EMKOCTb JIUCITUTIIAHBI

AKaJCMHNYCCKHUX Yaca.

COCTaBJISIET 2

3a4ETHBIX €OUHUILI (2

Bcero Cemec
HanmenoBanue P
4acoB 2
OO61ast Tpy10€MKOCTb JTUCHUTUINHBI 72 72
KonTakTHas pabora 30,3 30,3
JIEKIHH, 12 12
MPAKTUYECKUE 3aHATHSI, 18 18
CEMUHAPBbI,
Jab0paTopHbIe PabOTHI,
KYpCOBO MPOEKT (paboTa)
JIPYTUE BUJIbI aYAUTOPHBIX 3aHSITHI.
CamocTosiTenpbHas padoTa CTYICHTA 33 33
KonTposasHbie paboThI
B TOM YHCJI€ KOHTAKTHas paboTa
[TpoMexxyTOUHas aTTECTALUs 9 9
KOHTaKTHas paboTa 0,3 0,3
caMOCTOsITeNIbHAs paboTa o MOATOTOBKE K 3a4eTy 8,7 8,7
3ayer 3auer
5 Coaepxanue TUCUMITUHBI
5.1 CooTHecenusi Tem (pa3jejioB) JAUCHMIUIMHBI W (opMHpyeMbIX
KOMIIeTeH NI
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Tema 3. Yrpo3sl J1,
uHGOPMAIMOHHON 12 + + + I13, v
0€30MacHOCTH. CPC
Tema .4. TakconoMus J1,
KPUTEPHEB NI,
uH(OPMAITMOHHOU 12 + + | 113, v
0e3011acHOCTH. HII3,
CPC
Tewma 5. L,
IIpoTuBOACHICTBUE i,

P 12 + |+ |+ m, | Vv
HECAHKIIMOHUPOBAHHOMY T3
MEKCETEBOMY JIOCTYITY. CPC
Tema 6. BpenoHocHoe J1,
IIpOrpaMMHOE nJI,
obecnieuenue. CpencrBa 12 + |+ + | 113, Y
O0pBHOBI C BPEIOHOCHBIM NII3,

I10 CPC
IIpomexyTounast 9

aTTecTalnus

Uroromno 72 3auer
JIMCIHUATIIAHE

Cokpamenusi: JI — nexumsi, NJI - untepaktuBHas nekuus, 13- mpaktuueckue
3anstusa, MII3 — uHTepakTuBHOE mnpaktuyeckoe 3ansatue, CPC — camocTrosiTenbHas
pabora cryaenta, BK — BXxoaHOW KOHTPOJIb, Y — YCTHBIN OMPOC.



5.2 Tembl (pa3aesibl) JUCHUILIMHBI U BUAbI 3aHATHI

HanmenoBaHue paszzienna TUCIUILINHBI J | TI3 | CPC |Bcero yacoB
Tema 1. OOmme noHATHS 00 HHPOPMAITHOHHOM 5 3 5
0€30MacHOCTH.

Tema 2. YpoBHU obecrieueHuUs
. 2 2 6 10
NudopmarimonHoit 6€3011acHOCTH
Tema 3. Yrpo3sl HHGOPMAITMOHHOM 2 4 5 12
0€30MacHOCTH.
Tewma .4. TakcoHOMUSI KpUTEPHUEB 2 4 5 12
nH()OPMAITMOHHON 0€30MaCHOCTH.
Tema 5. [IpoTuBonericTBue
HECaHKIIMOHUPOBAHHOMY MEXKCEeTeBOMY | 2 4 6 12
JOCTYMY.
Tema 6. BpenoHocHOE MporpaMMHOE
obecnieuenue. CpencrBa 60pPHOBI C 2 4 6 12
BpeaoHocHbIM 10
HUtoro:| 12 | 18 33 63
ITPOMEXKYTOYHASA ATTECTALIUA: 9
BCEro no JMCIMIJIMHE: 12

5.3 Conep:xkaHue TUCHUNINMHBI

Tema 1. O0mue noHsiTUs 00 UHGOPMAIUOHHOK 0€30MMACHOCTH.

3HaueHne HWH(POPMAMOHHOW OE€30MaCHOCTH KOMIBIOTEPHBIX CHUCTEM IS
CTaOMJIBHOTO  (DYHKUIMOHUPOBAHMS ~NPEANPUATAA M OpraHU3aludid  CHCTEMBbI
BO3JIyIIHOTO TpaHcnopTa. OnpeneneHue noHsATrs «MHPOopMaluoHHas 0€30MacHOCThY,
MPAKTUYECKUE aCTIEKThl HH()OPMAITMOHHON O€30MTaCHOCTH.

Tema 2. Tema 2. YpoBHu obecnieuennsi UngopmanmnonHoii 6€30nacHOCTH

3aKkoHOAATENbHbIN, AJMUHHUCTPATUBHBINA, MPOLEAYPHBIA U MPOrPAMMHO-
TEXHUYECKUU ypOBHU obOecrieueHuss uHPopMannoHHOM OezomacHoctu. [lonmmthka
uH(OPMAITMOHHON O€30MTaCHOCTH MPEAIPUSITHS.

Tema 3. Tema 3. Yrpo3bl HHPOPMAIITUOHHO 0€30MTACHOCTH
Knaccudukanuss wu  aHanu3  yrpo3  HMHQPOPMAIIMOHHOW  0€30MacHOCTH
KOMITbIOTEPHBIX cucTeM. O1ieHKa yrpo3 HHHOPMAIIMOHHON O€30MaCHOCTH.

Tema 4. TakcoHomMust KpurepueB HHPOPMALMOHHOI 0€301IACHOCTH
«OpanxeBasi KHUIa», €€ 3Ha4YCHHE U COoJAepKaHue. MexaHu3Mbl CO3JaHus U
MOI/ICP KaHMS HA/IC)KHON BBIYUCITUTEIHHON 0a3bl.

Tema S. IIporuBoaeiicTBHe HECAHKIMOHHUPOBAHHOMY MEXKCETEBOMY
AOCTYILY



OTanoHHas MOJENb B3aWMOJCHCTBUS OTKPBITBIX CUCTEM: €€ Ha3HA4cHUE U
¢dbyakmonupoBanre. KOMIUIEKCHBIH MEXCETEeBOW JKpaH, COCTaB, Ha3HAUYCHHE
COCTABJIAIOIINX JIEMEHTOB.

Tema 6. Bpenonocnoe nporpammHoe odecnedyeHue. Cpeacrsa 00pbObI ¢
BPEAOHOCHBIM IIPOrPAMMHBIM OOecnedyeHueM

Knaccudukanus BpegoHOCHOTO MporpaMMHOro obdecredenus. Kommbrorepasie
BUPYCBI, TPOSIHCKME IIPOrpPaMMBbl, CETEBbIE KOMIBIOTEPHBIE YEpPBHU, U JPYyroe
BPEIOHOCHOE TporpammHoe obecrieuenue. Kiaccugukanus cpeacts OopbObl ¢
BPEIOHOCHBIM MPOTrPaMMHBIM 00€CIIEUEHHUEM.

5.4 IlpakTHyeckue 3aHATHUS (CEMHUHAPBHI)

Homep Temsl . Tpyno-
TemaTuka nNpakTUYECKUX 3aHITHH
JUCITUTITIHBI EMKOCTh
(cemuHapoB)
(Momynst) (dacsl)
2 YpoBau obecneuenus MudopmarimonHoi 0€3011acHOCTH 2
3 Yrpo3sl uHbDOpMAIIMOHHON O€30aCHOCTH. 4
4 Takconomusi kputeprieB HHGOOPMAIITMOHHON 0€30IaCHOCTH 4
5 [IpoTtuBoOIElicTBHE HECaHKIIMOHUPOBAHHOMY 4
MEXKCETEBOMY JIOCTYITY
6 BpenonocHoe mporpamMmmHoe obOecreuenue. Cpenctsa 4
060pbObI ¢ BpesoHoCHBIM 110
HToro no nucumivinye 18
5.5 JIaGopaTopHbIii NPAKTUKYM
JlabopaTopHBIil MPAKTUKYM Y4€OHBIM IJIAHOM HE TIPEyCMOTPEH.
5.6 CamocTosiTeibHasi padoTa
Ne paznena
pasiesd, . TpynoeMmkocTb
TEMBI Bunbl camocTosATensHOM pabOThI (wach)
JTUCITUTUTHHBI
1 CaMOCTOSITEIbHOE ~ OBJIQJICHHE  CTyJCHTaMU 3

Marepuaia TeMbl. [4]

CaMOCTOSITCJIbHOE  OBJIQJCHUE  CTYJICHTaMHU
MaTepuaja TeMsI [2, 5]

2 BBIIIOJIHEHHE 3aJaHWsS B  COOTBETCTBHH C 6
HHCTPYKIUSAMH U METOAMYCCKUMH YKa3aHUSIMU
penojaBaTess




CaMOCTOSITEIFHOE ~ OBJIQJICHUE  CTYJICHTAMH
maTepuaia TeMsl [1,2,3]

3 BBIIIOJTHEHUE 3aJlaHUA B COOTBETCTBUU C 6
WHCTPYKIUSMA W METOJWYECKUMH yKa3aHUSIMHU
IpenoaBaTes

CaMOCTOSITEIbHOE ~ OBJIAJICHHEC  CTyJCHTaMH
MaTepuaia TeMsl [3]

4 BBIIIOJIHCHUC  3aJJaHUA B  COOTBCTCTBHH C 6
HHCTPYKIHUAMHU U MCTOOAUMYCCKUMU YKa3aHUAMU
IMpCroaaBaTCJisA

CaMOCTOSITEJILHOE ~ OBIIQJICHUE  CTYyJIEHTAMHU
MaTepuraia TeMsl [2,4]

5 BBIIIOJIHCEHUEC 3aJaHUA B  COOTBCTCTBHH C 6
HHCTPYKIUAMU W MCTOOAUMYCCKUMHU YKA3aHUSIMU
MpCrnoaaBaTCjisd

CaMOCTOSITEIBHOE ~ OBJIAZICHUE  CTYJACHTAMHU
Mmatepuaia Temsr [1,3]

6 BBIIIOJIHEHUE 3aJaHWsI B COOTBETCTBUH C 6
UHCTPYKIHMAMHA M METOJWYECKUMHU YKa3aHUSIMH
penoaBares

Bcero: 33

6 YueOHO-MeTOqUYecKOe U HUH(POPMALIMOHHOE olOecneyeHne TUCHUTILITHHBI
(MoayJin)

a) OCHOBHAas JiUTeparypa:

1. Epoxun B.B. be3omacHocTh WH(OPMAIIMOHHBIX CHCTEM [DIEKTPOHHBIM
pecypc] : yuedHnoe nocobue / B.B. Epoxun, JI.A. Iloronsimena, N.I'. Cremuenko. —
OnekTpoH. naH. — Mocksa : ®JIMHTA, 2015. — 182 c¢. — Pexum poctyna:
https://e.lanbook.com/book/62972

2. 3anaskHbIX B.A. DKCcriepTHBIE CUCTEMbI KOMITJIEKCHON OIEHKH 0€30MaCHOCTH
aBTOMATU3UPOBAHHBIX ~ MH(GOPMAIIMOHHBIX W KOMMYHUKAIIMOHHBIX  CHCTEM
[DnekTpoHHBIN pecypc] : yueOHo-MeToamdeckoe mocoome / B.A. 3amspkubix, A.B.
['upuk. — DnektpoH. gaH. — Cankrt-Ilerepoypr : HUY UTMO, 2014. — 136 ¢c. —
Pexxum nocrtyma: https://e.lanbook.com/book/71193.

0) 10MOJIHUTEILHAS JIUTEepaTypa:

3. bougapes B.B. Bgenenue B uHbOpPMAIMOHHYIO  0€30MaCHOCTh
aBTOMATU3UPOBAHHBIX CHUCTEM [DJICKTPOHHBIH pecypc] : METOJAMYECKHE yKazaHUs /
B.B. bongapeB. — OnekrpoH. nan. — Mocksa: MI'TY um. H.D. baymana, 2016. —
250 ¢. — Pexxum gocryma: https://e.lanbook.com/book/103554.

4. MeabnukoB JI.A. NudopmarmonHas 6e30MacCHOCTh OTKPBITHIX CHCTEM
[DnexTpoHHbIi pecypc] : yueOHuk / JI.A. MenbHUKOB. — DIEKTpOH. AaH. — MocCKBa
: ®JIMHTA, 2014. — 448 c. — Pexum nocrtyna: https://e.lanbook.com/book/48368.



5. Jlesnun II.LH. Mogenu 06e€30MacHOCTH KOMIIBIOTEPHBIX CHCTEM.
VYnpasienue 10CTynoM U MH()OPMAIMOHHBIMU MOTOKaMH [DJIEKTPOHHBIN pecypc]:
yaeOHo-MeTonuueckoe mocobue / I1.H. JleBssHuH. — DnekTpoH. gaH. — Mockga:
I'opswas  muuus-Tenekom, 2012. — 320 c¢. — Pexum  pocrymna:
https://e.lanbook.com/book/5150.

B) llepeYeHb pPecypcoB MH(OPMALMOHHO-TEJICKOMMYHUKALMOHHON CeTH
«AHTEpHET»:
https://www.intuit.ru/studies/courses/10/10/lecture/296?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/302
https://www.intuit.ru/studies/courses/3649/891/lecture/32336?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/306
https://www.intuit.ru/studies/courses/10/10/lecture/310
https://www.intuit.ru/studies/courses/10/10/lecture/312
https://www.intuit.ru/studies/courses/10/10/lecture/300
https://studref.com/325272/informatika/klassifikatsiya ugroz informatsionnoy
bezopasnosti#846
http://protect.htmlweb.ru/orangel.htm
https://studfiles.net/preview/3103252/page:8/
https://www.kazedu.kz/referat/84974/4
https://www.kazedu.kz/referat/84974/5
https://www.kazedu.kz/referat/84974/8
https://ocompah.ru/razlichie-mezhdu-kompyuternyj-virus-cherv-troyanskij-
kon.html
http://old.intuit.ru/department/security/antiviruskasp/2/
http://old.intuit.ru/department/security/antiviruskasp/2/2.html#sect3
http://old.intuit.ru/department/security/antiviruskasp/5/
http://old.intuit.ru/department/security/antiviruskasp/6/
http://old.intuit.ru/department/security/antiviruskasp/7/
https://www.itweek.ru/security/article/detail.php?1D=104405
https://studfiles.net/preview/5282711/
http://routeworld.ru/80-model-vzaimodeystviya-otkrytyh-sistem-osi.html
http://citforum.ru/nets/protocols/1 01 02.shtml
https://studfiles.net/preview/5970826/page:56/
https://studfiles.net/preview/5970826/page:57/
https://studfiles.net/preview/5970826/page:58/
https://studfiles.net/preview/5970826/page:59/
http://lypn.ru/322/osi-depended-firewall-functioning-features/
https://vuzlit.ru/986869/protivodeystvie nesanktsionirovannomu mezhsetevo

mu_dostupu

r) mnporpaMmMHoe oOecnedyeHue (JIMIEH3MOHHOE), 0a3bl [IaHHBIX,
HH(POPMALMOHHO-CIIPABOYHbIE H MOMCKOBBIE CHCTEMBbI:
1. Ckanep ys3Bumocteii XSpider ¢pupmer Positive Technologies ;


https://www.intuit.ru/studies/courses/10/10/lecture/296?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/302
https://www.intuit.ru/studies/courses/3649/891/lecture/32336?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/306
https://www.intuit.ru/studies/courses/10/10/lecture/310
https://www.intuit.ru/studies/courses/10/10/lecture/312
https://www.intuit.ru/studies/courses/10/10/lecture/300
https://studref.com/325272/informatika/klassifikatsiya_ugroz_informatsionnoy_bezopasnosti#846
https://studref.com/325272/informatika/klassifikatsiya_ugroz_informatsionnoy_bezopasnosti#846
http://protect.htmlweb.ru/orange1.htm
https://studfiles.net/preview/3103252/page:8/
https://www.kazedu.kz/referat/84974/4
https://www.kazedu.kz/referat/84974/5
https://www.kazedu.kz/referat/84974/8
https://ocompah.ru/razlichie-mezhdu-kompyuternyj-virus-cherv-troyanskij-kon.html
https://ocompah.ru/razlichie-mezhdu-kompyuternyj-virus-cherv-troyanskij-kon.html
http://old.intuit.ru/department/security/antiviruskasp/2/
http://old.intuit.ru/department/security/antiviruskasp/2/2.html#sect3
http://old.intuit.ru/department/security/antiviruskasp/5/
http://old.intuit.ru/department/security/antiviruskasp/6/
http://old.intuit.ru/department/security/antiviruskasp/7/
https://www.itweek.ru/security/article/detail.php?ID=104405
https://studfiles.net/preview/5282711/
http://routeworld.ru/80-model-vzaimodeystviya-otkrytyh-sistem-osi.html
http://citforum.ru/nets/protocols/1_01_02.shtml
https://studfiles.net/preview/5970826/page:56/
https://studfiles.net/preview/5970826/page:57/
https://studfiles.net/preview/5970826/page:58/
https://studfiles.net/preview/5970826/page:59/
http://ypn.ru/322/osi-depended-firewall-functioning-features/
https://vuzlit.ru/986869/protivodeystvie_nesanktsionirovannomu_mezhsetevomu_dostupu
https://vuzlit.ru/986869/protivodeystvie_nesanktsionirovannomu_mezhsetevomu_dostupu

2. KommekcHas cuctema kouTposs 3amuniéaHoctd MaxPatrol 8 dupmsr
Positive Technologies;
3. AutuBupycHsiii maker Kaspersky Endpoint Security Standard for Windows.

7/ MarepuaJIbHO-TEXHUYECKOe o0ecnevyeHne TUCHUILINHBI (MOAYJIsl)

JIJIs  yCTHemHOro OCBOSHUS JAUCHIUILIMHBI HEOOXOJUMO HMETh ayJIUTOPHIO,
000pyI0BaHHYIO:

- MyJBTUMETUIHHBIMH CPEJICTBAMU,

- IUIaKaTaMH, CTEHJaMH M0 TEMaTUKU UCIUIUIMHBI (WM TPE3CHTAlUU C
uHpopMaIHen 10 TEeMaTUKU TUCITUTUINHBI);

- BUJIe0 OMOIMOTEKOH (BUACO3AMUCH YICHUA W TPEHUPOBOK, BUACO(DUIBMBI 110
TEMAaTHUKE JUCIUILUIAHBI);

- HarJsaAHBIC TOCOOWs, HEOOXOAWMBIC JUIsl TPOBEACHUS 3aHATHH TIO0
TUCITUTUTIHE.

8 O0pa3oBaTe/ibHbIe  HHPOPMAIHOHHBIE TEXHOJIOTHH

BxoaHo# KOHTPOJIb TPOBOAWTCA B (OpME YCTHBIX OIMPOCOB C IIEIBIO
OLICHWBAHHWS OCTATOYHBIX 3HAHHM 110 paHee W3YUYCHHBIM AUCIUIINHAM WM pa3zesiaM
U3y4aeMOU TUCUUIUINHBI.

[Tpu n3yyeHnn AUCUUILUIMHBI UCTIONB3YIOTCS KaK TPaJAULMOHHbBIC JIeKINHU, TaK U
WHTEPAKTUBHBIE JICKIIUU.

HNHTepakTHBHBIE JIEKIHMH TIPOBOASTCSA B HECKOIBKUX BapHaHTaxX

-po0JieMHasi JeKIUsl HAuYMHAETCS C IOCTAHOBKU MPOOJIEMBbI, KOTOPYIO
HEOOXOMMO PEIIUTh B MPOLIECCE U3JI0KEHUS MaTepuara.

-JIEKUMA-BU3YAJIN3AUMS  YYUT CTYICHTOB MPeoOpa3oBhIBATh YCTHYIO U
NMCbMEHHYI0 HWH(GOpMAIMI0O B BHU3yalbHYlO (opmy, 4Yro (QopMupyer y HHUX
npo(ecCHOHaNbHOE MBIIUIEHHE 3a CYET CUCTEMATH3allMu WM BbIJCIECHHS HauOoliee
3HaYMMBIX, CYIIIECTBEHHBIX JIEMEHTOB COACPKAHMS OO0YUCHHUSI.

- JleKnMs-0eceaa NpeanoaraeT HemoCPEACTBEHHbIN KOHTAKT MPENogaBaTes C
ayIUTOpHUEH, TO3BOJIAET TNpPUBIEYh BHHMAHHE CTYICHTOB K Hamboyee BaKHBIM
BOIPOCaM TEMbI, BOBJICUb B IBYyCTOPOHHHI OOMEH MHEHHUSIMH, BBISICHUTh YPOBEHb UX
OCBEJIOMJIEHHOCTH I10 pacCMaTpUBaeMO TeMe, CTEIIEHH UX TOTOBHOCTH K BOCIIPUSTHIO
MOCIIEAYIOLIEr0 MaTepraa, Mo3BoJISIET aIpecoBaTh BONPOC K KOHKPETHOMY CTYIEHTY,
CIIPOCUTB €0 MHEHHE 110 00CyKTaeMoii mpodeme.

-leKkuMA-AucKkyceusi.  [IpenogaBatens 1pU  W3JI0KEHUH — JIEKIMOHHOTO
MaTepuajga He TOJIbKO HCIOJb3yeT OTBETHl CTYACHTOB Ha CBOM BOMPOCHI, HO U
OpraHu3yeT CBOOOJHBIH OOMEH MHEHHUSAMHM B HUHTEpBaJaX MEXIY JOTHUYECKUMU
pazzenamu.

HpaKTqucmle 3aHATHUA IIPOBOAATCA C HMCIIOJIb30BAHUECM CIICHHUAJIbHBIX
KOMIIBIOTCPHLIX IIpOrpaMm 1 Np€aHa3Ha4YCHEBI AJIA 3aKPCIIJICHUA IMOJTYYCHHBIX 3H3HPII>1,
a TaKxXe BBIpa6OTKI/I H€O6XOI[I/IMI>IX YMCHI/Iﬁ N HAaBBIKOB.



NuTepakTHBHOE NpaKTH4YecKOe 3aHSITHE IPOBOJUTCA C UCIOJIb30BAaHUE
CPEACTB BBIUUCIUTEIILHOW TEXHUKH U CIEIUATBLHOTO MPOrpaMMHOI0 o0ecreueHus1, 1
MPEIO0JIaraeT BHIMOJHEHUE BbIIAHHBIX KOHKPETHBIX 3aJaHUN.

CaMocrosiTesibHAsA padoTa CTYJAEeHTA MPOBOJAUTCS C LIEJIbIO 3aKPEIICHUS U
COBEPIICHCTBOBAHUSI OCBAaMBAEMbBIX KOMIICTCHIIMM, TMpPEANOJiaraeT COYETaHHE
CaMOCTOSITETIbHBIX ~TEOPETUYECKUX 3aHSATUA U CaMOCTOSITEIbHOE BBIMOJHEHUE
MPAKTUYECKUX 3aIaHUH, OIMCAHHBIX B PEKOMEHI0BaHHOM uTepartype [1,2].

O ®oHa OIEHOYHBLIX CPEACTB /ISl NPOBEJEHHUS TEKYIIero KOHTPOJIA
yCIIeBAa€MOCTH M TPOMEXKYTOYHOW AaTTecTallMd IO MTOraM OCBOEHHUA
TUCHHUIUIAHBI (MOIYJIs1)

9.1. BauIbHO—pelTHHrOBasi OLlEHKA TEeKYIIero KOHTPOJIsI YCIeBaeMOCTH
U 3HAHUI CTYJEHTOB

bamibHO-pEUTUHIOBasE OLIEHKA TEKYIIErO0 KOHTPOJISI YCIEBAEMOCTH W 3HAHUU
CTYJICHTOB y4€OHBIM IIJIAHOM HE MPEyCMOTpEHa.

9.2. MeToauyecKkue PpeKOMEHJAIMM MO MNPOBEJEHUI0 MPOLEeAYPbI
OLICHUBAHUA 3HAHMN, YMEHMH M HABBIKOB M (WIH) OIBITA [JeATEJbHOCTH,
XapaKTepHU3yIOLIHUX ITanbl (POPMUPOBAHUS KOMIIETCH MU

B npouecce mnpenomaBaHus —JUCHUIUIMHBL i1 TEKYLIErOo  KOHTPOJS
00y4JaroIMXcst UCTIOIB3YIOTCS CIEAYIOIINE POPMBI:

- TECTUPOBAHUE 10 TEMAM,;

- pElLlIEHHE TUMOBBIX CUTYAIIMOHHBIX 33/1a4 HA MPAKTUYECKUX 3aHATHSIX;

- BBITIOJIHEHUE TTUCbMEHHOM ayIMTOPHON PabOTHI.

Tecmuposanue:

TecT cumTaeTcs 3a4TeHHBIM NpH HaaMuuu Oojee 60% MpaBUIbHBIX OTBETOB.
Tect cunTaercs He 3a4TEHHBIM NPU HaITu4uKu MeHee 60% MpaBUIBLHBIX OTBETOB.

Pewenue cumyayuonnvix 3a0au (KpUTEpUn ):

OoOyyYaroIMiicsi CaMOCTOSITEIbHO TMPABUJIBLHO pellaeT 3ajaady, JaeT
000CHOBaHHYIO OLIEHKY 110 UTOTY PEILEHUS;
0OyYaroIIMIiCsl OTKAa3bIBACTCS OT BBHIMOJIHEHUS 3a/1a4H, UM HE CTOCOOCH ee

peLIUTh CaMOCTOSITEIbHO, a TaKXe C TOMOIIbI0 TMpenojaBaTens (B ciaydae
HETMOJTOTOBIICHHOCTH IO W3YYE€HHBIM TE€MaM, UMEIOIIMM OTHOIICHHE K PEIICHUIO
JTAaHHOM 3a/1a4M).

Iucomennas ayoumopnas paboma (KpUTepun):

oOydJaromnuiicss MpaBWJILHO pEIIaeT 3ajiady, CAaeT € BOBPEMs M0 OKOHYaHUU
3aHSITHS TPETOAaBaTeNo, JaeT 000OCHOBAHHYIO OIEHKY IO UTOTY PEIICHUS

0OyJaronuiicsi OTKa3bIBACTCS OT BBITIOJIHCHUS 33Ja4H, WIM HE CIIOCOOCH ee
pelINTh CaMOCTOSITEJIbHO, a TakKe C TOMOLIBI0 IMpenojasatens (B ciayyae



HEIOATOTOBJICHHOCTH 0 M3YYEHHBIM TE€MaM, MMEIOIIMM OTHOLICHHE K PELICHUIO
JTAaHHOM 3a/1a4M ).

[To uToram oCBO€HMS TUCLMILIMHBI IPOBOAUTCS MPOMEXYTOUHAS aTTECTALMS.

OCHOBHBIMM JTOKYMEHTaMH, PErNIAMEHTHPYIOIIMMU MOPSJOK OpPraHHU3aluu H
IPOBENCHUSI TEKYIIEr0 KOHTPOJSI YCIIEBAEMOCTH M IMPOMEXYTOYHOW aTTecTaluu
CTyleHTOB, oOydarommxca B ['YI'A sasmstorcsa: ycraB CIIOIY T'A, yueOHas
nporpaMma IO COOTBETCTBYIOIIEMY HANpaBICHHUIO MOATOTOBKM  MAarucTpoB,
[TonoxxeHne o OaIBHO-PEUTHHIOBOM CHCTEME OLEHKM 3HaHMM M oOecnedeHus
KadecTBa yueOHoro npouecca B [ YI'A.

Ha mepBoM 3aHATHM mpenojiaBareib JOBOAMT JI0 CBEACHUS OOYyYarOLIMXCs
rpauK TEKyIIero KOHTPOJsl OCBOCHUS TUCIUIUIMHBI U KPUTEPUU OLIEHKH 3HAHUN TIpU
TEKYILEM KOHTPOJIE YCIEBAEMOCTH, a TAaKXE CPOKM M YCIOBUS IPOMEKYTOYHOU
aTTECTALUH.

DK3aMeH SIBIISIETCS 3aKJIFOUUTENbHBIM 3TAllOM U3YYEHUs TUCLUILUTMHBI U UMEET
LEIbI0 MPOBEPUTh U OLIEHUTHh YPOBEHb MOJYYEHHBIX CTYJECHTAMU 3HAHWM, YMEHHE
OPUMEHATh HMX K PEIICHUIO MPaKTUYECKHUX 3a/]ad, OBJAJEHUE MPaKTUYECKHUMHU
HaBBIKAMH B 00beMe TpeOoBaHUI 00pa30BaTEIbHON NIPOrPaMMBbl Ha MPOMEKYTOYHOM
sTane GOpMHUPOBAHUS KOMIIETEHIIHM.

3a4eT NPUHUMAETCA JEKTOPOM, BEYIIMM 3aHIATHS B JAHHOM TPYIIIIE IO TAHHOM
JTUCLUTUINHE.

9.3. TeMbl KypCcOBBIX padoT (IPOEKTOB) MO IMCUMILINHE
KypcoBsie paboThI HE MPEyCMOTPEHBI

9.4. KoHTpoJbHBbIE BONPOCHI /JI TPOBEAEHHS BXOJHOI0 KOHTPOJIA
OCTATOYHBIX 3HAHUH MO 00eCIeYNBAIO UM JUCIHILINHAM

Bxo1HOM KOHTPOJIb HE IPOBOAUTCS

9.5 Iloka3aTesiu, KpUTEPHHU, ONTMCAHUE IIKAJIHI OIeHHBAHMSA.

[Toka3arenu OLlEHUBAHUS Kpurepuu ouieHuBaHus
3HaTh: [Tepeunciienne, CpaBHCHHUE
- OCHOBHBIC IYyTH W METOJBI | METOJIOB pEIICHHWS 3a7ad B 00JIacTh
pemeHus 3amad B OO0JAcTH CO3JaHUS | CO3MaHUS  PEKMMa HHQPOPMAIMOHHOM
pexuma MH(POPMAITMOHHOM | 0€30ITACHOCTH CHCTEM aBTOMAaTH3aIluu
0€30MacHOCTH CHCTEM aBTOMATH3alldU | BO3MYITHOTO TPAHCIOPTa, OCHOBHBIX
BO3/IyIITHOTO TPAHCIIOPTA; XapaKTEPUCTHK TMPOTPAMMHBIX CPEJICTB
- TpeOOBaHUS HOPMAaTUBHO- | 00ecTeueHrs 3auThl THHOPMAIIHH.
IIPaBOBOM 0a3pl B 00JacTH 00eCTICUCHUS Ananus, COTIOCTAaBJICHUE
nH(pOpPMAITMOHHONW  Oe30macHOCTH  Ha | TpeOOBaHUM HOPMAaTHBHO-TIPAaBOBOM
NPEANPUATUIX TPAKIAHCKON aBraluu; | 0a3pl B obOjactd  oOecreyeHusl




- OCHOBHBIE BO3MOXXHOCTH H
XapaKTEPUCTUKHU IPOrPaMMHBIX CPE/ICTB
oOecrieyeHus 3aluThl THPOPMALIMH.

UHPOPMAIIMOHHON  0€30macHOCTH  Ha
NPEANPUATHSIX TPAKIAHCKON aBHAIUH,
METOJIOB pEIIeHUs 3ajad B o001acTu
CO3MaHUA peXHMa HH(POPMALIMOHHON
0€e30IaCHOCTH CHCTEM AaBTOMAaTH3aluu
BO3/IYIITHOTO TPAHCIIOPTA.

YMeTs:
- ONPENIEISATh «Y3KHUE» MECTa B CUCTEME
obecrnieueHus uH(pOpMAITMOHHOM

0€30MMacHOCTH, W Tpeaaratb MyTH HX
yCTpaHCHUS,;

- TPaMOTHO IKCIUTyaTHPOBATH
MIpOTrpaMMHBIC cCpeacTBa
MH(pOpMaITMOHHOM 6€30MaCHOCTH.

CaMocCTOsITeTbHOCTh B OIpPE/CIICHUU
y3KHX MeCTa B CHCTeME OOeCIeUCHHsI
uH()OpPMAITMOHHOM 0€301acHOCTH,
NIPEIOKCHHUH ITyTH UX YCTPAHCHUS.
[IpodeccnonanbHass TpaMOTHOCTH B
AKCIUTyaTalliil MPOrPaMMHBIX CPE/ICTB
UH(OPMAIMOHHON O€301aCHOCTH.

Branern:
- METOJIMKON pa3pabOTKU U BHEIPEHUS

CUCTEM UH(OPMAITMOHHOU
0€30I1aCHOCTH B CTPYKTYPHBIX
NOJIPA3/IECIEHUAX CUCTEMBI BO3IYIIHOIO
TPaHCIOPTa;

- IPOrpPAMMHBIMM CPEICTBAMH 3allUThI
uHpOpMaIuu pu pabote C

KOMITBIOTEPHBIMA CUCTEMAaMH, BKJIHOYAs
IIPUEMBI AaHTUBUPYCHOW 3aLIUTHI.

Brnanenue Meronukoil pa3paboOTKu U
BHEJIPEHUS] CUCTEM HUH(OPMAIIMOHHON
0€e301acHOCTH B CTPYKTYPHBIX
NOJIPA3/ICIEHUSAX CUCTEMBI BO3IYIIHOIO
TPAHCIIOPTA;

- IPOrPaMMHBIMU CPEICTBAMH 3aIUTHI
uHbOopMauu npu pabote C
KOMIIBIOTEPHBIMU CHUCTEMAMHM, BKIIIOUasi
NpUEMbI AHTUBUPYCHOM 3aIUTHI.

Omnucanue mKajbl OLICHUBAHMUAI.

3ayer: CpaBHUBACT METOMABI PEIICHHs 3a7a4 B OOJAcTH CO3JaHUS PEeKUMA
UHGOPMAITMOHHON OE30MaCHOCTH CHCTEM aBTOMATH3aIlMU BO3AYIIHOIO TPaHCIOPTA,
OCHOBHBIX  XapaKTePUCTHK TPOTPAMMHBIX CPEICTB  OOCCIICUCHHS  3allUThI
uHdopmaIuu.

AHanu3upyeT, COIMOCTaBJIICT TPeOOBaHWS HOPMATHBHO-TIPABOBON 0a3bl B
oOnmacTu obOecnieueHHs HMHQPOPMAIMOHHOM  O€30MaCHOCTH Ha  MPEANPHUATUIX
IpaXXJTaHCKOW aBHWAIMM, METOJbI PEIICHUS 3a1ad B OO0JIACTH CO3JaHHS PEKUMA
UHPOPMAITMOHHOK 0€301TaCHOCTH CUCTEM aBTOMATH3aIlUU BO3AYIITHOTO TPAHCIIOPTA.

CaMoCTOATENBHO ONpenesieT y3Khe Mecra B CHCTeMe oOecreueHus
MH(OPMAIMOHHOW 0€30MaCHOCTH, MPEAJIaraeT MyTH UX YCTPAHEHUS.
[IpodeccnonanbHO TPaMOTHO JKCIUTyaTHPYeT MPOrpaMMHBIE  CpEICTBa

MH(OPMAITMOHHON O€30MTaCHOCTH.

Brnaneer Meroaukoil pa3pabOTKU U BHEAPEHUS CHUCTEM HH(POPMALMOHHON
0€30MacHOCTH B CTPYKTYPHBIX MOAPA3ACICHUSIX CUCTEMbI BO3YIIHOTO TPAHCIIOPTA;

- [pPOrpaMMHBIMU CpPEICTBAMM 3alllUThl HMHPOPMALMK TMpu pabdoTe ¢
KOMITBIOTEPHBIMU CUCTEMAaMH, BKJIFOYAsi IPUEMBI aHTUBUPYCHOW 3aILIUTBHI.

He 3aueTt: mepeuncnsier MeTOABI PElICHUs 3a7a4 B 00JIAaCTH CO3/IaHUsl PEKUMa
uH(POPMAIIMOHHON 0OE30MaCHOCTH CHCTEM aBTOMAaTH3allMK BO3AYIIHOTO TPAHCIOPTA,
OCHOBHBIE  XapaKTEPUCTHUKU MPOTPAMMHBIX CPEICTB OOECIEeUYEHHUsS  3alUThI



uHpopMaruu. CaMOCTOSITENIBHO HE ONIPENEISIET Y3KHUE MECTA B CUCTEME O0ECIIeUEHUs
uH(GOPMaIMOHHOHN 0€301aCHOCTH, HE TpeasiaraeT MyTH UX yCTPaHESHHS.

He Brnageer meToaukoil pa3paOOTKu U BHEAPEHHUS CUCTEM WMH(GOPMALUOHHON
0€30MacHOCTH B CTPYKTYPHBIX MOAPA3ACICHUSIX CUCTEMbI BO3YIIHOIO TPAHCIIOPTA,
IPOrpaMMHBIMH CPEICTBAMHU 3aIUTHl HHGOPMALIMU MpU pabOTe ¢ KOMIBIOTEPHBIMU
CUCTEMaMHU, BKIIFOYAsl IPUEMBI aHTUBUPYCHOM 3aILUTHI.

9.6 TunoBbie KOHTPOJIbHbIE 32IaHNS /IS IPOBEIeHUS] TEKYIIEr0 KOHTPOJIA
U NIPOMEKYTOYHOM ATTECTAIMHU M0 UTOraM 00yYeHHsl M0 JUCHHUILIMHE (MOIYJII0)

1. latb onpenenenue noustuio «MudopmanmonHas 6€30MacHOCTbY;

2. OOBbsSICHUTP TOHATHE NPAKTHUECKOTO acleKkTa HH(OPMALUOHHOU
6e3onacHocTH «JlOCTyITHOCTBY;

3. OOBbACHUTH TOHATUE MPAKTUYECKOTO  acleKkTa UHPOPMAIMOHHON
oe3omacHocTH «LleI0CTHOCTHY;

4. OOBACHUTH TMOHATHE MPAKTUYECKOIO  acleKTa HHPOPMAILMOHHON
oe3onacHoctu «KoHpUIeHINATBHOCTHY;

5. 3akoHOAATENbHBIN YPOBEHb 00€cIeueHUs HHPOPMALIMOHHON O€30MacCHOCTH.
Yro 310 Takoe? UTo BXOAUT B 3TO noHATHE? [IpMeEphl 3aKOHOIaTENBHBIX aKTOB;

6. AIMHUHHUCTPAaTUBHBIH  ypOBEHb  oOOecreyeHuss  HH(POPMAUOHHOU
oe3zonacHoctu. llonsatne «llomutuka Oe30macHOCTW». YPOBHU JI€TaaU3alydd
aJIMUHUCTPATHBHOTO YPOBHS, UX COJIEPKAHUE;

7. Ilporpamma Oe3omacHocTH. E€ CHHXpOHU3alus C JKU3HEHHBIM LIMKJIOM
MH(POPMAILIMOHHBIX CUCTEM;

8. IlponienypHbIii ypoBeHB oOecrieueHus HHGOpPMaIlMOHHON Oe301acHOCTH. YTO
31O Takoe? Kiraccel Mep nporeaypHoro ypoBHs;

9. IlpouenypHslii ypoBeHb oOecrieueHHs] HHOOPMAIIMOHHOW OE€30MMacHOCTH.
VYpaBieHne nepcoHaioM;

10. IIpouenypHsblii ypoBeHb oOecniedeHus: MHPOPMALMOHHON O€30MMacHOCTH.
Pusnueckas 3aluTa.

11. IlpouenypHbiii ypoBeHb oOecrieueHHs] HHPOPMALMOHHON 0€30MacHOCTH.
[Tonnepsxanue paboTOCIOCOOHOCTH;

12. IlpouenypHbiii ypoBeHb oOecrieueHHs] HHPOPMALMOHHON 0€30M1acHOCTH.
PearupoBanue Ha HApYyIIEHUS peKUMa O€30I1aCHOCTH;

13. IlpouenypHbiii  ypoBeHb oOecrieueHus] MHPOPMAIIMOHHON 0e301acHOCTH.
[TnanupoBaHye BOCCTAaHOBUTEIbHBIX padoOT;

13. IIporpaMMHO-TEXHMYECKHI ypOBEeHb oOecreueHuss HHGOPMAIMOHHON
6e3omacHocT. CepBUCHI TPOrPAMMHO-TEXHUYECKOTO YPOBHSI:

- uIeHTU(DUKAIUS U Ay TCHTH(PUKALINS,
- YIIpaBJIEHUE TOCTYTIOM;

- MPOTOKOJIMPOBAHUE U AYIUT;

- mndpoBaHue;

- KOHTPOJIb LIEIOCTHOCTH;

- SKpaHUPOBAHUE;

- aHaJIM3 3alIUIIEHHOCTH;

- obecrnieueHre 0TKa30yCTONYUBOCTH;



-o0ecrneyeHne 6€30MacHOro0 BOCCTAHOBIICHUS;
- TYHHEJIUPOBAHHUE;
- YIIPaBJICHUE.

14. «Kputepun 0€30MaCHOCTH KOMITBIOTEPHBIX cucTeM» (OpaH)KeBasi KHUTA).
Taxconomus TpedoBanuii. OOIIHE MOHSATHS.

15. «Kpurepun 0e30macHOCTH KOMIBIOTEPHBIX cucTem» (OpaHKeBas KHUIa).
Taxconomus TpedoBanuii. [Tonstue «IlomuTrka 6€30MacCHOCTHY U €€ MEXaHU3MBI;

16. «Kpurepun 6e30macHOCTH KOMMBIOTEPHBIX cuctem» (OpaH)keBas KHHUTa).
Takconomust TpedoBanuit. [ToHsITHE KAYIUT» U €0 MEXAHU3MBI;

17. «Kpurepun 6e30macHOCTH KOMMBIOTEPHBIX cuctem» (OpaHkeBasi KHHUTa).
Takconomust TpeboBanuid. Ilonarue «KoppektHocTh» (I'apaHTHUPOBAHHOCTH) U €€
MEXaHU3MBI;

18. «Kpurepun 6€30MacHOCTH KOMIBIOTEPHBIX cUCTeM» (OpaH)keBasi KHUTA).
Takconomus TpeboBanuil. [Tonstue «/Joxkymentanus» u e€ cogepkaHue;

19. Knaccudukanus yrpo3 HHPOpMaIMOHHON 0€30MMacHOCTH;

20. OTanoHHas MOAENb B3aUMOJECHCTBHS OTKPBITBHIX cucTeM. HazHaueHue.

21. DranoHHas MOJIENTb B3AaMMOJICUCTBUS OTKPBITBIX cucteM. CTpyKTypa.

22. DramoHHAas MOJENb B3aUMOJECUCTBUS OTKPBITBIX cucTeM. DyHKINU
YPOBHEN.

23. DTanoHHAas MOJENb B3aWMOJEUCTBUSA OTKPBITHIX cucTeM. lIpoxoxneHue
nakeToB yepe3 OMBOC npu nepenaye JaHHBIX.

24. KoMIUIEeKCHBIN MeXceTeBoi skpaH. HazHaueHue.

25. KoMmmiekcHbIN MexkceTeBoM akpaH. CocTas.

26. KoMIIeKCHBI MEXKCETEBOM 3KpaH. DKpaHUPYOMWNA MapuipyTu3arop. Ero
Ha3HAYCHUE.

27. KoMmmeKkCHbI MEXCETEBOM HKpaH. ODKPAHUPYIOUIUA MapLIpyTH3ATOP.
BrlnonHsiemMble 3alUTHBIE (QYHKIUU.

28. KOMIUIEKCHBI MEKCETEBOM H3KpaH. DKPaHUPYIOIIMK MAapIIPYyTU3ATOP.
JIOCTOMHCTBA U HEJOCTATKH.

29. KommuiekcHbii MexceteBoM dkpaH. [llmro3 ceaHcoBoro ypoBHS.
Hasnauenue.

30. KowmmnekcHblii MexcereBoM dkpaH. Lmro3 ceaHCOBOrO  ypOBHS.
BrlnonHsiembie 3alUTHBIE QYHKIUU.

31. KommiekcHslii MexceTeBor 3kpad. 103 ceancoBoro ypoBHs. DyHKIHS
o0ecrniedyeHns BUPTYaIbHOTO COEIMHEHUSI.

32. KommiekcHblid MexxceTeBoM skpad. 1103 ceancoBoro yposus. [Ipouenypa
KBUTHPOBaHUS CBs3H 110 rpotokosy TCP/IP.

33. KoMmruiekcHbI MexkceTeBo# skpaH. L1103 ceancoBoro ypoBHsi. TpaHcasuus
BHyTpeHHUX |P-anpecos.

34. KowmrekcHblii MexceTeBol dkpaH. [lmr03 ceaHCOBOro  YpOBHS.
JIoCTOMHCTBA U HEAOCTATKHU.

35. KommiekcHbli MexcereBol d3kpaH. [Im03 MNpUKIaZHOrO ypOBHA.
Hasznauenue.

36. KommuekcHblii MexceTeBoM »skpaH. [llnro3 mnpuknagHoOro ypoBHs.
BrinonHsiembie 3alUTHBIE QYHKIIUU.



37. KoMmiekcHbIi MexceTeBol skpad. [I03 MOpUKIAAHOTO YpOBHS.
[IporpamMmHBIE TOCPETHHUKMY.

38. KommnekcuHbli MexceTeBoM dKpaH. [Imro3 mnpuxnagHOro yposHs.
JloCTOMHCTBA U HEJOCTATKH.

39. BpenonocHoe nmporpamMmmuoe obecrieuenue. Kimaccudukarus (BUIbI).

40. BpemonocHoe mporpaMMmHoOe obecrieueHue. KommbpioTepHble BUPYCHI.
Knaccudukanmus.

41. BpenoHocHoe mporpaMMHoe obOecrieueHue. KoMibploTepHble BUPYCHI.
@DailNIoBbI HEPE3EICHTHBIN BUPYC.

42. BpenoHocHoe IMporpamMMHoe obOecrieueHue. KoMIbploTepHble BUPYCHI.
@DailIoBbIN PE3EACHTHBIN BUPYC.

43. BpenoHocHoe ImporpaMMHoe obOecrieueHue. KoMIbploTepHble BUPYCHI.
byToBbIl BUpYC.

44. BpenoHocHoe mporpaMMHOe obOecrneueHre. KOMIBbIOTEpHBIE BUPYCHI.
Makposupyc.

45. BpeaoHocHOoe mporpaMMHoOe oOecniedeHue. TpOSITHCKHE MPOrpaMMBbl.
CemelicTBa TPOSHCKUX IIPOTPAMM.

46. BpenonocHoe mnporpaMMmHoe obOecrneueHre. KOMIbIOTEpHBIE BUPYCHI.
KoMmbroTepHbI€ CETEBBIE YEPBH.

47. BpenoHocHoe mnporpaMMHoe obOecrneueHue. KOMIBbIOTEpHBIE BUPYCHI.
OTnuunTenpHble TNPU3HAKA KOMIBIOTEPHBIX BHPYCOB, TPOSHCKUX IPOrPaMm,
KOMITBIOTEPHBIX CETEBBIX YEPBEM.

48. BpenoHocHoe mporpamMMHoe obOecrnieueHue. Jlpyroe BpeJOHOCHOE
nporpaMMHoe obecrieuenue. [Ipumepsl.

49. CpenctBa O00ppOBI € BPEIOHOCHBIM IIPOTPAMMHBIM OOECIICUCHHEM.
Brimonusiemslie GpyHKINN.

50. CoBpeMEHHBIE aHTUBUPYCHBIE MTAKETHI.

IIpuMepHBIH epeYeHb BOMPOCOB /IS 3a4eTa:

1. OO6mue mnoHsTHEe HWHGOPMAIMOHHON O€30MaCHOCTH KOMITBIOTEPHBIX
cucteM (MBKC). IIpaktuueckue acnektsl UBKC, ypoBau obecneuennst MbBKC.

2. 3akoHonatenbHbIi  ypoBeHb  obecmnedueHuss WBKC.  OcHoBHBIC
3aKOHOJATEIbHbIE AaKThl U HOPMATHBHBIE JOKYMEHTBHI.

3. AnmunuctpatuBHbld ypoBeHb oOecnieuenuss MBKC. Ero nasnauenue u
CoJlepKaHue.

4, [Ipouenypusiii  ypoBerb obecneuenus WMBKC. Ero na3znauenue wu
coJiepKaHue

d. [Iporpammuo-texunyeckuii  ypoBeHb  obOecmedenuss WBKC. Ero
Ha3HAYCHUE U COJIepKaHUE.

6. TakcoHomust  KpuTepueB  MHOOPMAIMOHHOW  O€30MacHOCTH 1O

«OpanxeBont kaurey. Coaepxanue nousatus «[IOJINMTUKA BE3OITACHOCTN», u
MEXaHU3MBbI €€ peaTn3aliH.

7. TakcoHomusi  KpuTepueB  MHMOPMAIMOHHOW  O€30MacHOCTH 1O
«OpamxeBort  kaure». Mexanusmbl  «IIPOU3BOJIBHOE  VYIIPABJIEHUE



JOCTVYIIOM», wu «IIOBTOPHOE MUCIIOJIb3OBAHUE OBBEKTOBY.
Takconomusi kputepueB HHPOPMAIIMOHHON Oe30macHOCTH 1Mo «OpaHKEeBOW KHHUTEY.
Mexanuzmbl «METKU BE3OITACHOCTW», u «<tHOPMATHUBHOE YIIPABJIEHUE
JOCTVYIIOM».

8. TakcoHomusi  KpuUTepueB  HMHPOPMAIMOHHON  O€30MacHOCTH IO
«OpanxeBoit kHure». Copepxkanue nonatus «AYIUT», u mexaHusMbl e€ro
peanu3anuu.

Q. TakcoHomusi  KpuTepueB  MHGMOPMAIMOHHOW  0O€30MacHOCTH 1O
«OpanxeBon kaure». Coaepxanue noHaTuss «KKOPPEKTHOCTD», u MexaHu3Msl €ro
peanu3anuu.

10. Takconomuss kpuTepueB HHOOPMAIMOHHOW  O€30IaCHOCTH MO
«OpanxeBont kaure». Conepxanne noHaTus « JOKYMEHTALIS».

11. Ananu3 yrpo3 MH(GOPMAaLMOHHBIM KOMIBIOTEPHBIM cucTeMaM. Buipl
NOTEHIUAIBHBIX YIPO3.

12. IIpoTtuBOmEHCTBHE MEXKCETEBOMY HECAHKIIMOHHPOBAHHOMY JIOCTYILY.
OranoHHas MOJENb B3aUMOJEWCTBHUS OTKPBITHIX cucTeM. Ha3HaueHwe, MpUHLUIT
(yHKLIHMOHUPOBAHMUS.

13. IIpoTuBOAEHCTBHE MEXKCETEBOMY HECAaHKIMOHHPOBAHHOMY JIOCTYITY.
Kommiekcublii  mexcereBo dkpaH. CocraB, HaszHaueHue. lIpotuBopencrTsue
MEXCETEBOMY HECAHKIMOHUPOBAHHOMY JOCTYIY. DKPaHUPYIOLIUNA MapIIpyTH3aTOp.
Haznauenue, BbinosHsieMble QYHKLINHU, TOCTOUHCTBA U HEJOCTATKH.

14. TlpoTUBOJEHCTBHE MEKCETEBOMY HECAaHKUMOHHUPOBAHHOMY JIOCTYILY.
o3 ceancoBoro ypoBHs. Ha3nauenue, BbInosiHseMble (QYHKIUHU, JOCTOMHCTBA U
HEJOCTATKHU.

15. IlpoTuBOAEHCTBHE MEXKCETEBOMY HECAaHKUMOHHUPOBAHHOMY JIOCTYITY.
[IpuknagHoit mnwm03. Hasnayenwe, BbImoNHAEMble (GYHKIWUA, JOCTOMHCTBA W
HEJIOCTATKH.

16. BpemoHocHoe mporpamMMHOe oOecreueHne; BHABI, OTIHMYUTEIHHBIC
O0COOEHHOCTH

17. KommnbroTepHbsle BUpYChl. MexaHU3M pacnpOoCTpaHEHUs!.

18. KowmmbroTepHbie Bupychl. DaiioBblii HEPE3UIEHTHBINA BUPYC.

19. KowmmbroTepHbie Bupychl. DalioBbIil pe3UIEHTHBIN BUPYC.

20. KowmmnbtoTepHsie BUpychl. ByToBBbIi Bupyc.

21. KowmmbrorepHsie BUpychl. OCOOEHHOCTH MaKpOBUPYCOB.

22. TposiHCKHE TPOTPAMMBI.

23. CereBblc YepBH.

24. Jlpyroe BpeOHOCHOE MpOrpaMMHOE 00ecIeUeHHE.

25. CpenctBa OOpbObI C BpPEIOHOCHBIM MPOTPAMMHBIM OOECIICYCHHUEM.
Knaccuduxarus.

10 MeToauyeckne peKOMeHAANMH i OOYyYAIOIIUXCA MO OCBOEHHIO
AUCHUTIIMHBI

[Ipu mnpoBeneHMrn BcexX BUJOB 3aHATUA OCHOBHOE BHHMAaHHUE YIEIATh
pPAacCCMOTPEHHMIO  MPUHUUNOB  (HOPMUPOBAHMS  CUCTeMbl  MHGOPMAIIMOHHON



0€3011acCHOCTH Ha NPEANPUATHSAX U B OpraHU3alMsIX TPakJaHCKOM aBualuu, padboTe 1o
aHaIM3y MOTEHUMAIBHBIX YIpO3, a TaKXke€ MNPUMEHEHHIO M3y4aeMOro Marepuaia Ha
MPaKTHUKE.

Teopernyeckas MOArOTOBKAa CTYAEHTOB MO JHUCLHMIUIMHE OOECIEeYMBaeTCs Ha
aexusax. Ha nexiusx o0ydyaeMbIM Jat0TCsl CUCTEMAaTU3UPOBAaHHBIE OCHOBBI 3HAHHH IO
COCTOSIHAIO M OCHOBHBIM Mpo0iieMaM HH(POPMALIMOHHOMN 0€30IMaCHOCTH.

Teopernyeckne  MOJOXKEHHs,  M3JaraéMmble B JIEKUUAX,  JIOJDKHBI
WJUTIOCTPUPOBATHCS PUMEPAMU UX IMPAKTHUUECKON peann3alvy B UH(POPMALMOHHBIX
CUCTEMax M CpeIcTBax obecrneueHus 3amuThl uHpopmauuu. [ns obnerdyenus
BOCHPUATUS CTYJEHTOM CJIOKHOIO M Pa3sHOOOpPA3HOTO MaTepuaa pPeKOMEHIyeTcs
WU3Y4YEHUE HOBBIX PA3ACIIOB KypCa HA4YMHATH C KPATKOIO BBEIEHUS, B KOTOPOM
YCTAHABJIMBAETCS CBSI3b C MPEABLAYLIMMH U CMEXHBIMU JUCHUILUIMHAMU y4€OHOTO
IUTaHA, U PEKOMEHJI0OBaTh KOHKPETHYIO y4eOHYI0 nuTeparypy. Upe3BbluaiiHO Ba)XHO
HAy4YUTh CTYJICHTA IPUMEHSTH MOJYy4YaeMbI€ 3HAHUS K PEIICHUIO TPAKTUYECKHX 3a/1a4.
Jnst aTOro MoryT ObITh pa3pabOTaHbl CIEHHAIbHBIC 3aJaHUSl C PELICHUSIMHU, IO
KOTOPBIM M OPTraHU3YETCs CaMOCTOATENbHAsl padoTa CTy/ICHTOB B TEUEHHE CEMECTpa.
Ha camocrosiTenbHOE M3y4eHHE BBIHOCITCS HanOosee IPOCThIE BOIPOCH! N3y4aeMbIX
TeM. CaMOCTOSTENBHOE N3YUYEHUE TTO3BOJISIET PUBUTH HABBIK MIOMCKA HHTEPECYIOLIUX
BOIIPOCOB B UCTOYHHUKAX, B TOM YHUCJIE€ U JOTOJTHUTEIbHBIX.

[IpoBeneHre MPAKTUYECKUX 3aHATHA OCYIIECTBISETCA MOCIE MPOYTEHHUS Ha
JEKIHSIX COOTBETCTBYIOLIETO TEOPETHUECKOTO0 MaTepHaia, M CIYKUT CPEACTBOM
3aKpeIUVICHUs] TOJY4YEHHbIX 3HaHMM U (OPMUPOBAHMS HABBIKOB U YMEHUH
UCCIIEIOBAHUM.

[IpakTHueckue 3aHATUS TpPHU3BaHBl O0ECHEUYUTH IOJyYEHUE CTYIACHTaMHU
IIPaKTUYECKUX HABBIKOB M YMEHUI MO IPUMEHEHHUIO IMOJYyYEHHBIX 3HAaHUM.

Bce Buabl y4yeOHBIX 3aHATUN NPOBOJATCS C AKTUBHBIM HCIIOJIb30BAHUEM
TEXHUYECKUX CPEJCTB OOYUEHUS U UMEIOLIUXCS B HAJTMYUU 00pa3IloB.

N3yyeHne AMCUMIUIMHBI MOCTPOCHO TaKUM 00pa3oM, 4TOObI 00ECIeYnBaIOCh
HaWjIyyllee YyCBOeHHME MaTepuana. Jlnsg akTuBM3alMM, WHIMBHAyalIU3alud U
WHTEHCU(UKAMU W3YYEHHUs [UCLUUIUIMHBI B TEYEHUE BCEro MNepuoja 00yyeHus
MpeAnojaraercs MpPOBOJAUTh KPAaTKOCPOYHbIE MHUCbMEHHBIE KOHTPOJIbHBIE Pa0OThI
(JleTydku) nepes HayajioM JICKIUH U IPAKTUYECKUX 3aHATUM.

Texkymuii KOHTPOJIb yCIEBAEMOCTH CTYJEHTOB HEOOXOJUMO OCYIIECTBISThH
CUCTEMATUYECKU: Ha JIEKUMSIX, MPU TMOJATOTOBKE M TNPOBEIECHHUU MPAKTHYECKHX
3anatuil. Kpome Toro, cregyer mNpoBOIUTh pPYyOEKHBIM KOHTPOJIb YCBOCHHUS
TEOPETUYECKOro MaTepuaja 1o Haubosee CIOXKHBIM paszjesaM MporpaMMbl
JVCLUTUINHBI.

NTOroBelii KOHTPOJIb 3HAHUM CTYAECHTOB IO pa3feiiaM U TeMaM JUCUUILUIMHBI
IIPOBOJUTCS B BUJIE 3a4€Ta.

[IpenonaBarenb JUCHUIUIMHBI UMEET MPABO HA HEKOTOPbIE HEMPUHUIUITAATIbHBIE
OTCTYIUICHHS OT COJIEPAHUSI TPOrpaMMbl B HAYUHBIX U MIEAArOrMYECKUX LETIX.



Paboyas nporpaMma  AMCIUIIIMHBI cocTaB/iecHa B COOTBETCTBHH C

tpebosanuamu ®I'OC BO no HanpaBneHHIO MOArOTOBKH 25.04.03 AspoHaBuramus.

«

IIporpaMma pacCMOTpeHa M YTBEpXJEHa Ha 3acelaHHH xadenpsl N‘/_f
» _J _uron/ 2021 rona, npoToKON Ne/O .

—
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