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1 [lesiu ocBOEHHUS AU CIUILIMHBI

Llenpto ocBoeHus mucuumuiuHbl «HPOpMannonHas 0e30MacHOCTEY» SIBISETCS
dbopMHpOBaHUE y CTYJIEHTOB CHCTEMBI 3HAaHUW B oOjgacTu WHOOPMAITMOHHOU
0e30macHOCTH ¥ TPHUMEHEHHWs Ha NPAKTHKE METOJOB W CPEACTB 3aIlUTHI
uHbOpMaLUu.

[ToBpIIeHUe 0€30MaCHOCTH B TPAHCIIOPTHBIX CHCTEMax BCETJa OBbLIO OIHOW U3
BOXHEUIINX 337a4. AKTYaJbHO 3TO M JUIS CHCTEMbI BO3IYIITHOTO TPAHCIOPTA, YTO
TIOJITBEPIKIAETCS Pa3BUTHEM COOBITHI B MOCIIETHEE BPEMHI.

HamnpasieHus, o KOTOPHIM MPOBOJUTCS TUIAHOMEPHAs: paboTa 1Mo MOBBIIICHUIO
YPOBHsI aBUAIIMOHHON OE€30MMaCHOCTH, OXBAThIBAIOT OIPOMHBIN KPYT BOIPOCOB — OT
COBEPILICHCTBOBAHUS MPABOBOM W HOPMATHBHON 0a3bl, 10 KOHKPETHBIX MEpP, B TOM
YHCIIC COBEPIICHCTBOBAHUEC WH(POPMAIMOHHOW MOAJNEPKKA CHUCTEMBI U BHEAPCHHUS
COBPEMEHHBIX TEXHUUECKUX CPEJICTB.

B 3agady DUCHUIUIMHBI BXOJUT MO3HAKOMHUTH CTYJIEHTOB C COBPEMCHHBIM
COCTOSTHUEM  OOeclieYeHHMsT ~ pa3IMYHBIX  HampaBJICHUH  WH(DOpMAIMOHHON
0€30MacHOCTH.

3aiagyamMul OCBOCHHMSI TUCITUTUIMHBI SIBIISTFOTCS

— OCBOeHHE 0a30BOM TEPMHUHOJIOTHH, UCIOJIB3YIONIeCs B chepe obecredeHus
nH(OPMAITMOHHON 6€30MaCHOCTH;

— OCBOCHHE HOPMATHBHO-IPABOBON 0a3bl MO 0OecreueHHI0 MH(POPMALIMOHHON
0e301acHOCTH;

— (¢opMHpOBaHKE 3HAHUI O CTPYKTYPE M OCHOBHBIX TPEOOBAHUIX CTAaHIIAPTOB, B
chepe uHpopMaMOHHON OE30MaCHOCTH;

— (opMuUpOBaHKE TPEACTABICHUNA O MeXaHU3MaxX (OPMHPOBAHUS TOJUTHKU
uHGOPMAIMOHHON OE30MaCHOCTH.

JucuumirHa obecrevynBaeT IMOATOTOBKY OOYyYaloIIerocs K PpEIIeHUI0 3a/1ady
po(heCCHOHATLHOW  JEATSIIbHOCTH ~ OpTaHU3aIMOHHO-YIIPABICHYECKOTO, HAy4HO-
UCCJIeIOBATEIILCKOTO THIIA.

2 Mecro nucuuminnbl B cTpykrype OIIOII BO

Hucuumumaa — «MHbopmanimoHHass  0€30IaCHOCTBY — IMPEACTaBIsACT  COOOM
TUCITUTIINHY, OTHOCSIIYIOCS K 00s13aTenbHON YacTH bioka 1 luctummuaer (MOgysn).

JucrummHa «MHbOpManmonHas 0€30MacHOCTh» 0a3upyeTcs Ha pe3ysibTaTax
0o0ydeHMs, TTOIYICHHBIX MPU U3YUYECHUN NUCIUIUIMHBL: «YTIPABJICHUE TPAHCIIOPTHOM
0€30ITaCHOCTBIOY.

Hucrunmaa «MuabopmanmonHas 0€30MacHOCTE» SBISIETCS 00ECTICUMBAIOIIEH
JUISL  TUCIUTUIMHBL  «YTIpaBlieHHe O€30MacHOCThI0 TIOJIETOB», a TaKkKe JyIs
[ToaroToBKM K MpONEAype 3alUThl M 3aIIUThl BBIMTYCKHOW KBaJIM(UKAIMOHHOMN
paboThI.

JlucuunirHa u3y4daercst BO 2 ceMecTpe.



3 Komnerenunu oOydamwmierocsi, popmupyembie B pe3yjabTaTe OCBOEHMS
AUCUMUILTHHBI

[Iporiecc ocBOEHUSI NUCIMIUIMHBI HAmMpaBlieH Ha (OPMHUPOBAHUE CIIEAYIOIINUX
KOMIIETEHIINN:

Kon Pe3ynbrar 00y4yeHuUsi: HAMMEHOBAHUE KOMIIETEHIIMH, HHIMKATOpa
KOMITETEHIIUM/ | KOMIIETEHLIUU

WHIUKATOpa

OIIK-10 CrnocoOeH K BBISBICHUI0O W aHAJIM3y OMACHOCTEH H  yrpos,

BO3HHMKAIOIIMX B  TPOIECCe  pa3BUTUS  COBPEMEHHOTO
nH(OPMAITMOHHOTO O0IIeCTBA

OIIK-10.1 [Tporao3upyer 3¢deKTUBHOCT,  (YHKIIMOHUPOBAHHUS  CHUCTEM
obecrieueHns 0€30MaCHOCTH, OIEHUBAsI 3aTPATHl M PUCKHU

OIIK-10.2 AHanmu3upyeT yrpo3sl obOecrieueHusi 0€30MacHOCTH OOBEKTOB M
pa3pabaThIBacT METOJIbI IPOTHBOICHCTBHUS HM

OIIK-10.3 OcyllecTBIAET MNOCTPOCHHWE  KaK  OTACJIBHBIX  IPOIECCOB
yrpasiieHus: “HGOPMAIMOHHON O€30MaCHOCThIO, TaK U CHUCTEMBI
MIPOIIECCOB B 1IEJIOM

OIIK-11 CnocobeH opraHu3oBbIBaTh W oOecrnedyrBaTh  COOJIOJICHUE
OCHOBHBIX TpeOoBaHMI WHGOPMAIMOHHON 0€30MmacHOCTH, B TOM
YHCJIE 3alIUTY OXPAHIEMON 3aKOHOM TalHBI

OIIK-11.1 AHanu3upyeT  HampaBJeHHs  pa3BUTUA  HUH(OPMALMOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJIOTHH 00BEKTa 3alIUT

OIIK-11.2 AHanuzupyer TEKylIEe COCTOSIHUE uH(pOpMaITMOHHOM
0e30MacHOCTH Ha MPEANPUITUH C LIEJbI0 pa3pabOTKu TpeOOBaHUIA
K pa3pabaThiBa€MbIM IpOIECCaM YMPaBlICeHUs HHPOPMALUMOHHOM
0€30MacHOCThIO

OIIK-11.3 [Ipumensier MPOLIECCHBIN MOJX0/1 K YIIPaBJICHUIO
UHPOPMAIIMOHHON 0€30MacHOCThI0O B cdepax JesATeIbHOCTH
00J1acTH a3pOHABHUT AN

[InaHnpyemble pe3yabTaThl U3YYEHUs TUCLUIUINHBIL:

3HaTh:

— OCHOBHBIE TIYTH M METOABI PEIICHUS 3aJad B OOJACTH CO3JaHUS PEeKHUMa
UHPOPMAITMOHHOK 06€30MMaCHOCTH CHCTEM aBTOMAaTH3allMK BO3AYIITHOTO TPAHCIIOPTA;

— TpeOOBaHMS HOPMATUBHO-TIPaBOBOM 0a3pl B oOsactu obecrieyeHus
WHGOPMAIMOHHOK 0€30MacCHOCTH Ha MPEANPUATHAX TPAKIAHCKON aBHAIINH;

— OCHOBHBICE BO3MOXHOCTH W XapaKTEPUCTUKH TMPOTPAMMHBIX CPENICTB
oOecrieueHus 3alUThl HH(OPMAIUH.

YMeTs:




— ONpeIeNiATh «y3KHE» MecTa B CHCTeMe oOecreueHus HH(OPMAIMOHHON
0€30I1acHOCTH, U TpeJIaraTh IyTH UX YCTPAHCHUS,

— TIPaMOTHO OAKCIUTyaTUPOBaTh TPOTPaAMMHBIC CpEACTBAa HH(OOPMAIMOHHON
0e301acHOCTH.

Bnaners:

—  METOOUKOW pa3pabOTKU ¥  BHEAPEHUS CUCTEM HHGPOPMAIIMOHHOMN
0€30MacHOCTH B CTPYKTYPHBIX MOAPA3ACIICHUSIX CHCTEMbI BO3AYIITHOTO TPAHCIIOPTA;

— TMpPOTPaMMHBIMH  CpPEACTBAMH 3aIllMThl HMHPOpMANUU TpU paboTe C
KOMITBIOTEPHBIMU CHCTEMaMH, BKJTFOYAs IPUEMBI aHTUBUPYCHOM 3aIIIUTHI.

4 O0beM IMCHUILIMHBI M BUbI Y4eOHOH padoThl

OO6mast TpyJI0eMKOCTh JUCHUIUIMHBI COCTABJISCT 2 3aYCTHBIX CIUHHIBI 72
aKaJeMUYECKUX Yaca.

Haunmenosanue Beero Cemectp
4acoB 2
OO6m1ast TPy I0EMKOCTh JUCHUILIMHBI 72 72
KonrtakTtHas paboTa 8,3 8,3
JICKIIHNH, 4 4
IPAKTUIECCKUE 3aHITH, 4 4

CEMUHApBHI,

71a00paTOpHBIE PAOOTHI,

KypCOBO# MpoeKT (paboTa)

JPYTHUE BUbI aYAUTOPHBIX 3aHITHM.

CamocTosiTenbpHast paboTa CTyIeHTa 55 55

KoHTpoJibHbIe paboThl

B TOM YHCJIe KOHTaKTHas paboTa

[TpomMexyTouHas aTTeCTalUs 9 9
KOHTaKTHas paboTa 0,3 0,3
CaMOCTOSITEJIbHAs padoTa IT0 TIOJITOTOBKE K 3a4eTy 8,7 8,7

3auer 3auer




5 Conep:xanne TUCHUILIAHBI

5.1 CooTHeceHust TeM (pa3aesioB) JMCUUILIMHBI M (pOPMHUPYEMBbIX KOMIIETEHIUH

AN e Y N
S| o || = | = | — (Obpa3oBare-
TEMBI, PA3/IEJIbI JUCLHUILTMHBI KOMMECTBO| & | & | 5 5| S| 2 | mpmme  [PRCHOUHBIC
) < I R R =~
YACOB = =al=il= = = TeXHOIOTHH CpcacTBa
O] 0|0l 0|0 |O
Tema 1. O6m1Me noHsATHS 00 HHPOPMAIIMOHHOM BK, JI,
11.5 + | + v
0€30MacCHOCTH. CPC
Tema 2. YpoBHu obecnieuenust MupopmarmonHoi 10,5 4 |+ |+ |m3cpe v
0€30MacHOCTH
Tema 3. Yrpo3sl HHPOPMAIIMIOHHOM 11,5 . n 4 JL, CPC v
0€30MacHOCTH.
Tewma 4. TaKCOHouMI/m KpUTEPUEB 9.5 4 + |cpe v
nHGOPMaIMOHHON 0€30MaCHOCTH.
Tewma 5. [IpoTuBoAcHicTBHE 9.5 I CPC v
HECAHKIIMOHUPOBAHHOMY MEKCETEBOMY JOCTYITY.
Tema 6. BpetoHOCHOE IpOrpaMMHOE
obecnieuenue. CpencrBa 60pbObI C BPEJOHOCHBIM 10,5 + | + + | 113, CPC Y
I10
[TpoMexxyTouHasi aTTeCTalMs 9 + [+ [+ |+ |+ [+ |[CPC 3ayet
HWTOro no JUCHUIIJIMHE 72

Coxpamenusi: JI — nexkuus, [13 — npaxktuueckue 3anarusa, CPC — camocrositenbHas pabota cryaenta, BK — Bxoanoi
KOHTpPOJIb, ¥ — YCTHBIA OIPOC.



5.2 Tembl (pa3aesbl) TUCUMIIIMHBI U BUABI 3AHATHI

Bcero
HaumMenoBanue paznesa IUCIUTLIMHBI JI 13 | CPC YACOB
Tewma 1. O6mme nouaTust 00 HHGHOPMAITMOHHON
2 9,5 11.5

0€30I1aCHOCTH.
Tema 2. YpoBHU obecrieueHus

- 2 8,5 10,5
NudopmarimonHoi 6€301MacHOCTH
Tema 3. Yrpo3sl uHGpOpMaAITMOHHOMN ) 9.5 11,5
0€30MacHOCTH.
Tewma .4. TakcoHOMUS KpUTEPHEB 9.5 9.5
nH()OpPMAITMOHHOM 0€30MTaCHOCTH. ’ ’
Tema 3. [IporuBoxnericTBre
HECAaHKIIMOHUPOBAHHOMY MEXKCETEBOMY 9,5 9,5
JOCTYIIY.
Tema 6. BpenoHocHOe porpaMmMHOE
obecneyenue. CpencrBa 60pbObI C BPEOHOCHBIM 2 8,5 10,5
10
HTOro: 4 4 55 63
IIPOMEXYTOUYHAS ATTECTALUS: 9
BCET0 1o JUCHUIIJIMHE: 72

5.3 Conep:kaHue QM CHUNIMHBI

Tema 1. O0mue nosaTHsA 00 HHPOPMALMOHHOI 0€30IIACHOCTH.

3HaueHue HMHQPOPMAILMOHHON OE€30MacCHOCTH KOMITBIOTEPHBIX CHCTEM IS
CTaOUIBLHOTO  (PYHKIMOHUPOBAHUS MPEANPUSTHN UM OpraHu3aldil  CHCTEMBI
BO3AYIIHOTO  TpaHCIOpTA. Onpenenenne  TOHATUA «uH(pOpMaIOHHAS
0€30MacHOCTbY, MPAKTUYECKUE aCTIEKThl MH(HOPMAIITMOHHON O€30IaCHOCTH.

Tema 2. YpoBuu o0ecnieuenusst UudpopmanuonHoii 6e30macHoOCTH

3aKOHO/IATENbHBIN, aJIMUHUCTPATUBHBIN, MPOLUEAYPHbII M MOPOrpaMMHO-
TEXHUYECKUH YpOBHU oOecrnedeHus MHPOpMaluuoHHON Oe3omacHocTu. [lonmmthka
MH(OPMAIMOHHOW 0€30MaCHOCTH MPEITPHUSATHU.

Tema 3. Yrpo3sl nHpOPMaIITHOHHOI 0€30MMaCHOCTH
Knaccudukanms wu  anamm3  yrpo3  MHGOPMAIMOHHOW  0€30MacHOCTH
KOMITBIOTEPHBIX cucTeM. O1eHKa yrpo3 HHGOPMAITMOHHONW O€30MaCHOCTH.

Tema 4. TakcoHoMUsI KpuTepUeB HHPOPMALMOHHOI 0€30IACHOCTH
«OpanxkeBasi KHUTa», €€ 3HAYCHUE W COAEpkKaHhe. MeXaHu3Mbl CO31aHud U
NOAACP>KaHUS HAJEAKHON BEIYMCIUTEIHHOM Oa3bl.



Tema S. IlporuBogelcTBHE HECAHKIMOHUPOBAHHOMY MEKCETEBOMY
AOCTYIY

OranoHHas MOJENb B3aUMOJECHCTBUS OTKPBITBIX CHCTEM: €€ Ha3HaueHHE M
¢yskmonupoBanre. KOMIUIEKCHBI MEXCETeBOM SKpaH, COCTaB, Ha3HAYCHHE
COCTaBJIAIOIIUX 3JIEMEHTOB.

Tema 6. BpenonocHoe nporpammtHoe obecnedueHue. Cpeacrsa 00pb0ObI ¢
BPEIOHOCHBIM ITPOrPAMMHBIM O0ecneuYeHueM

Kinaccudukanust BpeJoHOCHOTO MporpaMMHOTo obecrieueHus. KoMrbroTepHbie
BUPYCHI, TPOSHCKHE TIPOTPaMMBI, CETEBBIC KOMIILIOTEPHBIC YEpPBH, M JPYroe
BpPEJOHOCHOE NporpaMmHoe obecneyenue. Krnaccudukamus cpeactB OOpbObI ¢
BPEJOHOCHBIM IPOTPAMMHBIM 00CCTICUCHHUEM.

5.4 TlpakTyeckue 3aHATUA (CEMUHAPHI)

Howmep temsbl TemaTrka MpakTUYECKUX 3aHITUI e?;;ii;
JTUCITUTITHBI (cemuHApOB) (sace)
2 YpoBHu obecnieuenust MudopmaimonHoi 6€30nacHOCTH 2
6 Bpenonocnoe mnporpammHoe obOecneuenue. Cpeactsa )
060pbObI ¢ BpesoHOoCHBIM 10
WToro no nucuuiinHe 4
5.5 JIaGopaTOpHBbIi NPAKTUKYM
JlabopaTopHBIil MPAKTUKYyM y4€OHBIM IJIAHOM HE TIPETyCMOTPEH.
5.6 CamocrosiTesqibHass padora
Howmep Temsl . Tpyno-
S —— Bubl camocToATeIsHOM pabOThI €MKOCTb
(dacel)
1 CaMocTosITEeNbHOE OBJIQJICHUE CTYyACHTAMH MaTepuaia 9.5
TeMbl. [4] ’
CaMocTosITENbHOE OBJIJICHUE CTYACHTAMH MaTepuaia
5 TeMbI [2, 5] 25
BrimonHeHune 3aqanus B COOTBETCTBUH C HHCTPYKIMSIMHU U ’
METOJIMYCCKUMU YKa3aHHUSIMHU TPEToaBaTeIs
CaMoCTOsTeIPHOE OBJIQJICHUE CTYACHTAMH MaTepHuaa
3 temsl [1,2,3] 9.5
BrImtotHeHHE 3a7]aHUST B COOTBETCTBUU C HHCTPYKIIUSIMH H ’
METOJIMYCCKUMU YKa3aHHUSIMU TPEToaBaTes
4 CaMocTosITeNbHOE OBJIQJICHUE CTYyACHTAMH MaTepuaia 9.5
TeMmbl [3] ’




Homep TeMbl y Tpyno-
S —— Bunpl camocToaTensHO# paboTh €MKOCTh
(dacsl)
BrimonHeHue 3aqanus B COOTBETCTBUH C HHCTPYKIIUSIMHU U
METOJIMYECKIMU YKA3aHUSIMU TPETIOaBaTeNs
CaMoCTOsTeIPHOE OBJIQJICHUE CTYACHTAMH MaTepHuaa
5 Tembl [2,4] 9.5
BrImtotHeHHE 3a7]aHUST B COOTBETCTBUU C HHCTPYKIIUSIMH H ’
METOJIMYCCKUMU YKa3aHHUSIMHU TPEToaBaTes
CaMocCTOsITEIPHOE OBJIQJICHUE CTYyACHTAMH MaTepuaia
6 Tembl [ 1,3] 25
BrimonHeHune 3aqanus B COOTBETCTBUH C HHCTPYKIUSIMHU U ’
METOJIMYECKIMU YKA3aHUSIMU MPETOAaBaTENs
Bcero: 55

6 YueOHO-MeTOAUYeCKOe U MH(POPMAMOHHOE ol0ecredyeHue TUCHMIIMHBI
(MoayJin)

a) OCHOBHAas JIMTepaTypa:

1. Epoxun B.B. be3omacHocTh MH(DOPMAIMOHHBIX CHCTEM [DIJIEKTPOHHBIM
pecypc] : yaeonoe nocodbue / B.B. Epoxun, JI.A. Iloronsimesa, N.I'. Ctenmuenko. —
OnekTpoH. maH. — Mocksa : @JIMHTA, 2015. — 182 c. — Pexum pgoctyna:
https://e.lanbook.com/book/62972

2. 3ansekabix  B.A.  DOKcnepTHbple  CHUCTEMbl KOMIUIEKCHOM — OLICHKH
0€30MacHOCTH aBTOMATU3UPOBAHHBIX WH(MOOPMAIIMOHHBIX U KOMMYHUKAIIMOHHBIX
cucteM [DNEeKTpOHHBIN pecypc] : yuebHo-MeToanueckoe mocobue / B.A. 3amspkHbIX,
A.B. T'upuk. — DnektpoH. gad. — Cankrt-Ilerepoypr : HUY UTMO, 2014. — 136
c. — Pexxum pocrtymna: https://e.lanbook.com/book/71193.

0) 10MOJIHUTEILHAS JIUTepaTypa:

3. boungapes B.B. Bseaenne B uH(}OpManumoHHYH0 0€30MaCHOCTH
ABTOMATU3UPOBAHHBIX CHUCTEM [DJIEKTPOHHBIN pecypc| : METOAUYECKHE YyKazaHus /
B.B. bonnapes. — OnektpoH. nan. — Mocksa: MI'TY um. H.O. baymana, 2016. —
250 ¢. — Pexxum pocryma: https://e.lanbook.com/book/103554.

4. MeabnukoB [I.A. NudopmarmonHas 06e30MaCHOCTb OTKPBITBIX CHUCTEM
[DnexTpoHHBIN pecypce] : yueonuk / JI.A. MenbHUKOB. — DJeKTpoH. JaH. — MockBa
: ®JIMHTA, 2014. — 448 c¢. — Pexum goctyna: https://e.lanbook.com/book/48368.

5. Jesnun ILLH. Mogenun 06€30MacHOCTH KOMIIBIOTEPHBIX CHCTEM.
VYrpaBiaeHue 10CTyrnoM M MH(POPMAIMOHHBIMHU MOTOKaMU [DIEKTPOHHBIM pecypc]:
yueOHo-MeTonnyeckoe mocobue / I[1.H. JleBstHua. — DnektpoH. gaH. — Mocksa:
l'opsuass  nmuaumsa-Tenekom, 2012. — 320 c¢. — Pexum  pocryna:
https://e.lanbook.com/book/5150.




B) MepevyeHb pecypcoB MH(OPMANMOHHO-TEJIEKOMMYHUKAIMOHHOW CeTH
«HHTEpHET»:
https://www.intuit.ru/studies/courses/10/10/lecture/296?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/302
https://www.intuit.ru/studies/courses/3649/891/lecture/32336?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/306
https://www.intuit.ru/studies/courses/10/10/lecture/310
https://www.intuit.ru/studies/courses/10/10/lecture/312
https://www.intuit.ru/studies/courses/10/10/lecture/300
https://studref.com/325272/informatika/klassifikatsiya_ugroz_informatsionnoy
_bezopasnosti#846
http://protect.htmlweb.ru/orangel.htm
https://studfiles.net/preview/3103252/page:8/
https://www.kazedu.kz/referat/84974/4
https://www.kazedu.kz/referat/84974/5
https://www.kazedu.kz/referat/84974/8
https://ocompah.ru/razlichie-mezhdu-kompvyuternyj-virus-cherv-troyanskij-
kon.html
http://old.intuit.ru/department/security/antiviruskasp/2/
http://old.intuit.ru/department/security/antiviruskasp/2/2.html#sect3
http://old.intuit.ru/department/security/antiviruskasp/5/
http://old.intuit.ru/department/security/antiviruskasp/6/
http://old.intuit.ru/department/security/antiviruskasp/7/
https://www.itweek.ru/security/article/detail.php?ID=104405
https://studfiles.net/preview/5282711/
http://routeworld.ru/80-model-vzaimodeystviya-otkrytyh-sistem-osi.html
http://citforum.ru/nets/protocols/1_01_02.shtml
https://studfiles.net/preview/5970826/page:56/
https://studfiles.net/preview/5970826/page:57/
https://studfiles.net/preview/5970826/page:58/
https://studfiles.net/preview/5970826/page:59/
http://ypn.ru/322/osi-depended-firewall-functioning-features/
https://vuzlit.ru/986869/protivodeystvie _nesanktsionirovannomu_mezhsetevo

mu_dostupu

r) mnporpaMMHoe oOecnedeHue (JMIEH3MOHHOE), 0a3bl JIAHHBIX,
HH(OPMAINMOHHO-CIIPABOYHbIE M MOMCKOBbIE CHCTEMBI:

1. Ckanep ys3Bumocteit XSpider dupmsl Positive Technologies ;

2. KommiekcHast cuctema KoOHTpoJist 3amuiiénHocty MaxPatrol 8 dupmsl
Positive Technologies;

3. AntuBupycHslii naket Kaspersky Endpoint Security Standard for Windows.


https://www.intuit.ru/studies/courses/10/10/lecture/296?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/302
https://www.intuit.ru/studies/courses/3649/891/lecture/32336?page=1
https://www.intuit.ru/studies/courses/10/10/lecture/306
https://www.intuit.ru/studies/courses/10/10/lecture/310
https://www.intuit.ru/studies/courses/10/10/lecture/312
https://www.intuit.ru/studies/courses/10/10/lecture/300
https://studref.com/325272/informatika/klassifikatsiya_ugroz_informatsionnoy_bezopasnosti#846
https://studref.com/325272/informatika/klassifikatsiya_ugroz_informatsionnoy_bezopasnosti#846
http://protect.htmlweb.ru/orange1.htm
https://studfiles.net/preview/3103252/page:8/
https://www.kazedu.kz/referat/84974/4
https://www.kazedu.kz/referat/84974/5
https://www.kazedu.kz/referat/84974/8
https://ocompah.ru/razlichie-mezhdu-kompyuternyj-virus-cherv-troyanskij-kon.html
https://ocompah.ru/razlichie-mezhdu-kompyuternyj-virus-cherv-troyanskij-kon.html
http://old.intuit.ru/department/security/antiviruskasp/2/
http://old.intuit.ru/department/security/antiviruskasp/2/2.html#sect3
http://old.intuit.ru/department/security/antiviruskasp/5/
http://old.intuit.ru/department/security/antiviruskasp/6/
http://old.intuit.ru/department/security/antiviruskasp/7/
https://www.itweek.ru/security/article/detail.php?ID=104405
https://studfiles.net/preview/5282711/
http://routeworld.ru/80-model-vzaimodeystviya-otkrytyh-sistem-osi.html
http://citforum.ru/nets/protocols/1_01_02.shtml
https://studfiles.net/preview/5970826/page:56/
https://studfiles.net/preview/5970826/page:57/
https://studfiles.net/preview/5970826/page:58/
https://studfiles.net/preview/5970826/page:59/
http://ypn.ru/322/osi-depended-firewall-functioning-features/
https://vuzlit.ru/986869/protivodeystvie_nesanktsionirovannomu_mezhsetevomu_dostupu
https://vuzlit.ru/986869/protivodeystvie_nesanktsionirovannomu_mezhsetevomu_dostupu

7 MarepuajibHO-TEXHUYECKOE o0ecneyeHne U CIUIIMHBI (MOLYJIA)

JIJIs  yCHENIHOTO OCBOCHUS JIUCIUILTUHBI HEOOXOIUMO HUMETh ayJIUTOPHIO,
000pyI0BaHHYIO:

- MyJIbTUMETUHHBIMU CPEJICTBAMU;

- TUTaKaTaMH, CTEHJAMH [0 TEMATUKH JUCIUIUIMHBI (WIH TPE3CHTAlUUA C
uHpOpMaIHel TI0 TEeMaTHKH JTUCITUTUIAHBI);

- BUIe0 OMOIMOTEeKOH (BUACO3AMMCH YUCHHH U TPEHUPOBOK, BUACODUIBMBI 110
TEMaTHKE JUCIUILINHBI);

- HalIAIHBICE IIOCOOMS, HEOOXOIHMMBbIC JUIs TMPOBEACHUS 3aHATHH II0
JTUCIUILIAHE.

8 O0pa3oBaresbHbIe M HHPOPMALMOHHBIE TEXHOJIOTHU

BxoaHo#i KOHTPOJbL TPOBOAUTCS B (OpME YCTHBIX OINPOCOB C IIEJIBIO
OLICHUBAHUs OCTATOYHBIX 3HAHUM 10 PaHEE U3YUECHHBIM JUCLUUIIIIMHAM WJIU Pa3aesiam
U3y4aeMOU TUCLIUTIIINHBL.

[Ipy M3y4eHUH ITUCLUILIMHBI HCIOJIb3YIOTCS KaK TPaJAULMOHHBIE JEKIHH, TaK
Y UHTEPAKTUBHBIE JICKLUU.

HNHTepakTHBHBIE JEKIUHM IIPOBOJSATCS B HECKOJIBKUX BApUAHTAX

-npo0JieMHas1 JIeKIMS HA4YMHAETCS C IIOCTAHOBKM IHPOOJIEMBI, KOTOPYIO
HEO0OXOJMMO PELIUTH B MPOLECCE U3II0KEHUS MaTeprara.

-J1eKUMA-BU3YAJIM3AUMSA YYUT CTYJEHTOB NpeoO0pa3oBbIBaTh YCTHYIO U
NUCbMEHHYIO HWH(OpPMAIMI0O B BHU3yalbHYI0 (opmy, 4Yro (QopMuUpyeT y HHUX
npo(EeCCHOHAIEHOE MBILIUIEHUE 3a CYET CHCTEMaTH3allud W BbIJAEICHUS Hanboee
3HAYMMBIX, CYIIIECTBEHHBIX AJIEMEHTOB COJCPKAaHUS O0yUEHUSI.

- Jleknus-0eceaa IpeanogaracT HEMOCPEACTBEHHbIM KOHTAKT MpernogaBaTess
C ayJIuTOpuell, MO3BOJSET NpUBJIEYb BHUMAaHHE CTYACHTOB K HauOoJiee Ba)KHBIM
BOIPOCAaM TEMBbI, BOBJIEUb B JIBYyCTOPOHHUI OOMEH MHEHUSIMU, BBIICHUTh YPOBEHb UX
OCBEIOMJICHHOCTH IO paccMaTpuBaeMoOil TeMe, CTENeHM HUX TOTOBHOCTH K
BOCHPUATHIO TOCIEAYIOIIET0 MaTepuayia, MO3BOJISIET aJpecoBaTh BONPOC K
KOHKPETHOMY CTYJEHTY, CIIPOCUTh €T0 MHEHHE 10 00CyXkAaeMoll mpodieme.

-lekuus-auckycens.  IlpernonaBarens Npu U3JIO0KEHUM  JIEKIIMOHHOTO
MaTepuana He TOJbKO MCIOJIb3YEeT OTBETHI CTYJIEHTOB Ha CBOM BOIIPOCHI, HO H
opraHu3yeT CBOOOJHBIH OOMEH MHEHHSIMH B HWHTEpBalaxX MEXJy JIOTMYECKHUMH
pazzenamu.

HpaKTH‘leCKHe 3aHATHA IIPOBOAATCA C HMCIIOJIBb30BAHUEM CIICHHAJIBbHBIX
KOMIIBIOTCPHBIX IIPpOTrpaMM HW MPCAHASHAYCHBI OJIs1 3aKPCIUICHUA I10JIYHYCHHBIX
3HaHI/II\/’I, a TaKXKe BBIpa6OTKI/I H€O6XOI[I/IMBIX YMCHI/IfI 1 HAaBBIKOB.

I/IHTepaKTI/IBHOC IMPAKTHIECCKOE€ 3aHATHEC IIPOBOAUTCA C HCIIOJIb30BAHUC
CpCacTB BBIYHCJINTCIbHON TEXHUKHU U CrIcOuaJIbHOI'0 IMMpOrpaMMHOI0 O6CCHC‘ICHI/I$I, 141
npeamnoJgaracT BbIIIOJIHCHHUC BbIJAHHBIX KOHKPCTHBIX Sa,Z[aHI/IfI.
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CamocrosiTesibHasi padoTa CTyAeHTa MPOBOJUTCA C LETbI0 3aKpervieHUus U
COBEPIICHCTBOBAHUSI OCBAaMBAEMbBIX KOMIICTCHIIMM, TMpPEANoJiaraeT COYETaHHE
CaMOCTOSITEJIbHBIX TEOPETUYECKUX 3aHSATUA U CaMOCTOSITEIbHOE BBINOJHEHHE
MPAKTUYECKUX 3a/IaHUH, OTIMCAHHBIX B PEKOMEHI0BaHHOM uteparype [1,2].

9 ®oHA OLEHOYHBIX CPEACTB [JI NPOBEACHHMS TeKYILIero KOHTPOJIA
yCIIEBAEMOCTH ¥ NPOMEXYTOYHOH aTrrecTaiMd MO0 HWTOraM OCBOCHHUA
AUCHUTIIMHBI

9.1 BajnbHO-pedTHHIOBAas] OLIEHKA TEKYILIero KOHTPOJIS yCIeBaeMOCTH
U 3HAHUM CTYACHTOB

bannpHO-peUTUHIOBAas OLIEHKA TEKYIIErO KOHTPOJIS YCIEBAEMOCTH W 3HAHUU
CTY/JICHTOB y4eOHBIM INIAHOM HE MPETyCMOTPEHA.

9.2 MeToauueckue peKOMEHJAUM MO TMPOBEAEHUI0 TMPOUEeAYPbI
OLlCHUBAHUS 3HAHMHA, YMEHMH M HABBIKOB U (MJIM) ONBITA [AeSITeJbHOCTH,
XapaKTepHU3YIOLIHUX ITanbl (POPMUPOBAHUA KOMIIETCH M H

B npouecce mnpenomaBaHus —JUCHUIUIMHBL  JJI1  TEKYIIETO  KOHTPOJS
00y4Yaroumxcsi UCHOJIb3YIOTCS CIIETYIOIINE (POPMBI:

- TECTUPOBAHUE IO TEMAM;

- pelIeHre TUMOBBIX CUTYAIIMOHHBIX 33/1a4 HA IPAKTUYECKUX 3aHATUSX;

- BBIMIOJIHEHUE TUCbMEHHOMN ayAIMTOPHON paboTHI.

Tecmuposanue:

TecT cunTaeTcss 3auTE€HHBIM MpU Haauuuu Oosjee 60% mNpaBUIBHBIX OTBETOB.
TecT cunTaeTcs He 3a4TEHHBIM IIPU HATUUYUKM MeHee 60% TMpaBUILHBIX OTBETOB.

Pewenue cumyayuonnvix 3a0au (KpUTEpUH ):

oOydJaronuiicss  caMOCTOSATENLHO  MPaBUJIBLHO  pemiaeT  3aaady,  JaeT
000CHOBAHHYIO OIICHKY TI0 UTOTY PEIICHHUS,

o0yyJaronuiicss OTKa3bIBACTCSI OT BBIMOJHEHHS 3aJlayd, WM HE CIIOCOOCH ee
pELIUTh CAMOCTOSITENIbHO, a TaKX€ C IOMONIbI0 TMpenojaBaTens (B ciaydae
HETMOJATOTOBIICHHOCTH IO W3YyYE€HHBIM TeMaM, UMEIOIIUM OTHOIIEHUE K PELICHUIO
JTAaHHOM 3a/1a4M).

Iucvmennas ayoumopnas paboma (KpUTEPUH ):

00yUaroIIUiics MPaBUIBLHO pEIIaeT 3ajady, C/laeT €€ BOBPEMs MO0 OKOHYAHUU
3aHSTHUSA MPETOJaBaTelNI0, JaeT 00OCHOBAHHYIO OIIEHKY 10 UTOTY PElIeHUS;

00yUaroINIiCs OTKAa3bIBACTCS OT BBHIMIOJHEHUS 3aJa4d, WU HE CIOCOOEH €€
pELIUTh CaMOCTOSITEIbHO, a TaKXe C IOMOIIbI0 TMpenojaBaTens (B ciaydae
HEIMOATOTOBJIICHHOCTH 0 W3YyYE€HHBIM TEMaM, UMEIOIIUM OTHOIIEHUE K PELICHUIO
JTAHHOM 3a/1a4M).

[To uToram ocBO€HMS TUCIMUILIMHBI TPOBOAUTCS MPOMEKYTOUHAS aTTECTAIH.

OCHOBHBIMHM JIOKYMEHTaMH, PETJIaMEHTUPYIOIIUMH TMOPSJA0K OpraHu3aluu H
MPOBEICHUS TEKYIIEr0 KOHTPOJS YCIEBAEMOCTH M NPOMEKYTOYHOH aTTecTaluu
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ctyaeHToB, oOyuaromuxcs B ['YI'A sBusaworcsa: ycra CIIOIY T'A, ydeOnas
mporpaMMa IO COOTBETCTBYIOUIEMY HAMNPABICHUIO TMOJATOTOBKM MAarucTpoOB,
[Tonoxenue o OaTBHO-PEUTHHTOBOM CHCTEME OIICHKA 3HAHUNW M O00ECTICUCHHS
KauecTBa yueOHoro mpomecca B ' YT'A.

Ha mepBoM 3aHsTHM mpemojaBareib TOBOJUT IO CBEJACHUS OOYyYarOUUXCs
rpaguK TEKYyIIeT0 KOHTPOJS OCBOCHHUS NUCIMIUIMHBI U KPUTEPUU OIEHKH 3HAHHM
IIPY TEKYLIEM KOHTPOJIE YCIIEBAEMOCTH, a TAKXKE CPOKHU U YCIIOBUS MPOMEKYTOUHOM
aTTECTAlUH.

DK3aMEH SIBISIETCS 3aKIIOUYUTEIBHBIM ITAIIOM W3YYE€HUS AUCUUIUIMHBI U UMEET
LEJIbI0 MPOBEPUTHh M OLECHUTH YPOBEHBb IMOJYYEHHBIX CTYJICHTAMU 3HAHUW, YMEHUE
MPUMEHATh HMX K PEIICHUI0 MPAKTUYECKUX 3a/]a4, OBJIAJICHUE NPAKTUYECCKUMHU
HaBbIKaMU B 00beMe TpeOboBaHU 00pa30BaTEIbHON TPOrpaMMbl Ha IPOMEXKYTOUYHOM
sTarne GopMHUPOBAHUS KOMIIETEHIIUN.

3a4yeT MPUHUMAETCS JIEKTOPOM, BEAYIIUM 3aHATHS B JAHHOM TpyMIe MO JaHHOU
JUACIUILUIAHE.

9.3TeMbl KypCOBBIX padoT (MPOEKTOB) MO AUCHHUILJIMHE
KypcoBbie poeKThI HE IPETyCMOTPEHBI

9.4 KoHTpoJsibHBIE BONPOCHI IJIs1 NMPOBEJEHHUS BXOJHOI0 KOHTPOJIA
OCTATOYHBIX 3HAHMI 110 00ecIeYNBAIIINM IUCUUILINHAM

[To nucuumiMHe «YpaBieHre TPAHCIIOPTHON 0€30MaCHOCThION:

1. OO1uee moHsTHE OE30IIACHOCTH.

2. OCHOBHbIEC MPUYMHBI, BHI3BIBAIOIIME BO3pACTaHHE 3HAYEHUS OE30MaCHOCTH
P® B coOBpeMEHHBIX yCIOBUSIX.

3. OcHOBHBIE JOKYMEHTBI, OMpEACNAIOIINE NOHATUA «Oe30macHOCTh PDy» u
«HallMOHAJIbHAA 0€e301acHOCTh PDy.

4. OcHOBHbIE TEPMHUHBI U ONpEACNICHUs, CBI3aHHbIE C MOHATHEM 0€30MacHOCTH
Ha TPAHCIOPTE.

5. IloHATHE KOMIUIEKCHOW CHCTEMBI 00eCTieueHuUsT O€30MaCHOCTH.

6. OCHOBHbBIEC HaIpaBJIEHUS HOPMATUBHO-NPABOBOM NE€ATEIBHOCTH B 00JIACTH
obecrieueHrs 0€30MaCHOCTH Ha TPAHCIIOPTE U UX XAPAKTEPUCTHUKA.

7. OCHOBHbBIE HAINPABIECHUS OPTaHU3ALUOHHONW NESITEILHOCTU MO 00€CIeUEHUIO
0€30MacHOCTH Ha TPAHCIIOPTE U UX XapAKTEPUCTHKA.

8. OCHOBHbIE  OpraHM3alMOHHbIE  337aud  CYOBEKTOB  TPAHCIOPTHOU
UHPpACTPpyKTypbl 1O oOeclneuyeHuto O€30MacHOCTU Ha TPaHCHOpPTE U HUX
XapaKTEePUCTHKA.

9. Tlonsitue Mojeneir 0OBEKTOB, MPOIECCOB M CUCTEM UX KiIaccuPUKanus u
TpeOOBaHUS K HUM.

10. Ha3HaueHne Moaenei.
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9.5 Iloka3areyid, KpUTEPUH, ONIMCAHHUE IIKAJIbI OLIEHUBAHUSA

IlokazaTenu orieENBaHUA

Kpurepun ouenuBanus

3HAaTB:

- OCHOBHBIE TIyTH ¥  METOJbI
pemnieHuss 3amad B 00JIaCTH  CO3JaHUs
pexuma UHOOPMAITMOHHON

0€30MacHOCTH CHUCTEM aBTOMAaTH3aIlH
BO3/YIITHOTO TPAHCTIOPTA,

- TpeOoBaHUS HOpPMAaTHUBHO-
MpaBoOBOM 0a3bl B 00JIACTH OOECIEeUeHHS
uHPOPMAIIMOHHONW  O€30MacHOCTH  Ha
MPEANPUATUSX TPAXKIAHCKON aBUAIINN;

- OCHOBHbIE  BO3MOXXHOCTH U
XapaKTepUCTUKU TMPOTPaMMHBIX CPEJICTB
oOecrieueHus 3a1uThl HH(OOPMALIUH.

Hepe‘-II/ICJIeHI/Ie, CpaBHCHHUC MCTO/I0B
peuicHus 3aaa4 B o0acTu cO3aaHusAd

pexuma uH)OpMaAITMOHHON
0€e30MaCHOCTH CUCTEM aBTOMATHU3AI[UU
BO3JIYITHOTO  TPAaHCHOPTa, OCHOBHBIX

XapaKTEepUCTHK MPOTPAaMMHBIX CPEICTB
oOecrieueHus 3auThl THHOPMALIHH.

Amnanus, COIOCTaBJICHUE
TpeOOBaHUIT HOPMATUBHO-IIPABOBOM 0a3bl
B o0nactu oOecrniedeHus
MH(POPMALlMOHHONW  O€30MacHOCTH  Ha

MPEIPHUATHIX TPaXKTaHCKON aBUAIUH,
METOJIOB peIICHHs 3aJad B o00JacTu
CO3JIaHUS  PSKHMa WHPOPMAITMOHHON
0€30IMaCHOCTH CHUCTEM AaBTOMAaTH3AIlNHU
BO3YIITHOTO TPAHCIIOPTA.

YMeTs:

- ONpENEeNsATh «Y3KHE» MEeCTa B CHUCTEME
obecrnieueHus uH(pOpMaIIMOHHOM
0e30macHOCTH, W TpeajaraTb IMyTH HX
YCTpaHCHUS,

- IPaMOTHO AKCIUTyaTUPOBATH
IpOrpamMMHBIC cpencTBa

nH()OPMAITMOHHON O€30MaCHOCTH.

CaMOCTOATENBHOCT, B OMNpEACICHUU
y3KHX MeCTa B CHCTEME oOecTieueHus
uH(OpMaIIMOHHOM 0€30MacHOCTH,
NPEIOKCHUH ITyTH UX YCTPAHCHUS.
[Ipodeccuonanbras  TPaMOTHOCTH B
OKCIUTyaTaIlliil  MPOTPAMMHBIX  CPEJICTB
MH(GOPMAIMOHHON OE30MaCHOCTH.

Bnaners:

- METOJUKOM pa3paboTKu U BHEIPEHUs
cucteM MH(OpMaAMOHHONW 0€30MacCHOCTH
B CTPYKTYPHBIX NO/Ipa3IeNEeHUsX
CHUCTEMBbI BO3/YILIHOTO TPAHCIIOPTA;

- MPOrpaMMHBIMU CPEACTBAMHU 3allUThI
uHpopmaruu npu paboTte c
KOMITBIOTEPHBIMUA CHUCTEMaMH, BKJIIOYast
pUEMBI AHTUBUPYCHOM 3aIUTHI.

Brnagenne wmetoaukoil pa3paboTku U
BHEJIPEHUS] CUCTeM HHGPOPMAIIMOHHON
0e301acHOCTH B CTPYKTYPHBIX
MO/PA3/ICNICHUSAX CHUCTEMbl BO3AYIIHOTO
TPaHCIIOPTa;

- MOPOrpaMMHBIMHU CPEACTBAMHU 3allUThI
uHopMaru npu paboTte c
KOMITBIOTEPHBIMU CUCTEMaMH, BKJIHOYAs
npu€éMbl aHTUBUPYCHOMN 3aIITUTHI.

Omnucanue HIKajbl OLICHUBAHUA:

3ader: cpaBHMBACT METOJABI PEIICHUS 3a/lad B OOJACTH CO3JaHUS PEeKUMa
nH(OPMAITMOHHOW 0€30MaCHOCTH CHCTEM aBTOMATH3aIlM{ BO3AYITHOTO TPAHCIIOPTA,

OCHOBHBIX  XapaKTEPUCTHK
uHpopmMaruu.

POrpaMMHBIX

CpeACTB  oOecredeHUs  3alllUTh

AHaIM3UPYET, COIMOCTABIACT TpeOOBaHUS HOPMATHBHO-NIPABOBOM Oa3bl B

oOmactn obOecneyeHus

uH(pOpMAIMOHHONW  0€e30MacHOCTH  Ha

NPEANPUATUAX
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IpaXKJaHCKOM aBHAIlMU, METOJAbl pEeIeHUs 3a7ady B 00JacTH CO3JaHUsl pPEKHUMa
uH(POPMaIMOHHON 0€30MaCHOCTH CUCTEM aBTOMATH3allMK BO3AYLIHOTO TPAHCIIOPTA.

CaMoCTOATENbHO ONpenesieT y3Khue MecTa B CcHCTeMe oOOecredeHust
uHGOPMAIIMOHHON 0€30M1acCHOCTH, MpeJIaraeT MyTH UX YCTPAHECHUS.

[IpodeccnonanbHo TpaMOTHO 3KCIUTyaTUPYET MpPOrpaMMHBIE  CpEICTBA
UH(GOPMaMOHHON OE30MaCHOCTH.

Brnaneer meroamkoil pa3pabOTKu W BHEAPEHUS CHCTEM HWHGOPMAIIMOHHON
0€30MacHOCTH B CTPYKTYPHBIX MOPA3ACIICHUSIX CUCTEMbI BO3AYIIHOTO TPAHCIIOPTA;

- TOpOorpaMMHBIMHM CpPEIICTBAaMU 3aluThl HHGOpPMAIMU TMpU padoTe C
KOMITbIOTEPHBIMU CUCTEMAaMHM, BKJIIOUAs] TPUEMBI AHTUBUPYCHOM 3aIUTHI.

He 3ader: nepeuucisier MeTOIbI pelIeHUs 3a/1a4 B 001aCTH CO3/IaHUs pEKUMa
MH(OPMAIIMOHHOW 0€30MaCHOCTU CUCTEM aBTOMATH3alMU BO3AYLIHOTO TPAHCIOPTA,
OCHOBHBIE  XapaKTEPUCTUKU TMPOTPAMMHBIX CpPEICTB  OOECIEUCHMS  3alUThI
uHpopMaimu. CaMOCTOSITENIBHO HE OIpeNesieT y3KHe MeCTa B CUCTEME 00eCieueHus
nH()OPMAITMOHHON 0€30MaCHOCTH, HE TIpeAJiaraeT IyTH UX YCTPaHCHHUSI.

He Bnageer meronukoil pa3pabOTKH W BHEAPEHUS] CUCTEM HHGOPMAIIMOHHON
0€30MacHOCTH B CTPYKTYPHBIX MOAPA3ACICHUSIX CUCTEMbI BO3JIYIITHOTO TPAHCIIOPTA,
MPOTrPaAaMMHBIMH CPEJICTBAMHU 3aIIUTHl HH(DOpPMAIUU TIPU pabOTe ¢ KOMIBIOTEPHBIMHU
CUCTEMaMHM, BKJIIOUYAsI TPUEMBI AHTUBUPYCHOM 3aIUTHI.

9.6 Tumnosble KOHTPOJIbHBIC 3aJaHudA /JId TIPOBCACHUA TEKYIIETo
KOHTPOJIA U l'[pOMe)KyTOqHOﬁ aTTeCTallui 110 uHToramM oﬁyquml Io TMCIHMIIJIMHE

1. Jate onpenenenue nouaruio « MaHpopManoHHas 6€301acHOCTbY;

2. OOBACHUTH TOHATHE MPAKTUYECKOIO  acCleKTa HWHPOPMALMOHHON
0e3onacHoCTH «Jl0CTYyITHOCTBY;

3. OOBACHUTH TMOHATUE MPAKTUYECKOTO  acleKkTa WHGPOPMAIMOHHON
oe3omnacHocTH «LlenoCTHOCThY;

4. OOBACHUTH TIOHATHE TMPAKTUYECKOTO acrekTa HHGPOPMAIMOHHON
6e3onacHocTn «KoH(bUIEeHIINAaTEHOCThY,;

5. 3akoHOAaTeNbHbIN YPOBEHb 0OecreueHrss NHOPMAIIMOHHON 0€3011acCHOCTH.
Yro 310 Takoe? UTo BXOAUT B 3TO noHsATHE? [IprMephl 3aKOHOIaTENBHBIX aKTOB;

6.  AIMHUHHCTPAaTUBHBIH  ypOBEHb  oOecrieyeHuss  HUHPOPMALUOHHOM
oe3zonacHoctH. Ilonstue «llonmuTnka Oe3omacHOCTH». YPOBHU JIE€TATU3ALMH
aIMUHUCTPATUBHOI'O YPOBHS, UX COAECPKAHUE;

7. Ilporpamma Oe3onmacHocTH. E€ cMHXpOHM3AIMs C >KU3HEHHBIM ITUKIIOM
UH(POPMALIMOHHBIX CUCTEM;

8. TlpouenypHbiii ypoBeHb obecmeueHus WH(POPMAIMOHHOW O€30MacHOCTH.
Uro 310 Takoe? Kiaccel Mmep npouenypHOro ypoBHS;

9. Ilpouenypublii ypoBeHb obOecrneueHuss HHPOPMALMOHHON Oe30MacHOCTH.
VYpaBiieHHE IEPCOHAIIOM;

10. IlponenypHbiii ypoBeHb oOecrieueHUs: MH(POPMAIIMOHHOW 0€30MacHOCTH.
duznueckast 3amnura.
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11. IlpouenypHbiii ypoBeHb oOecnieueHus HHPOPMAIIMOHHON 0€30MacHOCTH.
[Tognepxanue paboTOCIOCOOHOCTH;

12. IlpouenypHsiii ypoBeHb obecrieueHus] HHYOPMALIMOHHOW OE30MaCHOCTH.
PearupoBanue Ha HapyIIEHHs peKuMa O€30I1aCHOCTH;

13. IlpouenypHsiii ypoBeHb obecriedeHHs] WH()OPMALIMOHHOW OE30MacHOCTH.
[TnanupoBaHre BOCCTAHOBUTEIbHBIX padOT;

13. IIporpaMMHO-TEXHMUYECKH ypOBEeHb oOecreueHns WHGOPMAIMOHHON
6e3onacHocTH. CepBHUCHI TPOTPAMMHO-TEXHUYECKOTO YPOBHS:

- UJIeHTU(DUKAIUA U ayTeHTU(PUKALINS;
- yIIpaBJ€HHUE HOCTYIOM;

- MPOTOKOJIMPOBAHUE U AY]IUT;

- wudpoBaHue;

- KOHTPOJIb LIEIOCTHOCTH;

- SKPaHUPOBAHUE;

- aHAJIM3 3alIMIIEHHOCTH;

- obecrieyeHne 0TKa30yCTONYUBOCTH;
-o0ecreyeHre 0e30I1acCHOr0 BOCCTAHOBJICHMS,
- TYHHEJIMPOBAHUE;

- YIIpaBIJICHHE.

14. «Kpurepun 6e30macHOCTH KOMMBIOTEPHBIX cuctem» (OpaH)keBasi KHHUTa).
Takconomust TpedboBaHuit. OO1IME TOHATHS.

15. «Kpurepun 6e30macHOCTH KOMIBIOTEPHBIX cucTem» (OpaHKeBas KHUTa).
Takconomust TpedboBanuit. [lonsarue «IlomuTrka 6€30MacHOCTI» U €€ MEXaHU3MBI;

16. «Kpurepun 6e30macHOCTH KOMIBIOTEPHBIX cucTem» (OpaHKeBas KHUTa).
Takconomus TpeboBanuil. [ToHsITHE KAYIUT» U €M0 MEXAHU3MBI;

17. «Kpurepun 0e30macHOCTH KOMIBIOTEPHBIX cucTemM» (OpaHkeBas KHUTA).
Taxkconomusi TpeboBanuii. [lonsitue «KoppekrHoctb» (I'apaHTupoBaHHOCTH) U €€
MEXaHU3MBI;

18. «Kpurepuu Ge3omnacHOCTH KOMIBIOTEPHBIX cucTem» (OpaHkeBas KHUTA).
Takconomus TpeboBanuit. [lonsatue «{okyMeHTamus» u e€ copaepkaHue;

19. Knaccuduxamus yrpo3 uHhopMaimoHHONH 0€301aCHOCTH;

20. DTanoHHast MOAENb B3AUMOACHCTBUS OTKPBITBIX cucTeM. HazHaueHue.

21. DranoHHas MOJIeNIb B3aMMOJICUCTBUS OTKPBITHIX cucTeM. CTpPYKTypa.

22. DTtaloHHasg MOJENb B3aWMOJECHCTBUSA OTKPBITBIX cHCTeM. DyHKIUU
YPOBHEU.

23. DranoHHas MOJENb B3aUMOJACHCTBUS OTKPBITBIX cucteM. [IpoxoxkneHue
nakeToB yepe3 OMBOC npu nepenade JaHHBIX.

24. KommiekcHbI MexceTeBOM skpaH. HaznaueHue.

25. KommekcHblil MexxceTeBol 3kpaH. CocTas.

26. KOMIUIEKCHBIN MEXCETEBOM AKpaH. DKpaHUPYIOIIMK MapuipyTuzaTtop. Ero
Ha3HAYEHUE.

27. KOMIUIEKCHBI MEXKCETEBOM HJKpaH. ODKPaHUPYIONIMKA MapIIpyTU3aTOpP.
Brinonnasemspie 3alIUTHBIEC (DYHKIIMH.
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28. KOMIUIEKCHBI MEXKCETEBOM HJKpaH. DKPaHUPYIOUIMKA MapIIpyTHU3aTOp.
JIOCTOMHCTBA U HEJIOCTATKH.

29. KommiekcHbiii MexceTeBoM dskpaH. Illmo3 ceaHcoBoro ypoBHS.
Ha3znauenwne.

30. KommiekcHblii MexcereBod 3kpaH. [llmro3 ceaHcoBOro  ypoBHS.
BrinonHsieMbie 3ainTHRIE QYHKIUU.

31. KommiiekcHblid MexceTeBoM 3kpaH. 1nto3 ceancoBoro ypoBHs. DyHKIUA
o0ecreueHrs BUPTyalbHOTO COSTUHEHUS.

32. KommiekcHbIN MexkceTeBo 3kpad. [1mo3 ceancoBoro ypoBHs. [Ipouemypa
KBUTUPOBAHMS CBs3M 110 ipotokory TCP/IP.

33. KomrmuiekcHblii MexceTeBoM dkpaH. [llmo3 ceaHcoBOro  ypoBHS.
Tpancisinusa BHyTpeHHUX IP-anpecos.

34. KoMIulekCHbII MexceTeBoM dkpaH. Lllmro3 ceaHcoBOro  ypoBHS.
JIOCTOMHCTBA U HEJOCTATKH.

35. KommnekcHblii MexceTeBoM »skpad. [llnro3 mnpukinagHOro ypoBHS.
Haznauenue.

36. KommekcHblii MexceTeBoM »HkpaH. [llnro3 mnpukinagHOro ypoBHS.
BrinonHsieMble 3aiuTHBIE (QYHKIUY.

37. KommiekcHbIi MexceTeBoil »skpaH. I[I103 mOpUKIagHOTO YPOBHS.
[IporpaMmHbIe TOCPETHUKH.

38. KommnekcHbli MexceTeBoM »HkpaH. [llnmro3 mnpuknagHOro yposHs.
JlOCTOMHCTBA U HEJOCTATKH.

39. BpenonocHoe nporpamMmmHoe obecreuenune. Knaccudukarus (Bubl).

40. BpenonocHoe mnporpaMmHoe obOecrnedeHne. KoMIbIOTEpHBIE BHUPYCHI.
Knaccudukanus.

41. BpenoHocHoe mnporpaMMmHoe obOecrnedeHne. KoMIbIOTEpHBIE BHUPYCHI.
@DailIoBbI HEPE3EICHTHBIN BUPYC.

42. BpenoHocHoe mporpaMMHoe obOecrnieueHue. KoMibroTepHble BUPYCHI.
DailIoBbIN PE3ECNCHTHBIN BUPYC.

43. BpenoHocHoe mnporpaMmHoe obOecrniedeHne. KoMIbIOTEpHBIE BUPYCHI.
byToBBIN BHUpYC.

44. BpenoHocHoe mporpaMmHoe obOecrnedueHre. KoMIbIOTEpHBIE BUPYCHI.
Makposupyc.

45. BpeaoHocHoe mporpaMMHoe obOecnedeHue. TpOSHCKHE MpPOrpaMMBbl.
CewmeiicTBa TPOSHCKUX MPOTrPaMM.

46. BpemonocHoe mporpaMMmHoe obOecrnieueHue. KoMIbioTepHbIE BUPYCHI.
KoMmmnbroTepHbie ceTeBbIE YEPBH.

47. BpemoHocHoe mporpaMMmHoe obOecrneueHue. KoMmbioTepHble BUPYCHI.
OTanuuTeNbHbIE NPU3HAKH KOMIBIOTEPHBIX BHPYCOB, TPOSIHCKUX IPOrPaMM,
KOMITBIOTEPHBIX CETEBBIX YEPBEM.

48. BpemonocHoe mnporpaMMHOe obOecrnedyeHue. Jlpyroe BpeaoHOCHOE
nporpammHoe ooecnieuenue. [Ipumepsi.

49. CpenctBa O00pbOBI € BPEIOHOCHBIM IPOTPAMMHBIM OOECIICUCHHUEM.
Brinonnsiemblie pyHKIUH.
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50. CoBpeMeHHbIE AHTUBUPYCHBIE MAKETHI.

IIpuMepHBIN NepeYeHb BONPOCOB /IS IPOMEKYTOYHOM aTTeCTALMU:

1. O6mue mnonsTHE WHOOPMAIMOHHONW O€30MacHOCTH KOMITBIOTEPHBIX
cucteMm (UBKC). Ilpaktuueckue acniexktsl UBKC, ypoau obecneuenus MBKC.

2. 3akoHoxarensHblii  ypoBeHb — oOecneuenus HWBKC.  OcHoBHbie
3aKOHOJIaTEJIbHBIE AKTHI 1 HOPMATHUBHBIE TOKYMEHTHI.

3. AnmunuctpatuBHbiil ypoBeHb obecrnieuenuss UBKC. Ero Haznauenue u
coJiepKaHue.

4. [Ipouenypusiii  ypoBenb obOecnieuenuss WBKC. Ero HasHaueHue wu
coziepKaHue

5. [IporpammHuo-Texuuueckuit  ypoBenb oOecneuenus WBKC. Ero
Ha3HAYEHUE U COJIepKaHUE.

6. Takconomusi  kpuTepueB  UHGOOPMAIMOHHOW  O€30MACHOCTH  TIO

«OpanxeBoit kaure». Conepxxkanue noustusa «I1IOJIMTUKA BE3OITACHOCTN», n
MEXaHU3MBbI €€ pean3alnH.

7. Takconomusi  kpuTepueB  UHOOPMAIMOHHOW  0O€30MACHOCTH  TIO
«OpanxeBort  kHure». Mexanusmsl  «IIPOM3BOJIBHOE  VIIPABJIEHUE
JOCTVYIIOM», wu «IIOBTOPHOE HCIIOJIb3OBAHUE OBBEKTOBY.
Takconomusi kputrepueB HHPOPMAIMOHHON Oe30macHOCTH 10 « OpaHKEBON KHHUTEY.
MexaHu3Mbl «METKU BE3OITACHOCT», 5| «HOPMATHUBHOE

YIIPABJIEHUE JOCTYIIOM».

8. TakcoHOMHSI  KpUTEpUEB  HMHPOPMAIMOHHON  OE30MaCHOCTH  TIO
«OpanxeBont kuure». Copepxkanue mnossatus «AYIUT», m MexaHuU3Mbl €ro
peann3anuu.

9. Takconomusi  KpuTepueB  HHPOPMAIIMOHHON  0€30MacHOCTH  TO

«OpanxeBort kuure». Conepxxkanue nonsitua «KOPPEKTHOCTDb», u MexaHu3Mbl
€ro peanu3aluu.

10. TakcoHoMuss  KputepueB HMHPOPMALUOHHON  OE30MACHOCTH  TIO
«OpanxeBon kaure». Coaeprxkanne noustus « JOKYMEHTALIUA».

11. Ananu3 yrpo3 HMH()OPMAIMOHHBIM KOMIIBIOTEPHBIM cHUCTeMaM. Bumibl
NOTEHUIHUAIBHBIX YTPO3.

12.  IIpoTMBOAEHCTBHE MEKCETEBOMY HECAHKIMOHUPOBAHHOMY JIOCTYILY.
OtranoHHas MOJENIb B3aUMOJEHCTBUS OTKPBITBIX cHcTeM. Ha3zHaueHue, npUHLMI
(YHKIIMOHUPOBAHMSI.

13. IIpoTuBOAEHCTBHE MEKCETEBOMY HECAHKIIMOHUPOBAHHOMY JIOCTYITY.
KommiekcHbiii  MexcereBoil 3kpaH. CocraB, Ha3zHaudeHue. [IpoTtuBoneiicTBue
MEKCETEBOMY HECAaHKLIMOHUPOBAHHOMY JOCTYITYy. DKPAaHUPYIOIIHMI MapLIpyTU3aTop.
Hasnauenue, BoimosHsieMble (QYHKINHU, JOCTOUHCTBA U HETOCTATKH.

14. IIpoTMBOAEHCTBHE MEKCETEBOMY HECAHKIMOHUPOBAHHOMY JOCTYILY.
o3 ceancoBoro ypoBHs. HaznaueHue, BbINOIHSAEMbIE (PYHKIUU, TOCTOMHCTBA U
HEJIOCTaTKH.
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15. IIpoTuBOAEHCTBHE MEXKCETEBOMY HECAaHKIIMOHUPOBAHHOMY JIOCTYILY.
[MpuknagHoit mnumro3. Ha3nauenue, BboIMONHSIEMBbIE (YHKIMH, JOCTOMHCTBA W
HEJIOCTaTKH.

16. BpemonocHoe mporpaMMHOE OOECIECYCHHE, BHUIbI, OTIUYUTEIILHBIC
0COOCHHOCTH

17.  KommbroTepHble BUPYChl. MeXaHN3M paclpOCTPAHEHHUS.

18. Kowmmnsrotepubie BUpychl. PalijIoOBbIIl HEPE3UICHTHBIN BUPYC.

19. KowmmnsrorepHsie BUpyChl. PalioOBbIi pE3UACHTHBIN BUPYC.

20. KowmmnerorepHsie BUpychl. byTOBBIN BUpYC.

21. KowmmnsiotepHblie BUpYyCbl. OCOOEHHOCTH MaKpOBUPYCOB.

22. TposHCKHE NPOrpaMMBI.

23. CerteBble YepBH.

24.  Jlpyroe BpeIOHOCHOE MIPOTrpaMMHOE OOECIICUEHHE.

25. CpenctBa OOprOBI C BPEIOHOCHBIM MPOTPAMMHBIM 00ECIICUECHUEM.
Knaccuduxarmus.

10 Meroauyeckue peKOMEHIAUUM VISl O0YyYalOUIUXCHA 10 OCBOCHHIO
TUCUMILTHHBI

I[Ipy npoBeneHMM BCEX BHUJOB 3aHITHM OCHOBHOE BHUMAaHHUE YJICNISThH
pPacCCMOTPEHUIO  TPUHIMUIOB  (GOPMHUPOBAHUS  CHUCTEMBbI  MHGOPMAIMOHHON
0€30IMaCHOCTH Ha MPEANPUATUSIX U B OPraHU3ALMAX T'PAKIAHCKON aBUAllUU, paboTe
[0 aHaJM3y NOTCHUUAIBHBIX YIPO3, a TAKXKE MPUMEHEHUIO U3y4yaeMOro Marepualia
HA IIPAKTHUKE.

TeopeTuyeckasi MOArOTOBKA CTYJIEHTOB IO JUCIUIUIMHE OOecleunBaeTcs Ha
nekiusax. Ha nekmusx o0ydyaemMbIM JalOTCS CUCTEMATHU3WPOBAHHBIE OCHOBBI 3HAHUM
10 COCTOSIHUIO U OCHOBHBIM Mpo0OeMaM HHPOPMAITMOHHON O€30ITaCHOCTH.

TeopeTnueckue MOJIOXKCHHUSI, HU3J1aracMble B JICKIIUSX JIOJKHBI
WJUTFOCTPUPOBATHCS PUMEPAMHU MX MPAKTUYECKOW peaau3anuy B HHOOPMAIIMOHHBIX
CUCTeMaxX M CpeacTBax oOecrnedeHus 3anuThl uWHpopmarnuu. s oOnerdyeHus
BOCIIPUATHS CTYJCHTOM CJIOKHOTO M Pa3sHOOOpPA3HOro Marepuaja PeKOMEHIYeTCs
M3YYEHUE HOBBIX pPA3JCJIOB KypCca HAYMHATh C KPATKOrO BBEACHHS, B KOTOPOM
YCTaHABJIMBACTCS CBSI3b C MPEIBIAYIIMMH U CMEXKHBIMHU JUCHUIUIMHAMH Y4eOHOTO
1J1aHa, ¥ PEKOMEHI0BaTh KOHKPETHYIO YUEOHYIO JHUTEepaTypy. Upe3BhdaiiHO Ba)KHO
HAYYUTh CTYJIEHTAa NPUMEHATH II0Jy4aeMble 3HAHUS K PEIICHUIO MPAKTUYECKUX
3amad. J[yis 3Toro MoryT OBITh pa3paboTaHbl CHICIUATBHBIC 3aTaHHS C PEIICHUSIMH, 110
KOTOPBIM M OPTaHU3YETCS CaMOCTOsTeNbHas paboTa CTyJACHTOB B TEYCHHE CEMEeCTpa.
Ha camocrosiTensHOE M3ydeHUE BBIHOCSATCS HanbOOJIee MPOCThIE BOMPOCH H3y9aeMbIX
TeM. (CamMOCTOSITEIbHOE  HM3y4YEHUE  TMO3BOJSIET NPUBUTH  HABBIK  MOKCKA
MHTEPECYIOLINX BOIMPOCOB B UCTOUHUKAX, B TOM YHCJIE U JIONOJHUTEIIbHBIX.

[IpoBeneHE MPAKTUUECKUX 3aHATHUUA OCYIIECTBISETCA MOCJE IMPOYTEHUS Ha
JIEKIUAX COOTBETCTBYIOILIETO TEOPETUYECKOIO MaTepuana, U CIYKUT CPEICTBOM
3aKpeIyieHus] TOJYyYeHHBIX 3HaHUW u (GOPMUPOBAHUS HABBIKOB U YMEHUH
HUCCIIeI0BaHUH.
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[IpakTuueckue 3aHATUS MPU3BAHBI O0ECIEUUTh TOJYYEHHE CTYyJEHTaMu
MMPAKTUYECKUX HABBIKOB U YMEHUH 10 MPUMEHECHUIO MOJYUYCHHBIX 3HAHUMU.

Bce Bumpl yueOHBIX 3aHATHNA TPOBOJISATCS C AKTUBHBIM HCIOJb30BaHHEM
TEXHUYECKUX CPEJICTB 0OYUEHUS U UMEIOIIUXCS B HAJTMIUH 00pa3IIOB.

N3yuenne AUCHMIUIMHBI MTOCTPOCHO TaKUM 00pazoM, 4ToOBbl 00€CIeunBaIOCh
HAaWIydlllee€ yCBOCHME Marepuana. /[liud akTUBU3aUMK, WHIWBUIyaJIW3alUU U
WHTEHCHU(DUKAIIMN W3YUYEHHUs NUCIMIUIMHBI B TEUEHHWE BCETO IMepuoaa OOydeHHUS
MpenoaraeTcsi MPOBOJUTh KPATKOCPOUYHBIE TMHChbMEHHBIE KOHTPOJIBHBIE PaOOTHI
(JieTyuku) mepe HauajaoM JICKIHUN U IPaKTUYECKUX 3aHSITHI.

Tekyuii KOHTPOJb YCHEBAEMOCTH CTYJIEHTOB HEOOXOJAMMO OCYIIECTBIISTh
CUCTEMAaTHYECKH: HA JIEKIUAX, MPHU IOATOTOBKE W NPOBEICHUU MPAKTHUYECKHUX
3aHsaTuid. Kpome TOro, criemyer MNpoOBOAUTH PYOEKHBIM KOHTPOJIb YCBOCHUS
TEOPETHUYECKOr0 Marepuaja 10 HauboJee CIOXKHBIM paszjiesiaM I[pOTrpaMMBbl
JTUACLUILIAHBL.

NTOroBelii KOHTPOJIb 3HAHUN CTYAEHTOB IO pa3leiiaM U TeMaM JAWCLUILUIAHBI
IIPOBOJIUTCS B BUJIE 3a4€ETA.

[IpenonaBarens JUCLUILINHBI MMEET IIPaBo Ha HEKOTOPBIE
HENPUHUUIHUAIBHBIE OTCTYIUIEHUS OT COJCpPXKAaHUS IPpOrpaMMbl B HAy4HBIX H
MEeIArOTUYECKUX LEIISIX.
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Pabouass nmporpamMMa OMCHMIUIMHBEI COCTaBlleHa B COOTBETCTBHH C
tpeboBanussMu OI'OC BO no Hanpapnenuto noarotoBku 25.04.03 AspoHaBurauus,

HampaBlIeHHOCTh MPOrpaMMEI (Ipoduiib) «YIpaBileHue NeTHoi padboTtoit» (2021 ron
Habopa).

[Iporpamma paccMOoTpeHa W yTBepKaeHa Ha 3acenanuu kadenps! No21 JletHoit

3KCILTyaTauuu ¥ 6e3omacHoCTH 1mojeToB B I'A «17» 10 2022 ropaa, IpOTOKOII
No 3.

PazpaboTunku:

CT. IperogaBaTeilb IHlectaxoB C.A.

— -
(yuenas cmenens, yuenoe 36arue, pamunus u yHigyuans: papabomyuxa)

3aBenyromui kabemapoit No 12:

K.[.H., JIOLIEHT. A%/"—?/ denopos A.B.

(yuenasa cmenenw, yuernoe 36anue, Gamunus U UHUYUALLL 3a8edyoujeco Kageopou)

[Iporpamma coriacoBaHa:

Pykosoautens OIIOIT BO: / .
K.T.H. - Jlobaps C.I'.

(ywenas cmenens, ywenoe ssanue, pavunun u uwuyuary pyxosooumein QIO BO)

[IporpamMma paccmoTpeHa u oqoOpeHa Ha 3acefjaHuH Y 4eOHO-MeTOANYECKOT 0
coBeTa YHHUBepcutTeTa «23» 11 2022 ropa, mpotokoi Ne 3.
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	34. Комплексный межсетевой экран. Шлюз сеансового уровня. Достоинства и недостатки.
	35. Комплексный межсетевой экран. Шлюз прикладного уровня. Назначение.
	36. Комплексный межсетевой экран. Шлюз прикладного уровня. Выполняемые защитные функции.
	37. Комплексный межсетевой экран. Шлюз прикладного уровня. Программные посредники.
	38. Комплексный межсетевой экран. Шлюз прикладного уровня. Достоинства и недостатки.
	39. Вредоносное программное обеспечение. Классификация (виды).
	40. Вредоносное программное обеспечение. Компьютерные вирусы. Классификация.
	41. Вредоносное программное обеспечение. Компьютерные вирусы. Файловый нерезедентный вирус.
	42. Вредоносное программное обеспечение. Компьютерные вирусы. Файловый резедентный вирус.
	43. Вредоносное программное обеспечение. Компьютерные вирусы. Бутовый вирус.
	44. Вредоносное программное обеспечение. Компьютерные вирусы. Макровирус.
	45. Вредоносное программное обеспечение. Троянские программы. Семейства троянских программ.
	46. Вредоносное программное обеспечение. Компьютерные вирусы. Компьютерные сетевые черви.
	47. Вредоносное программное обеспечение. Компьютерные вирусы. Отличительные признаки компьютерных вирусов, троянских программ, компьютерных сетевых червей.
	48. Вредоносное программное обеспечение. Другое вредоносное программное обеспечение. Примеры.
	49. Средства борьбы с вредоносным программным обеспечением. Выполняемые функции.
	50. Современные антивирусные пакеты.
	Примерный перечень вопросов для промежуточной аттестации:
	24. Другое вредоносное программное обеспечение.
	25. Средства борьбы с вредоносным программным обеспечением. Классификация.



